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EXECUTIVE SUMMARY
1.0 INTRODUCTION

The DoD Gateway Information System (DGIS) effort began in the early
1980s to provide a one-stop user-friendly access to many federal
and commercial databases. The present effort is to determine the
feasibility of developing an intelligent, secure gateway to
classified databases, such as the Defense RDT&E Online System
(DROLS), and the Air Force's CIRC database, in addition to
unclassified databases, such as those already available with DGIS.
A secure gateway consists (conceptually) of three major components:
a secure operating system, telecommunications, and application
software.

This report presents the results of a study of the feasibility of
developing a secure gateway. Three types of characteristics
required for the secure gateway are discussed: functional,
security, and technical characteristics. To provide assurance of
the technical feasibility of a secure gateway, trusted computing
base (TCB) components are mapped to secure gateway features. Then
various configuration options for developing a secure gateway are
presented. System solutions for developing a secure gateway are
then offered, which are followed by estimated component costs for
a secure gateway. The cost of three configurations for
implementing the secure gateway are offered as system solutions.
Last, the certification process for a secure gateway is presented.
The certification process of a secure gateway must be determined by
the gateway's designated approving authority, i.e., Defense
Logistics Agency (DLA) and/or National Security Agency/National
Computer Security Center (NSA/NCSC).

2.0 SECQ‘RITY ISSUES

For a DGIS-like gateway to operate in a multilevel secure
environment, certain issues must be addressed. A fundamental issue
is the certification of such a "secure gateway", which requires
satisfying applicable security regulations. It is desirable that
the operating system used in the secure gateway satisfy Class B2

criteria, as specified in the Department of Defense Trusted

Computer System Evaluation Criteria (TCSEC). This is because Class
B2 satisfies the risk analysis according to the National Computer

Security Center's (NCsC) publication, Computer Security
Requirements (CSC-STD-003-85). In particular, Class B2 allows both
classified and unclassified users to simultaneocusly access the
secure gateway. This evaluation assumes that the secure gateway is
a closed environment, an open environment would require Class B3.
The aforementioned publication (on page 12) states: "Where a system
processes classified or compartmented data and some users do not
have at least a Confidential clearance, or when there are more than
two types of compartmented information being processed, at least a
class B2 system is required." In contrast to Division C, Division
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B trusted computer systems can be certified to operate in
multilevel secure environments. Class B2 features required for the
secure gateway, which are lacking in Class Bl systems, include the
use o0f: subject sensitivity 1labels, device 1labels, trusted
communication paths, covert channel analysis, trusted facility
management, and configuration management.

3.0 TECHNOLOGICAL ISSUES

Currently being evaluated by NCSC at the B3 level is the secure
operating system, Trusted Mach. This operating system promises to
become an industry standard. Trusted Mach has a POSIX interface,
which is UNIX-like; and will be portable to a variety of platforms.
Trusted Mach systems, though, may not be commercially available for
another two years.

In this report, application software is considered to be software
other than vendor-supplied operating system software, and must be
developed or adapted for use in the secure gateway. Application
software includes two basic categories; the user interface and
communication interfaces. For a secure gateway, the user interface
software includes the menu system that the user sees, and the
underlying software that provides functionality for the menu
options. Communication interfaces for a secure gateway include
device drivers and additional software, which are required for the
secure gateway to communicate with external systems, such as user
systems and database systems. Application software developed for
the gateway must have a trusted interface with the underlying
secure operating system. This trusted interface must include
"software hooks" required by the operating system's security
kernel, which serves as the "security filter" for all interactions
with the gateway. The "software hooks" are the means for
transferring essential security information between the application
software and the secure operating system. These "software hooks"
are discussed further in the body of this report. As shown in the
following paragraph from the TCSEC, application software not
residing within the TCB boundary does not require certification.

The TCSEC preface has the following general discussion on the use
of its criteria.

"The criteria provide a basis for the evaluation of
effectiveness of security controls built into automatic data
processing system products. The criteria were developed with
three objectives in mind: (a) to provide guidance to
manufacturers as to what to build into their new, widely-
available trusted commercial products in order to satisfy
trust requirements for sensitive applications and as a
standard for DoD evaluation thereof; (b) to provide users with
a yardstick with which to assess the degree of trust that can
be placed in computer systems for the secure processing of
classified or other sensitive information; and (c) to provide
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a basis for specifying security requirements in acquisition
specifications. Two types of requirements are delineated for
secure processing: (a) specific security feature requirements
and (b) assurance requirements. Some of the latter
requirements enable evaluation personnel to determine if the
required features are present and functioning as intended.

The scope of these criteria is to be applled to the set of
components comprising a trusted system, and is not necessarily
to be applied to each system component individually. Hence,
some components of a system may be completely untrusted, while
others may be individually evaluated to a lower or higher
evaluation class than the trusted product considered as a
whole system. In trusted products at the hlgh end of the
range, the strength of the reference monitor is such that most
of the system components can be completely untrusted. Though
the criteria are intended to be application-independent, the
specific security feature requirements may have to be
interpreted when applying the criteria to specific systems
with their own functional requirements, applications or
special environments (e.g., communications processors, process
control computers, and embedded systems in general). The
underlying assurance requirements can be applied across the
entire spectrum of ADP system or application processing
environments without special interpretation.”

Secure gateway software that lies within the secure gateway's
trusted computing base (TCB) must be certified by the DLA and/or
NSA/NCSC. Once certified, this software 1is considered to be
trusted. Secure gateway software that lies outside of the secure
gateway's TCB does not require DLA and/or NSA/NCSC certification.
This software is considered to be untrusted.

A primary goal of each secure gateway configuration considered is
to allow both classified and unclassified users to have convenient
full access to all of the databases mediated by the secure gateway,

‘that the respective users are authorized to access. The user

interface should be independent of the type of secure gateway
option used. That is a user will not be able to recognize how the
secure gateway is configured. Because the secure gateway will
automatically distinguish between classified and unclassified
sessions, users accessing the secure gateway in an unclassified
sessions will not require secure communication equipment, e.g.,
STUs, nor will unclassified users require clearances. The secure
gateway will provide users with automatic logins to databases that
are allowed for the user's clearance and the current classification
of the user's session. The secure gateway will regulate access to
the results of classified queries. For example, the secure gateway
will allow an authorized (cleared) user to query classified
databases during unclassified sessions, but not classified or
otherwise sensitive information <can be viewed during an
unclassified session.
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The security of <classified communications is the Joint
responsibility of both the remote sites and the secure gateway. No
classified transmissions must be allowed through the insecure
communication channels of unclassified sessions. For example, the
secure gateway and DROLS will regulate access to classified and
otherwise sensitive information on DROLS. DROLS is a multi-level
secure system which contains databases that include both classified
and unclassified data. Access to DROLS data is in part regulated
by the use of communication ports that have been designated for use
in either classified or unclassified transmissions. These two
types of ports are shown in the figures in the discussions of the
various possible secure gateway configurations.

4.0 CONCLUSION

This study concludes that a Class B2 secure gateway can be
developed with existing technology. Of the options reviewed, a
secure gateway based on a multilevel secure local area network
could provide the required performance at the best cost of
"commercial-off-the-shelf™ (COTS) products. The essential
technologies for this option are Trusted Information System's (TIS)
Trusted XENIX, Verdix's VSLAN, and Ethernet connections. Trusted
XENIX is a certified Class B2 trusted (UNIX) operating system, that
can be used on personal computers based on the Intel 80386 or 80486
processors. VSLAN is a certified Class B2 secure local area
network that can be used with Trusted XENIX to provide a secure
gateway with the required performance.

If the secure gateway's development were delayed until Trusted Mach
is available, this secure operating system could serve to provide
a more affordable standardized trusted environment than currently
available certified operating systems. Also, Trusted Mach is
anticipated to be certified higher than Class B2.

Crucial to implementing the secure gateway is the demonstration of
application software that has the required "hooks" to the
underlying secure operating system. The rest of the gateway
consists of hardware and software technology that already exists or
will become available in the foreseeable future. The incorporation
of the remote access communication channels in the secure gateway
should also be straightforward.
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1.0 INTRODUCTION

The secure gateway discussed in this report is intended to provide
to authorized users the same functionality as the Defense Technical
Information Center's (DTIC) DoD Gateway Information System (DGIS).
This functionality will extend to multilevel classified databases.
Classified use of the secure gateway will subject users to
additional access procedures. Unclassified use of the secure
gateway will appear to be the same as DGIS from the user's
perspective. This perceived similarity in classified sessions vs.
unclassified sessions is achieved by keeping nearly all classified
operations of the secure gateway from the user's view. The primary
user-related differences between classified and unclassified
sessions result from the requirement that the user must be
identified and be authorized to perform classified operations,
e.g., additional passwords may be required. Also the secure
gateway will automatically recognize the classification of a
session.

1.1 BACKGROUND

The secure gateway is to provide authorized users with access to
classified databases from a central point, while preventing such
access by unauthorized users. It will allow both classified and
unclassified authorized users to have access to unclassified
databases. The secure gateway is intended to operate much like the
existing DGIS, except that security features must be added to the
hardware, operating system, and certain application software.

In this report, application software is considered to be software
other than vendor-supplied operating system software, and must be
developed or adapted for use in the secure gateway. Application
software includes two basic categories: the user interface and
communication interfaces. For a secure gateway, the user interface
software includes the menu system that the user sees, and the
underlying software that provides functionality for the menu
options. Communication interfaces for a secure gateway include
device drivers and additional software, which are required for the
secure gateway to communicate with external systems, such as user
systems and database systems. Application software developed for
the gateway must have a trusted interface with the underlying
secure operating system. This trusted interface must include
"software hooks" required by the operating system's security
kernel, which serves as the "security filter" for all interactions

with the gateway. The "software hooks" are the means for
transferring essential security information between the application
software and the secure operating system. As indicated in the




Department of Defense Trusted Computer System Evaluation Criterial
(TCSEC) preface, only that application software that lies within

the secure gateway's Trusted Computer Base (TCB) boundary is
considered to be trusted application software and requires
certification. The "look and feel" of DGIS should be retained in
the secure gateway, thus allowing users to use the new secure
gateway with minimal training. Much of the existing DGIS software
may be suitable for use in the secure gateway, either totally, or
partially by adapting the software to satisfy modified
requirements. To provide these capabilities, the secure gateway
must exhibit wvarious functional, security, and technical
characteristics.

The feasibility of developing a secure gateway for DTIC is
determined by various factors. These factors include the
satisfaction of regulations, the availability of technology, the
cost of products and services, and the certification process. The
satisfaction of regulations is based on the secure gateway having
various security characteristics. The cost of the secure gateway
is based on both cost of products and services and development
schedule. Before the gateway can begin service, the secure
gateway's designating approving authority (Defense Logistics Agency
and/or National Security Agency/National Computer Security Center)
must certify it. The Defense Logistics Agency (DLA) provides the
computer security requirements for DTIC. The National Security
Agency's (NSA) National Computer Security Center (NCSC) sets United
States Department of Defense computer security standards.

The following two subsections provide background information on
secure operating systems and their relationship to trusted
application software.

1.1.1 Secure Operating System

The security features provided by the operating system for the
secure gateway is fundamentally important to the security of the
gateway and the data that it handles. The secure operating system
must satisfy at least all essential Class B2 TCSEC criteria, i.e.,
those associated with 1labeling. When the system security
administrator registers a user, device, port, etc., the TCB assigns
sensitivity labels to the respective subject, object, or device.

User registration information on the various external databases,
e.g., DROLS, need not be duplicated in the secure gateway by the
gateway's system security administrator. Critical to developing
application software for the secure gateway (e.g., the user
interface and communication interfaces) is the interface between

! U.S. Department of Defense (DoD), Trusted Computer System
Evaluation Criteria (TCSEC), DoD 5200.28-STD, December
1985.




the application software and the secure operating system. The
interface must allow the passing of security-related information
between application software and the secure operating system. This
security~-related information includes user 1IDs, passwords; and
data, device, and port sensitivity labels. The transfer of this
information is required to ensure the security and integrity of
classified or otherwise sensitive information handled by the secure
gateway. For example, the sensitivity label of a communication
port must be provided to the secure operating system with each
communication between the operating system and the port.

1.1.2 Trusted Software Applications Using Secure Operating
Systems

Trusted computer software can be modeled with a tiered, four ring
structure. The lower rings have the highest privileges while the
highest rings have the lowest privileges. (Refer to FIGURE 1.1.)
Ring zero, the lowest ring, is the operating system security kernel
and operates across the entire computer regardless of
classification of data. Ring zero is the most secure portion of
the software. Users do not have direct access to ring zero. Ring
one consists of the input/output (I/0) and system service routines.
Like ring zero, users do not have direct access to ring one and the
ring is highly secure. Ring two is divided into two portions of
software, application programs written by programmers which access
ring one, and "commercial-off-the-shelf" (COTS) software which has
been certified. This certified COTS software, in combination with
the software in rings zero and one, comprise all of the trusted
software. The majority of the software developed for the secure
gateway will reside in ring three. Ring three contains 1low
privilege application routines.

All application routines, and data associated with them, which are
contained in ring three, are compartmentalized by the security
kernel and the trusted software. A user with a classification
level of M"unclassified" must only be permitted access to the
software and databases contained in the unclassified portion of the
systenmn. Likewise, <classified wusers can only access that
information contained in the classified portion of the system. The
result of this approach is that applications developed for ring
three are secure, because the TCB software will not allow software
in this ring to commit a security violation.

An unfortunate side effect of developing the secure gateway on ring
three 1is that, for some commercial secure operating systems,
classified users must not be permitted access to unclassified
databases while they operate at a classified level. This problem
could be overcome by either of two methods. The user can change
his level to be unclassified during his access to unclassified
databases, or the secure operating system could be modified to
allow for access to lower levels of classification. Changing the
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user's classification level can be done by the user at an operating
system prompt for at least one of the systems, i.e., HFSI's XTS-
200/STOP. Changing classification level in a more automated
fashion may require modifying the secure operating system because
any program or shell that executes the classification change cannot
itself be contained in ring three. The cost in time and effort
required to make such modifications to a COTS system and then to
get the COTS system recertified may prove to be unacceptable. Such
modifications of a COTS secure operating system would require
coordination with the vendor of the system. At least one COTS
system, HFSI's XTS-200/STOP, is capable of allowing access to lower
classification levels managed by the secure operating system.

1.2 PURPOSE

This document is a feasibility study for developing a secure
gateway. Its conclusions are based on the research presented in
two earlier reports: Security Requlations Relevant to Developing
and Using a Secure Gateway® (SGSR), and Evaluation of Technologies
for Developing a Secure Gateway® (SGT). The first report examined

security regulations and mapped them to the requirements for
developing the secure gateway. The second report examined security
technologies that are applicable to the secure gateway. For more
detailed information on security regulations and technologies,
refer to these two earlier reports.

The remainder of this document examines how the aforementioned
factors that determine the feasibility of developing a secure
gateway can be addressed. The following six sections assess the
impact of these factors: required characteristics, technology,
configuration options, system solutions, cost, and certification.

2 Buchanan, George, and Steven Goldstein, Security

Requlations Relevant to Developing and Using a Secure
Gateway, IIT Research Institute, February 1992.

3 Buchanan, George, and Steven Goldstein, Evaluation of
Current Technologies for Developing a Secure Gateway, IIT
Research Institute, February 1992.
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2.0 REQUIRED CHARACTERISTICS OF THE SECURE GATEWAY

This section discusses characteristics required by the secure
gateway for it to provide secure DGIS-like operations. These
characteristics are grouped into functional, security, and
technical characteristics.

2.1 FUNCTIONAL CHARACTERISTICS

The secure gateway must provide DGIS-like functionality to
authorized users. This functionality must support the DGIS
features stated in the DGIS Users' Guide* (Page 1-1). This quote
is provided as a baseline to confirm the secure gateway's
functionality.

"DGIS offers two modes: menu mode and command mode. Menu mode
offers all of the DGIS options in a logical progression of
menus. Each DGIS option is also a command and can be used at
any point within DGIS. DGIS also offers several utility
features that are not presented on the menus. These commands
are known as interrupt commands. Using either menu mode or
command mode in conjunction with the interrupt commands, DGIS
users can take advantage of the following features:

1. Connecting to other computer systems (using either
search interfaces or native mode).

2. Downloading bibliographic citations from other
computer systems.

3. Examining the Directory of Online Resources.

4. Running several processes simultaneously.

5. Analyzing and reformatting downloaded citations
(post-processing).

6. Sending and receiving electronic mail.
7. Carrying out file operations."”

The secure gateway must provide features that correspond to the
seven DGIS features listed above and some additional features.
Corresponding DGIS-like features are included below with the
additional qualification that the secure gateway's DGIS-like
features must handle classified or otherwise sensitive information

4 Defense Technical Information Center (DTIC), Gateway User
Support and Training Office, DGIS_ Users' Guide, (DoD
Gateway Information System), August 1989.
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as well as unclassified information. The previously stated DGIS
features are stated again to show that they are accounted for in
the secure gateway and to help clarify the mapping of functional
features to technologies in Section 3.0.

A. Provide connections to other classified and unclassified
systems (using either search interfaces or native mode).

B. Access unclassified databases using SearchMAESTRO.

c. Allow downloading of records from other classified and
unclassified systems, e.g., downloading bibliographic
citations from other computer systems.

D. Allow examination of the Directory of Online Resources.
Restricting access to this unclassified sensitive
information may be required.

E. Allow post-processing of classified and unclassified
citations; e.g., analyzing and reformatting the
citations, and merging these citations into a single
file.

F. Provide classified and unclassified electronic mail (E-
Mail), "Talking", and "Linking" to exchange information
between authorized users. Such information exchanges
will be restricted by the secure gateway to authorized

users.
G. Text-editing capabilities.
H. Provide general utilities, e.g., performing file

operations on classified and unclassified information.

I. Allow several simultaneous classified and unclassified
processes.

J. Provide for automatic 1login and 1logout, including
handling of passwords to remote systems. (Security of

passwords is discussed below in Section 2.2, Security
Characteristics, item B.)

2.2 SECURITY CHARACTERISTICS

Applicable securlty regulations for the secure gateway have been
identified in the first report (SGSR) mentioned above. This
section, using various perspectives, proposes means of satisfying
these regulations. Classified sessions must appear to users to be
essentially the same as unclassified sessions. A few security-
related differences must appear in the initial classified session
menus vs. unclassified sessions menus. Otherwise, the software
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underlying classified sessions must satisfy security requirements
that are not applicable to software for unclassified sessions.

The secure gateway must have the following security measures to
satisfy applicable security regulations. The labeling mechanism
referred to below is the sensitivity labeling mechanism defined in
the TCSEC for implementing mandatory access controls (MAC).

A.

The secure gateway must operate in a multilevel secure
(MLS) environment. This MLS operation requires that the
secure gateway must ensure the security and integrity of
the operating system and network. Classified use of the
secure gateway must subject users to additional access
procedures. Unclassified use of the secure gateway must
appear the same as DGIS from the user's perspective. The
secure gateway must recognize the classification of a -
session. Any file that contains multilevel classified
citations will be assigned by the secure gateway the
highest classification of any citations within the file.

Trusted application software, such as that used in
trusted parts of the user interface and communication
interfaces, must have "software hooks" to the secure
operating system and secure network(s).

Secure access to multilevel classified databases. DGIS
functionality of the secure gateway must extend to
multilevel classified databases. Accesses to classified
databases must be either through multilevel secure means
or be considered to be at the security level of the
highest classified data being accessed (e.g., "citation
high").

Securely manage classified or otherwise sensitive
information by regulating access to compartmentalized
multilevel classified data.

Communication with the secure gateway must be via trusted
communication paths through the secure gateway's trusted
communication interfaces. Trusted communication paths
connect classified users through the secure gateway to

remote classified databases. The transmission of
classified data wvia communication channels must be
labeled. Communication ports must be labeled. Users

must not be allowed access to system software other than
for executions.

File management operations, such as, create, write, read,
copy, and delete, must be regqulated to ensure the
security and integrity of accesses to and modifications
of files.




G. Human-readable output must be labeled, as specified in
the TCSEC. Thus, classified or otherwise sensitive
information must be 1labeled at the field, citation,
and/or file level; depending on the availability of the
classification of the information in the originating
database.

H. An audit trail of accesses and modifications to
classified or otherwise sensitive information must be
maintained. An audit trail of remote accesses is very
important for security and charging.

I. Access to information on the existence of classified
resources in the Directory of Resources must be
regulated. Though the resources may be classified, the
directory is considered to be unclassified/sensitive.

J. The security policy of the secure gateway must be
enforced by a system security administrator.

K. Physical Security, Contingency Plans, and Personnel
Security must be provided for the secure gateway.

2.2.1 Software Hooks Between Application Software and Secure
Operating System

The secure operating system must be able to recognize and to track
the presence, or use, of all interactions with classified or
otherwise sensitive information handled by the secure gateway.
Application software for the secure gateway (e.g., the user
interface and communication interfaces) must have "software hooks"
to the underlying secure operating system. The secure operating
system 1s fundamentally responsible for the security of all
interactions with the secure gateway. The following "software
hooks" are required for the interface between application software
and the secure operating system.

A. User IDs and Passwords (The input of passwords must be
passed to the secure operating system. Passwords must be
managed by secure means, e.dg., user passwords must be
encrypted so that even the system administrator and the
system security administrator cannot know the passwords.

B. Device IDs and Sensitivity Labels
C. Port IDs and Sensitivity Labels
D. Classification of Data from Databases (with Sensitivity

Labels) will be assumed to have the same classification
that the data has in its originating databases.




E. Classification of Files (with Sensitivity Labels) -
A merged file becomes classified according to the highest
classification level of data within the file.

F. Directories and Subdirectories (with Sensitivity Labels)
G. Allowable Input/Output Operations (with Sensitivity
Labels)

H. Remote Terminals (with Sensitivity Labels)

I. Communication Channels (with Protocols and Sensitivity
Labels)

These "hooks" must be provided by the secure operating system.
Users and devices in the above list are automatically tagged by the
TCB with sensitivity labels when the system security administrator
registers their identification and authorization for access to the
secure gateway. Subsequently, the TCB's security kernel associates
all registered users and devices with their sensitivity labels.
Each sensitivity 1label contains information on the authorized
security level of its corresponding user or device. The security
level includes both authorized secrecy levels and categories, and
integrity 1levels and categories. The categories refer to
compartmentalized information. After the authorizing association,
all interactions with the secure gateway by all such registered
users and devices are monitored by the TCB.

2.3 TECHNICAL CHARACTERISTICS
Platform:
The secure gateway's platform must provide the following.

A. The secure gateway' performance must be
responsive to users' needs so as to promote
rather than hinder users performing their
tasks. For example, users should experience
no more than a one second delay response to
entering a key stroke. If processing takes
longer than this key stroke delay, then the
user should be promptly notified that the
processing is being performed.

B. The secure gateway must provide adequate
storage (RAM, cache, and hard disk) for all
users. Storage must be provided to handle
downloaded files, post-processing files, E-
Mail files, system software and application
software, profiles, etc.
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c. The secure gateway must provide a convenient
means for the system administrator and system
security administrator to interact with the
secure gateway (e.g., a monitor, a keyboard,
and perhaps a mouse).

provide adequate secure communications:

A. Enough ports for the maximum number of
simultaneous users.

B. Encryption devices (e.g., STU-IIIs and/or
KGs) .

c. Transmission/Reception devices (e.g., STU-IIIs
and Data Service Units/Channel Service Units
(DSUs/CSUs) ) .

D. Essential Connections/Cabling (e.g., RS-232C
or Ethernet).

Communications:
The secure gateway must have the following features to
11




3.0 TECHNOLOGIES

This section examines various technologies with respect to required
characteristics of the secure gateway discussed above in Section 2.
The first subsection discusses the applicability of secure gateway
technologies to providing the required characteristics of the
secure gateway. This discussion addresses issues raised in Section
2.2. The second subsection provides a mapping of required secure
gateway characteristics to technologies, which provides a basis for
determining the technological feasibility of implementing the
secure gateway.

3.1 APPLICABILITY OF SECURE GATEWAY TECHNOLOGY

This section discusses resolutions of the issues raised in Section
2.2. In these resolutions, secure gateway mechanisms are
identified that will provide the means of handling these issues.
First, as an introduction, certain technical terms are defined.

The following terms are used below. The term "Trusted Computer
System" (TCS) refers to the combination of trusted computer
hardware and the secure operating system (SOS). The term "Trusted
Communication Path" (TCP) refers to a communication path that has
mechanisms for ensuring the security and integrity of data
transmitted between a TCB and external devices or systems. These
mechanisms may include a combination of KGs and modem/DSU with
dedicated telephone lines, or (multilevel secure) STU-IIIs with
dial-up or dedicated telephone lines. A STU-III 1is a "Secure
Telephone Unit", which contains both encryption/decryption and
modem capabilities. Modems are used for transmitting and receiving
telecommunication information, e.g., via telephone lines. The term
"Trusted User Interface" (TUI) refers to that part of the user
interface that lies within the secure gateway's TCB boundary. _The
term "Trusted Network" (TN) is used in the context of the TNI’.

The secure gateway will operate in a multilevel secure environment.
The secure gateway's TCB will protect classified and otherwise
sensitive information in this environment. The TCB mechanisms that
will provide this protection are the S0OS, TCP, TUI, and TN.

DGIS functionality of the secure gateway will extend to multilevel
classified databases. Accesses to classified databases will be
either through multilevel secure means or be considered to be at
the security level of the highest classified data being accessed
(e.g., "citation high"). For a user to gain access to a remote
database system, the secure gateway will send the user's password

5 National Computer Security Center, Trusted Network

Interpretation of the Trusted Computer System Evaluation
Criteria (TNI) (NCSC-TG-005 Version-1), 21 July 1987.
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for the remote system to the remote system. This transmission of
the user's password may be initiated either by the user or
automatically by the secure gateway, depending on the mode of
database query used by the user. The security of accesses to
classified databases will be ensured by the secure gateway's TCB
mechanisms: SOS and TCP.

Users will not be allowed to have direct access to databases. That
is, access to databases can not be done without the mediation of
the secure gateway, which regulates access to the databases. This
access issue may be resolved by segmenting classification levels of
data and software used to access classified data, as can be done by
commercially available secure operating systems.

Multilevel classified citations will be securely managed by the
secure gateway. This classified citation issue may be resolved by
segmenting classification 1levels of data and software used to
access classified data, as can be done by commercially available
secure operating systems. The mingling of multilevel classified
data (e.g., multilevel secure searching, and post processing) will
be regulated by the secure gateway's TCB mechanisms: SOS and TUI.
Files containing citations having different classifications will be
labeled at the classification of the citation having the highest
classification. The classification of each citation will be
recorded in such files.

Communication with the secure gateway will be via trusted
communication paths through +the secure gateway's trusted
communication interfaces. Trusted communication paths connect
classified users through the secure gateway to remote classified
databases. This communication issue may be resolved by segmenting
classification 1levels of data and software used to access
classified data, as can be done by commercially available secure
operating systems in combination with trusted communication paths.
The transmission of classified data via communication channels will
be labeled. Communication ports will be labeled. Users will not
be allowed access to system software other than for executions.

Access to classified E-Mail, "Talking", and "Linking" will be
regulated by the secure gateway's TCB. Trusted E-Mail is provided
on some secure operating systems in combination with trusted
communication paths. Full implementation of "Talking" and
"Linking" may require the creation of additional application
software, which will probably require coordination with the secure
operating system's vendor.

Direct access to classified data by an otherwise authorized
classified user from an unclassified terminal (e.g., at home) will
be prevented by the secure gateway (i.e., avoiding the secure
gateway's regulation of access to resources). That is, only those
operations that do not reveal classified information (e.g.,
querying databases) will be allowed. Classified files resulting
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from such queries will be saved, but the user will not be allowed
to access such files during an unclassified session. To access
these files the authorized user must be in a classified session.
Communication Channel i Satisfying TCB mechanism(s)
Related Issues |
}

E-Mail S0s, TCP, and TUI

"Talking" S0S, TCP, and TUI

"Linking" S0S, TCP, and TUI

Trusted Paths sos, encryption
and transmission
devices

Emission Security Tempest facility and

encryption devices

To help provide file protection, memory and disk storage will be
partitioned according to user authorization and data
classification. This storage partitioning issue may be resolved by
segmenting classification levels of data and software used to
access classified data, as can be done by commercially available
secure operating systems.

Commercially available secure operating systems maintain audit
trails of accesses and modifications to classified or otherwise
sensitive information. The audit trail can also be used to
determine charging for system usage, e.g., by remote accesses.

Access to information on the existence of classified resources in
the Directory of Resources will be regulated. Though resources may
be classified, the directory is considered to be unclassified but
sensitive. If revealing the existence of the resources in the
directory is determined to be unacceptable, then the secure gateway
will regulate access to this sensitive information on a need-to-
know basis. This access can be regulated using discretionary
access controls (DAC) to recognize user authorization and mandatory
access controls (MAC) to recognize the security level of the
session. The secure gateway's secure operating system will
regulate access to information identified in the Directory of
Resources.

The system security administrator will use the security features of
the secure gateway's secure operating system to enforce the secure
gateway's security policy.

The requirements for the security policy for the secure gateway can
at least be partially satisfied by the existing security policy for
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Defense RDT&E Online System (DROLS). Also, the secure gateway's
security policy must account for the additional security demands of
items such as files and possibly mixed unlabeled data.

3.2 MAPPING OF SECURE GATEWAY CHARACTERISTICS TO TECHNOLOGIES

This section examines various technologies with respect to required
characteristics of the secure gateway discussed above in Section 2.
Each technology is identified as applicable to satisfying the
characteristics from Section 2, the TCSEC, and the NSA's Systen
Security Policy for the Security Enhanced DoD Gateway Information
System®, December 20, 1991 (Section 4.0 Security Policy) that are
most relevant to the technology. The items listed below for the
NSA security policy refer to subsections in Section 4.0 of the
security policy. A copy of this NSA security policy is in Appendix

B. A given technology is considered "applicable" if the
functionality of the technology is pertinant to the secure gateway
characteristic. "Failure" of a given technology to completely

satisfy a given secure gateway characteristic means that the
technology is not adequate to support this required characteristic.
Some technologies may be both "applicable" and "failures"; in these
instances the technology does address the secure gateway
characteristic, but in a manner which does not satisfy the
requirements.

1.0 Secure Operating Systems (Classes Bl, B2, B3):

Three of the secure operatingssystems evaluated in the earlier
technology evaluation report® (SGT) were AT&T's System V/MLS,
Trusted Information Systems's Trusted XENIX, and HFSI's XTS-
200/STOP. These three secure operating systems have been
certified by the NSA/NCSC at the TCSEC's Class Bl, B2, and B3
respectively. Although System V/MLS is certified at Class B1,
it does satisfy Class B2 Mandatory Access Controls, but it
lacks required Class B2 assurance. Similarly, Trusted XENIX
is certified at Class B2; and it satisfies two Class B3
criteria, Discretionary Access Controls and Trusted Path.
Even so, Trusted XENIX fails to provide complete Class B3
assurance. In contrast to the other two secure operating
systems, XTS-200 provides trusted recovery, which is a Class
B3 criteria. The greater the security provided in an
operating system the more demands are placed on the
performance of the underlying hardware platform. Typically,
a few DGIS-like functions are not fully provided in COTS
secure operating systems, e.g., "Talking" and "Linking". For
the secure gateway to have these functions, the addition of

6 National Security Agency, System Security Policy for the
DoD _Gateway Information System, October 28, 1991.
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trusted application software may be required for their full
implementation. Another function required of the secure
gateway's MLS operating system will be to allow a user to
(automatically) access databases classified at levels below
the user's current session classification level.

Class Bl:

Class Bl secure operating systems can satisfy most of the
functional requirements and some of security requirements of
a secure gateway. The functional requirements satisfied
include accessing databases and post-processing of citations.
The security requirements satisfied include secure file
operations, identification, authentication, and auditing of
system use.

Class Bl is applicable to satisfying:
2.1: A, B, C,D,E, F, G, H, I
2.2: A, B,C,D,E,F, G, H I, J
2.2.1: A, D, E, F
Security Policy (4.x): 2, 3, 4, 5, 6, 7, 8, 9, 10, 11,
12, 13

Class Bl does not provide adequate mandatory access controls
(MAC), e.g., those 1listed below under TCSEC. These MAC
capabilities are required in the secure gateway's operating
system to ensure the security and integrity of classified or
otherwise sensitive information managed by the secure gateway.
The absence of these MAC capabilities in the secure operating
system can be compensated by incorporating the capabilities in
trusted application software. This fix would cause the secure
gateway to be more difficult to certify, than having the MAC
capabilities integrated into the secure operating system.

Class Bl does not satisfy:
TCSEC: Subject Sensitivity Labels
Device Labels
Trusted Path
Trusted Facility Management
Trusted Recovery
2.2.1: B, ¢, G, H, I

Class B2:

Class B2 secure operating systems can satisfy the functional
and security requirements of a secure gateway. The functional
requirements satisfied include E-Mail and general utilities.
The security requirements satisfied include required mandatory
access controls and trusted paths lacking in a Class Bl
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systemn.

Class B2 is applicable to satisfying:
2.1: A, B, ¢, D, E,F, G, H I
2.2: A, B,C,D,E,F, G, H I, J
2.2.1: A, B, ¢, D, E, F, G, H, I
Security Policy (4.x): 2, 3, 4, 5, 6, 7, 8, 9, 10, 11,
12, 13

Class B2 lacks the desirable TCSEC operational assurance
provided by trusted recovery. Trusted recovery provides
procedures and/or mechanisms to assure that, after a system
failure or other discontinuity, recovery without a protection
compromise can be obtained.

Class B2 does not satisfy:
TCSEC: Trusted Recovery

Class B3:

Class B3 secure operating systems can satisfy the functional
and security requirements of a secure gateway. The functional
requirements satisfied include text editing and "Talking".
The security requirements satisfied include all mandatory
access controls provided in Class B2 plus the desirable TCSEC
operational assurance provided by trusted recovery. Trusted
Mach is anticipated to be certified by the NSA/NCSC at the
TCSEC's Class B3. Vendors are promising to offer Trusted Mach
systems in about two years (1993 - 1994 time frame).

Class B3 is applicable to satisfying:

2.1: A, B, ¢, D, E, F, G, H, I

2.2: A, B, ¢, D, E  F, G, H I, J

2.2.1: A, B, ¢, D, E, F, G, H, I

Security Policy (4.%): 3, 4, 5, 6, 7, 8, 9, 10, 11,

7 14
2[ ?
12, 13
Application Code:

Application code will have to be developed to fully provide
the desired secure gateway functionality. Certain functions,
e.g., specialized communication port guards, "Talking", and
"Linking", are not adequately implemented in COTS systems.

All application code that lies within the secure gateway's TCB
boundary must be certified by the DLA and/or NSA/NCSC as
trusted software. The secure gateway's requirements
specification will state the boundary of the secure gateway's
TCB, as defined by the DLA and/or NSA/NCSC. This TCB
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definition will serve to identify the application software
required to be certified. DLA and/or NSA/NCSC certification
is complicated by the amount of code that must be certified.
The more difficult the certification the more expensive will
be developing the trusted software. The expense involves
additional development time to assure the reliability of the
trusted software and the subsequent financial cost of the
software development.

The extent of trusted application software required for the
secure gateway will depend on the extent that classified data
will be passed between application software and the underlying
secure operating system. As stated earlier, the boundary of
the secure gateway's TCB will be defined by the DLA and/or
NSA/NCSC. This TCB definition will determine the extent of
the application software required to be certified. The larger
the trusted application code, the more difficult it will be to
get the code certified by the DLA and/or NSA/NCSC.

"Software hooks" will be implemented with trusted software
that provide connections within the secure gateway's TCB
between the SOS, TCP, and TUI. These "hooks" will be the only
means of transferring classified or otherwise sensitive
information between the trusted application code and the
secure operating system and secure network(s). For exanmple,
the input of passwords will be passed to the secure operating
system. Passwords will be managed by secure means, e.g., user
passwords must be encrypted so that even the system
administrator and the system security administrator cannot
know the passwords.

Small Trusted Application Code:

The introduction of trusted application software should be
limited as much as possible to minimize DLA and/or NSA/NCSC
certification requirements. The smaller the trusted
application code, the easier it will be to get the code
certified by the DLA and/or NSA/NCSC.

An example of small trusted application code may be that
created to implement specialized trusted communication port
guard software. This guard software is intended to protect
the secure gateway against unauthorized external access
through the secure gateway's communication ports, yet allow
the secure gateway to access external systems, e.g., those of
remote users and remote databases.

Small trusted application code is applicable to satisfying:
Communication interfacing (e.g., guard software)
2.1: A, B, C, J
2.2: A, B, C, D, E
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2.2.1: A, B, ¢, D, E, F, G, H, I
Security Policy (4.x): 2, 3, 4, 5, 6, 7, 9, 11,
12, 13
Extensive Trusted Application Code:

The development of extensive trusted application code may be
required for the full implementation of certain secure gateway
functions. The extent of trusted application software will
depend on the security requirements of various features of the
secure gateway and the extent to which these features are
satisfied by the selected COTS secure operating system.
Therefore, trusted application code for the same feature may
range from small to extensive, depending on the secure
operating system used. If the trusted application code for
these functions proves to be extensive, then the software
development for these functions would be correspondingly
expensive in time and effort. This expense would be required
for the code be certified by the DLA and/or NSA/NCSC.

Extensive trusted application code is applicable to
satisfying:
Interfacing with the secure operating system
(e.g., MLS searching and MLS post processing)

2.1: A, C, E, F
2.2: A, B, C, D, E

2.2.1: A, B, ¢, D, E, F, G, H, I

Security Policy (4.x): 2, 3, 4, 5, 6, 7, 9, 11, 12, 13

Untrusted Application Code:

Untrusted application code will not lie within the secure
gateway's TCB and thus will not require certification will be
determined by the DLA and/or NSA/NCSC. Untrusted application
code is code that either has no interaction with classified or
otherwise sensitive data, or has its access to classified or
otherwise sensitive data controlled by ring two. This
untrusted application code is shown in FIGURE 1.1 as the
lowest privileged software in ring three and partly in ring
two. Untrusted application code provide those secure gateway
functions that are not required to be certified as secure,
e.g., the menu systemn.

Untrusted application code is applicable to satisfying:
Most of User Interface (e.g., Menus)
2.1: B, D, F, G, H, I, J

Untrusted application code is not suitable for:
Interfacing with the secure operating system
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Secure Local Area Network:

A secure local area network can be used to enhance the
capabilities of a set of secure computers. Secure local area
networks (LAN) provide a means of securely connecting various
separate secure computer systems into a larger secure
arrangement that can significantly increase the available
resources for each computer system. Also a secure LAN allows
efficient transfer of information between the secure computer
systems within the secure LAN. The file server in a secure
LAN can be a centralized secure file manager for all secure
computers within the LAN.

A secure local area network, used with a trusted operating
system on various nodes of the LAN, is applicable to
satisfying:

2.1: A, B, ¢, D, E, F, G, H I, J

2.2: A, B, C, E

2.2.1: A, B, ¢, D, E, F, G, H, I

2.3: Communications: A, B, C, D
Security Policy (4.x): 2, 3, 4, 5, 6, 7, 8, 9, 10, 11,
12, 13

Facility Security:

Facility security is required for providing the secure gateway
with physical, emission, and personal security. A secure
facility is required for the secure gateway to operate in a
secure environment. The secure gateway's TCB alone can not
provide physical, emission, and personal security. These
additional security requirements can be provided by a secure
facility such as that for DTIC's DROLS.

Facility seCurity is applicable to satisfying:
TCSEC: Trusted Facility Management
2.2: K _
Security Policy (4.x): 2, 3, 4, 5, 6, 7, 8, 9, 10, 11,
12, 13

Platform (Hardware):

The secure gateway will reside on an adequate hardware
platform that can provide the required system performance.
This includes such hardware as adequate cabling for
communications and sufficient disk storage for file
management.

An adequate secure gateway hardware platform is applicable to
satisfying:
2.1: A, B, ¢, D, E, F, G, H, I, J
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2.2: E, F
2.3: Platform: A, B, C
Communications (Hardware):

The secure gateway will have adequate hardware communication
connections and devices that can provide the required
telecommunication performance. Unencyrpted communications
must be transmitted within a trusted facility. The security
of accesses to classified databases will be ensured by the
secure gateway's TCB mechanisms: SOS and TCP.

RS-232C Connections:

RS-232C is suitable for making basic connections between the
secure gateway components and between the secure gateway and
certain external systems.

RS-232C connections are applicable to satisfying:
A point-to-point connection inherently provides more
assurance of the security of a communication path than
can a network connection, e.g., using Ethernet. The
enhanced assurance of a point-to-point connection, vs.
that of a network connection, is because the former only
has a single communication path, where as the latter
allows multiple communication paths from a point.
2.1: A, B, C, F
2.2: E
2.3: Communications: A, B, C, D

RS-232C connections are not suitable for networking in local
area networks or wide area networks, because the connections
within and among these networks are typically designed for
Ethernet rather than RS-232C.

RS-232C Connections are not suitable for:
Networking

Ethernet Connections:

Ethernet is primarily intended for use in making connections
within and among networks.

Ethernet connections are applicable to satisfying:
Secure network connections, e.g., a secure LAN such as
Verdix's VSLAN.
2.1: A, B, C, F,J
2.2: E
2.3: Communications: A, B, C, D
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Encryption Devices (STU-IIIs and KGs):

Encryption devices such as STU-IIIs (Secure Telephone Unit)
and KGs are fundamental to implementing trusted communication
paths. These devices encode data to be transmitted and decode
data received that may be intercepted while being transmitted
via insecure means, e.g., standard +telephone 1lines.
Encryption devices, including current MLS STU-IIIs, lack the
ability to swap classification 1levels during a session.
Automated MLS functionality in the secure gateway will be able
to offset this disadvantage.

Encryption devices are applicable to satisfying:
2.2: A, C, F, J
2.3: Communications: A, B, C, D
Security Policy (4.x): 2, 3, 9, 11

Telecommunication Devices (Modems and DSUs/CSUs):

Telecommunication devices such as modems and DSUs/CSUs are
required for implementing communication between remote
systems, e.g., the secure gateway and remote users, and the
secure gateway and remote database systems. These devices
convert data into serial bit patterns for telecommunication
transmissions, e.g., via telephone lines. Modems modulate
transmitted signals and demodulate received signals. Modems
use 'analog transmissions. DSUs/CSUs use digital
transmissions.

Telecommunication devices are applicable to satisfying:
2.1: A, B, C, F, J
2.2: C, E
2.3: Communications: A, B, C, D
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4.0 CONFIGURATION OPTIONS

This section discusses five basic secure gateway connectivity
designs. Sections 4.1 and 4.2 discuss the first two options, which
are two designs that provide direct connections between the secure
gateway and DGIS. The distinction between the first two designs is
that connections are made in the first design using Ethernet
whereas the second design uses RS=-232C to make connections.
Section 4.3 discusses the third option, which, in contrast to the
first two options, has a design that combines DGIS and the secure
gateway in a single multilevel secure computer arrangement. Section
4.4 discusses a multilevel secure (MLS) terminal access controller
configuration based on a Gemini Computer. Section 4.5 discusses a
MLS local area network (LAN) version of the secure gateway, based
on Verdix's VSLAN and TIS's Trusted XENIX.

Of the five options considered, at least in the short term, Option
5 is better able to provide the functional, security, and technical
characteristics (discussed in Section 2.0) of the secure gateway.
Option 5 is also the most cost effective option to achieve the
required performance of the secure gateway. In addition, as the
need arises, Option 5, provides a convenient mechanism for
expanding the secure gateway, i.e., by adding more personal
computers with Trusted XENIX to the MLS LAN. Options 1 or 3, using
Trusted Xenix, could serve as a prototype that could evolve into
Option 5.

A primary goal of each of these configurations is to allow both
classified and unclassified users to have convenient full access to
all of the databases mediated by the secure gateway, that the
respective users are authorized to access. Thus, the intent of
each of the options proposed below is to provide all of the
fuctional, security, and technical characteristics discussed in
Section 2.0. The user interface should be independent of the type
of secure gateway option used. That is a user will not be able to
recognize how the secure gateway is configured. Because the secure
gateway will automatically distinguish between classified and
unclassified sessions, users accessing the secure gateway in
unclassified sessions will not require secure communication
equipment, e.g., STUs, nor will unclassified users require
clearances. The secure gateway will provide users with automatic
logins to databases that are allowed for the user's clearance and
the current classification of the user's session. The secure
gateway will regulate access to the results of classified queries.
For example, the secure gateway will allow an authorized (cleared)
user to query classified databases during unclassified sessions,
but no classified or otherwise sensitive information can be viewed
during an unclassified session.

The security of classified communications is the responsibility of
both the remote sites and the secure gateway. No classified
transmissions must be allowed through the insecure communication
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channels of unclassified sessions. For example, the secure gateway
and DROLS will regulate access to classified and otherwise
sensitive information on DROLS. DROLS is a multi-level secure
system containing databases which include both classified and
unclassified data. Access to DROLS data is in part regulated by
the use of communication ports that have been designated for use in
either classified or unclassified transmissions. These two types
of ports are shown in the figures below that show various possible
secure gateway configurations.

Currently being evaluated by NSA/NCSC at the B3 level is the secure
operating system, Trusted Mach. This operating system promises to
become an industry standard. Trusted Mach has a POSIX interface,
which is UNIX-like; and will be portable to a variety of platforms.
Trusted Mach systems, though, may not be commercially available for
another two years. Such a Class B3 system would satisfy the
requirements for a secure gateway based on Options 1, 2, 3 and 5 to
be certifiable by the NSA/NCSC. Trusted Xenix, which is only Class
B2, would also satisfy these requirements although Trusted Mach
would improve the security in Options 1, 2, 3, and 5. Neither
Trusted Mach or Trusted Xenix is applicable to Option 4, because
this option uses a proprietary secure operating system from Gemini.

The evaluations of the security requirements for the five secure
gateway options were based on the assumption that the secure
gateway would operate in a closed security environment. A closed
environment requires that the application developers and software
maintenance personnel have clearances at a secret level, and that
the configuration control provides sufficient assurance against the
introduction of malicious logic. If the operating environment of
the secure gateway is to be an open rather closed environment then
the security requirements will be more stringent for these five
options.

4.1 OPTION 1 - TWO GATEWAYS CONNECTED WITH ETHERNET

Option 1, as shown in FIGURE 4.1, provides a means of regulating
access to classified and unclassified databases. It consists of a
central computer, which contains the secure gateway software, and
connections to users and databases. Encryption and
telecommunication equipment are used for securely transferring
classified information over these connections. If the user is
authorized and his equipment is certified for classified
communication, then the user may access the secure gateway in
either a <classified or an unclassified session. These
communication options are shown in the FIGURE 4.1 below. To
minimize the threat of disclosure of classified information on the
secure gateway to users who are in a DGIS session, which is always
unclassified, the secure gateway is isolated from DGIS. This
separation of DGIS and the secure gateway provides more security
and integrity of classified or otherwise sensitive information in
the secure gateway than if DGIS were integrated with the secure
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gateway into a single MLS system (Option 3 below).

Ethernet is an efficient data transfer medium. Though Ethernet can
be used for point-to-point connections, it is intended for use in
networks (e.g., LANs). "The Ethernet specification involves only
the physical and data-link layers of LAN. Computer-specific
hardware (Ethernet controllers) and software (Ethernet driver
routines) are required to implement the remaining layers of network
control. At the physical 1level, an Ethernet LAN . . . [is
connected] with a coaxial cable of bandwidth 10 million bits/s
forming the backbone of the network. Up to 1024 nodes can be
connected to the network and their maximum separation is limited to
2.8km."’ (page 502)

A risk analysis of Option 1, based on the publication, Computer

Security Requirements - - Guidance for Applying the Department of

Defense Trusted Computer System Evaluation Criteria in Specific
Environments, results in the requirement that this configuration

must be certified to at least a TCSEC Class B2. This analysis
assumes that the secure gateway is in a closed security environment
and its security operating mode is controlled and multilevel. As
stated in the NSA/NCSC computer security requirements publication®
(page 3), a closed security environment is "an environment in which
both of the following conditions hold true:

1. Application developers (including maintainers) have
sufficient clearances and authorizations to provide
acceptable presumption that they have not introduced
malicious logic. Sufficient clearance is defined as
follows: where the maximum classification of the data to
be processed 1is Confidential or less, developers are
cleared and authorized to the same levels as the most
sensitive data; where the maximum classification of the
data to be processed is Secret or above, developers have
at least a Secret clearance.

2. Configuration control provides sufficient assurance that
applications are protected against the introduction of
malicious logic prior to and during the operation of
system applications.™

On page 4, the NSA/NCSC computer security requirements publication®
states that a controlled security mode is "the mode of operation
that is a type of multilevel security mode in which a more limited

7 Hayes, John P., Computer Architecture and Organization,
2nd Edition. New York: McGraw-Hill, 1988.

8 DoD Computer Security Center (DoDCSC), Computer Security

Requirements - - Guidance for Applying the Department of

Defense Trusted Computer System Evaluation ‘Criteria in
Specific Environments (CSC-STD-003-85), 25 June 1985.
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amount of trust is placed in the hardware/software base of the
system, with resultant restrictions on the classification levels
and clearance levels that may be supported.”

The use of Trusted Xenix with this option satisifies most of the
required functional, security, and technical characteristics
(discussed in Section 2.0), including trusted E-Mail. The primary
deficiencies of this configuration are that Trusted Xenix must run
on an IBM AT compatible personal computer, which has an
insufficient number of communication ports, and that Trusted Xenix
lacks trusted "talking" and trusted "linking", without the addition -
of trusted application code.

The ability to access DGIS directly will give secure gateways the
ability to utilize RAM and file storage on the DGIS computer for
storage of unclassified data. This will allow the secure gateway
user (in unclassified mode) the capability to utilize the DGIS
talking and 1linking facilities. These capabilities are only
possible in options 1 and 2. In addition, some of the software
required to access unclassified databases may be executed remotely
from the DGIS computer reducing the storage, cpu and security
requirements for the secure gateway. '

Use of the following available technologies can be used to satisfy
the required functional, security, and technical characteristics
for this option of the secure gateway. This is not the only
suitable set of available technologies.

1. Secure Operating System (Class B2): Trusted XENIX, or
Secure Operating System (Class B3): XTS-200/STOP

2. Application Code:

Application code must be custom made for the secure
gateway. The extent of trusted application code
required for a given secure gateway function will
depend on the COTS secure operating system of the
secure gateway. This trusted application code will
be primarily be associated with interfacing the
secure operating system with the user interface and
and communication interfaces, e.qg., for the
implementation of trusted "talking" and trusted
"linking."

3. Facility Security: Similar to that for DTIC's DROLS
4. Platform (hardware):
80386/80486 Personal Computer with an AT bus, or
Dual Processor DPS 6000
5. Communications (Hardware):
1. Connections: Ethernet
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2. Encryption Devices:
To remote user: AT&T STU-III Secure Data
Device, Model 1900

To remote databases: AT&T STU-III Secure Data
Device, Model 1900

3. Telecommunication Devices: (Modems)

To remote user: AT&T STU-III Secure Data
Device, Model 1900
To remote databases: AT&T STU-III Secure Data

Device, Model 1900

27




SECURE GATEWAY CONNECTIVITY DESIGN

TWO GATEWAYS WITH ETHERNET CONNECTIONS
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FIGURE 4.1 OPTION 1 - TWO GATEWAYS CONNECTED WITH ETHERNET
(Secure gateway is shown within dashed-line box)

28




4.2 OPTION 2 - TWO GATEWAYS CONNECTED WITH RS-232C

Option 2, as shown in FIGURE 4.2, is the same as Option 1 except
that the connections are made with RS-232C rather than Ethernet.
Ethernet connections are intended for use in networking, e.g., a
secure local area network (LAN). RS-232C is intended for use in
point-to-point intersystem communication connections, such as
connecting a terminal or a modem to a computer. An RS-232C link
allows full-duplex, serial, and asynchronous data transmission via
three wires that are attached to each communicating device:
transmit (output), receive (input), and common return or signal
ground. "The maximum physical separation allowed between the
communicating devices is 15m, and data-transmission rates are
normally limited to 9600 bits/s."’ (page 493) An advantage of
using RS-232C rather than Ethernet is that the former is less
expensive than the latter. RS=-232C provides point-to-point
connections that provide more isolation, than Ethernet would, when
Ethernet is used in multi-communication path connections in a
network. In contrast to Ethernet, RS-232C has the disadvantages of
a relatively low bandwidth and shorter transmission distances. As
for Option 1, Option 2 must be certified to at least a TCSEC B2
according to the NSA/NCSC computer security requirements
publication®. If the user is authorized and his equipment is
certified for classified communication, then the user may access
the secure gateway in either a classified or an unclassified
session. These communication options are shown in the FIGURE 4.2
below.

The ability to access DGIS directly will give secure gateways the
ability to utilize RAM and file storage on the DGIS computer for
storage of unclassified data. This will allow the secure gateway
user (in unclassified mode) the capability to utilize the DGIS
talking and 1linking facilities. These capabilities are only
possible in options 1 and 2. In addition, some of the software
required to access unclassified databases may be executed remotely
from the DGIS computer reducing the storage, cpu and security
requirements for the secure gateway.

The use of Trusted Xenix with this option satisifies most of the
required functional, security, and technical characteristics
(discussed in Section 2.0), including trusted E-Mail. The primary
deficiencies of this configuration are that Trusted Xenix must run
on an IBM AT compatible personal computer, which has an
insufficient number of communication ports, and that Trusted Xenix
lacks trusted "talking" and trusted "linking", without the addition
of trusted application code. Also this option has the
aforementioned advantages and disadvantages of RS-232C vs Ethernet.

Use of the following available technologies can be used to satisfy
the required functional, security, and technical characteristics
for this option of the secure gateway. This is not the only
suitable set of available technologies:
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Secure Operating System (Class B2): Trusted XENIX,
Secure Operating System (Class B3): XTS-200/STOP

Application Code:

or

Application code must be custom made for the secure
gateway. The extent of trusted application code
required for a given secure gateway function will
depend on the COTS secure operating system of the
secure gateway. This trusted application code will
be primarily be associated with interfacing the
secure operating system with the user interface and

nd communication interfaces, e.g., for

the

implementation of trusted "talking" and trusted

"linking."
Facility Security: Similar to that for DTIC's DROLS

Platform (hardware):
80386/80486 Personal Computer with an AT bus,
Dual Processor DPS 6000

Communications (Hardware):
1. Connections: RS-232C

2. Encryption Devices:
To remote user: AT&T STU-III Secure
Device, Model 1900
To remote databases: DSUs/CSUs

3. Telecommunication Devices: (Modems)
To remote user: AT&T STU-III Secure
Device, Model 1900
To remote databases: DSUs/CSUs
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SECURE GATEWAY CONNECTIVITY DESIGN

TWO GATEWAYS WITH RS-232C CONNECTIONS
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FIGURE 4.2 OPTION 2 - TWO GATEWAYS CONNECTED WITH RS~232C
(Secure gateway is shown within dashed-line box)
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4.3 OPTION 3 - ONE MULTILEVEIL SECURE GATEWAY

The secure gateway incorporates DGIS in the multilevel secure
gateway in Option 3, as shown in FIGURE 4.3. Its connections to
users and databases could use the same types of encryption and
telecommunication equipment as those in Options 1 and 2. The major
difference between Option 3 and the two preceding options is the
incorporation of the existing DGIS within the secure gateway
systemn. By combining the classified with the unclassified
functions into a single gateway, the requirements of both current
DGIS users and classified users can be satisfied with a single
system. This results in requiring that Option 3 be considered to
be a multilevel secure system operating in a closed security
environment. A risk analysis of Option 3 results in the
requirement that this configuration must be certified to at least
a TCSEC Class B2 according to the NSA/NCSC computer security
requirements publication®. As shown in the figure, if the user is
authorized and his equipment is certified for <classified
communication, then the user may access the secure gateway in
either a classified or an unclassified session.

The use of HSFI's XTS-200/STOP in this option satisifies the
required functional, security, and technical characteristics
(discussed in Section 2.0). The primary limitation of this
configuration is the cost vs. performance of this proprietary
platform from HSFI, Inc.

Use of the following available technologies can be used to satisfy
the required functional, security, and technical characteristics
for this option of the secure gateway. This is not the only
suitable set of available technologies.

1. Secure Operating System (Class B3): XTS-200/STOP

2. Application Code:
Application code must be custom made for the secure
gateway. The extent of trusted application code
required for a given secure gateway function will
depend on the COTS secure operating system of the
secure gateway. This trusted application code will
be primarily be associated with interfacing the
secure operating system with the user interface and

and communication interfaces, e.g., for the
implementation of trusted "talking" and trusted
*linking."

3. Facility Security: Similar to that for DTIC's DROLS

4. Platform (hardware): Dual Processor DPS 6000
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Communications (Hardware):
1. Connections: Ethernet

2. Encryption Devices: ATS&T STU-III Secure Data
Device, Model 1900

3. Telecommunication Devices: (Modems)

AT&T STU-III Secure Data
Device, Model 1900
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SECURE GATEWAY CONNECTIVITY DESIGN

ONE MULTILEVEL SECURE GATEWAY
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FIGURE 4.3 OPTION 3 - ONE MULTILEVEL SECURE GATEWAY

(Secure gateway is shown within dashed-line box)
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4.4 OPTION 4 - MULTILEVEL SECURE (MIS) TERMINAL ACCESS CONTROLLER

A secure gateway could be configured with a multilevel secure
terminal access controller, for example, one based on a Gemini
computer using Gemini's Multiprocessing Secure Operating System
(GEMSOS-A). The MLS terminal access controller option shown below
in FIGURE 4.4 would constitute the secure gateway central computer
shown in the three preceding options. This configuration consists
of single classification level computers that communicate through
a MLS terminal access controller, which would also function as a
file server. Untrusted DGIS~like software could reside on the
single 1level classified computers. All multilevel secure
operations . would be performed on the MLS terminal access
controller. All accesses to the single level classified computers
must be regulated by the MLS terminal access controller. This
configuration would not be acceptable if multilevel classified data
is present in a single level classified computer. Gemini promises
to provide TCSEC Class Al M-Component-A certification for its
GEMS0S-A, which satisfy the TCSEC computer security criteria for
the secure gateway. Unlike the other options, this option suffers
from the restriction that the personal computers are not
interchangeable, i.e., a given personal computer is restricted to
operating at a single classification level.

The use of Gemini's GEMSOS-A with this option satisifies most of
the required functional, security, and technical characteristics
(discussed in Section 2.0). The critical limitations of this
configuration are the aforementioned problems with personal
computers, and that the configuration lacks trusted E-Mail, trusted
"talking" and trusted "linking", without the addition of trusted
application code.

Use of the following available technologies can be used to satisfy
the required functional, security, and technical characteristics
for this option of the secure gateway.

1. Secure Operating System (Class B3/Al): GEMSO0S-A

2. Application Code:

Application code must be custom made for the secure
gateway. The extent of trusted application code
required for a given secure gateway function will
depend on the COTS secure operating system of the
secure gateway. This trusted application code will
be primarily be associated with interfacing the
secure operating system with the user interface and
and communication interfaces, e.g., for the
implementation of trusted E-Mail, trusted
"talking", and trusted "linking."

3. Facility Security: Similar to that for DTIC's DROLS
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Platform (hardware):
Gemini computer and
80386/80486 Personal Computers with an AT bus

Communications (Hardware):
1. Connections: Ethernet

2. Encryption Devices: AT&T STU-III Secure Data
Device, Model 1900

3. Telecommunication Devices: (Modems)

AT&T STU-III Secure Data
Device, Model 1900
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SECURE GATEWAY CONNECTIVITY DESIGN
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FIGURE 4.4

OPTION 4 - MLS TERMINAL ACCESS CONTROLLER

(Secure gateway is shown within dashed-line box)
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4.5 OPTION 5 - MULTILEVEL SECURE (MILS) LOCAL AREA NETWORK (LAN)

A MLS LAN could be used as the central computer component of the
secure gateway, which is shown for the first three options. The
configuration of such a secure LAN is shown in FIGURE 4.5 below.
External connections between the secure gateway and (remote) users,
and between the secure gateway and (remote) databases would be
through the ports of the individual computers. Inter-LAN
connections would be through the secure LAN's central file server.
Also this LAN file server would manage the LAN's central hard disk
storage, which would hold all user files. All inter-LAN and intra-
LAN connections would be via Ethernet, except for encryption
devices and telecommunication connections. If the user is
authorized and his equipment is certified for classified
communication, then the user may access the secure gateway in
either a classified or an wunclassified session. These
communication options are shown in the FIGURE 4.5 below. Also
shown in the figure are multiple instances of personal computer -
nodes in the MLS LAN, which are indicated by the PC boxes behind
the two PC nodes shown in the foreground. The file server's secure
central hard disk storage is shown outside of the file server for
clarity, but the disk storage actually resides within the file
server.

The use of Trusted Xenix with this option satisifies the required
functional, security, and technical characteristics (discussed in
Section 2.0), including trusted E-Mail. The primary deficiency of
this configuration is that Trusted Xenix lacks trusted "talking"
and trusted "linking", without the addition of trusted application
code.

Use of the following available technologies can be used to satisfy
the required functional, security, and technical characteristics
for this option of the secure gateway. This is not the only
suitable set of available technologies.

1. Secure Operating System (Class B2): Trusted XENIX, or
Secure Operating System (Class B3): XTS-200/STOP

2. Application Code:

Application code must be custom made for the secure
gateway. The extent of trusted application code
required for a given secure gateway function will
depend on the COTS secure operating system of the
secure gateway. This trusted application code will
be primarily be associated with interfacing the
secure operating system with the user interface and
and communication interfaces, e.qg., for the
implementation of trusted "talking” and trusted
"linking."

3. Secure Local Area Network (Class B2): Verdix's VSLAN
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4.

5.

Facility Security: Similar to that for DTIC's DROLS

Platform (hardware):
80386/80486 Personal Computer with an AT bus, or
Dual Processor DPS 6000

Communications (Hardware):
1. Connections: Ethernet

2. Encryption Devices: AT&T STU-III Secure Data
Device, Model 1900

3. Telecommunication Devices: (Modems)
AT&T STU-III Secure Data
Device, Model 1900
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SECURE GATEWAY CONNECTIVITY DESIGN

MLS LOCAL AREA NETWORK
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5.0 SYSTEM SOLUTIONS

This section presents technologies available for creating the
secure gateway. Three hardware options are presented: (1) PC-based
(Trusted XENIX), (2) Minicomputer based (AT&T 3B2 SYSTEM V/MLS),
and (3) Superminicomputer based (HFSI's XTS-200/STOP). Refer to
Appendix C for more detailed vendor information.

The availability of products that prov1de the technologies requlred
for the secure gateway were identified in the second report (SGT) .
The report concluded by proposing the following technologies for
the secure gateway.

A secure gateway (conceptually) consists of: a secure operating
system, a platform, communications, and application software (i.e.,
non-operating system software, such as the user interface). From
the current effort's research into the availability of hardware and
software for the secure gateway; suitable COTS products were
identified for the secure operating system, the platform, and
communication hardware and software. Suitable platforms can be
categorized as: PC-based, or mini- or superminicomputers. Use of
a mainframe system would not be cost effective for a dedicated use
such as a secure gateway. Trusted E-Mail is prov1ded by some
vendors of secure operating systems. Because of the unique nature
of the application software for the secure gateway, no suitable
COTS application software have been found, particularly for the
user interface. Therefore such appllcatlon software as the user
interface will have to be implemented with customized software.
Existing off-the-shelf software, though not commercially available,
may be adapted for implementing the user interface. In particular,
the current DGIS user interface software may be suitable.

Three groups of trusted, commercially available systems or hardware
are shown below. In the first three groups the systems are
organlzed according to the size of their platforms, i.e., PC-based,
and mini- or superminicomputers. After these first two groups,
suitable communication devices are identified. The sets of
products in the major categories are organized in the order of
their technical suitability for implementing the secure gateway.
Each system listed under PC-based, and Mini- or Superminicomputer
is independent of the other systems in these categories. Some mix
of the communication equipment shown below will be required with
any PC-based, and Mini- or Superminicomputer system to complete the
secure gateway, as required by future considerations. For more
detailed cost information refer to Appendix C.

1. PC-based - 80386/80486 AT-compatible computer running
Trusted XENIX:

This system configuration has the hardware limitations
associated with all PC-based systems, i.e., too few ports. It
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has received Class B2 certification and is UNIX-like, but it
lacks some capabilities required for the secure gateway,
unless Trusted XENIX is run on multiple PCs. Trusted XENIX
has a trusted E-Mail capability already built into it. It
also has trusted "finger" and "who" commands that can serve as
the basis of a trusted DGIS-like "Whoson" command. To
overcome its hardware limitations, the number of available
ports can be increased by adding PCs and organizing them into
a secure LAN using Verdix's VSLAN. A LAN secure gateway
configuration is shown in FIGURE 4.5.

80386/80486 PC with 8MB - 16MB RAM, 200 MB Drive
Includes fiber transceiver and

transceiver cabling $ 5,000
Complete Trusted XENIX System $ 3,995
Electronic Mail and Communications Extensions

Multilevel STU~III Software $ 390

Multilevel TCP/IP Software $ 490

Minicomputer based (AT&T 3B2 SYSTEM V/MLS):

Although AT&T's System V/MLS is currently certified at the
TCSEC Class Bl, it does satisfy many of the Class B2 security
criteria required for the secure gateway, such as sensitivity
labelling. Even so, System V/MLS lacks Class B2 assurance,
which may be necessary. The performance of the AT&T 3B2 may
not be adequate for use in the secure gateway. The two clock
speeds available are only 22MHz and 24MHz. It has been
demonstrated that running the secure operating system, AT&T
UNIX System V/MLS, especially with its audit trail activated,
significantly degrades the performance of an AT&T 3B2 versus
the performance of an AT&T 3B2 using ordinary AT&T UNIX System
v. Otherwise the AT&T 3B2 System V/MLS could be used in
Options 1, 2, 3, and 5 discussed in Section 4.

Superminicomputer based (HFSI's XTS-200/STOP VAX class):

Though all ready certified at Class B3, the performance of its
current platform may not be adequate for the secure gateway.

Dual Processor DPS 6 PLUS 8 MBytes MIPS=1l.7
Growth to Quad Processor 16 MBytes MIPS=3.2 $114,318

or

Dual Processor DPS 6000 PLUS 16 MBytes MIPS=5.7
Growth to Quad Processor 64 MBytes MIPS=10.0 $197,538
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Trusted Communications Path Equipment
KG-84C General Purpose Encryption Equipment
DSU/CSU
AT&T STU-III Secure Data Device, Model 1900
or
GE STU-III/LCT 9600 Secure Communications Terminal
single line
multiline
Secure Local Area Network
Verdix Secure Local Area Network (VSLAN):
The Verdix Network Security Center
The Verdix Network Security Device

(One board per LAN Node)

MLS Device Driver
Single Level Secure (SLS) Device Driver

Verdix Secure Internet Protocol Router
(Allows connecting secure LANs)
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$ 2,145

$ 2,540
$ 2,610

$ 17,000




6.0 ESTIMATED SECURE GATEWAY COST

An estimate of the costs of two candidate configurations for the
secure gateway is shown below. The first configuration is based on
Trusted XENIX. The second configuration uses a HFSI's XTS-200/STOP
VAX class superminicomputer. The costs account only for those
components that are known to be required for implementing the
secure gateway. Other development costs, such as for labor and
technical support, are not included in the total costs shown below
for these systems.

1. PC-based (Trusted XENIX) and
Secure Local Area Network (Verdix VSLAN):

80386/80486 PC with 8MB - 16MB RAM, 200 MB Drive
Includes fiber transceiver and
transceiver cabling
($ 5,000 per PC, two PCs) $ 10,000

Complete Trusted XENIX System
($ 3,995 per System, two Trusted XENIX Systems) $ 7,990

Verdix Secure Local Area Network (VSLAN):
The Verdix Network Security Center $ 17,500
The Verdix Network Security Device
($ 4,250 per board, One board per LAN node,

two LAN nodes) $ 8,500
MLS Device Driver

($ 495 per LAN node, two LAN nodes) $ 990

Verdix Secure Internet Protocol Router $ 17,000

(Allows connecting secure LANs,
or systems external to the secure LAN)

Electronic Mail and Communications Extensions
Multilevel STU-III Software

($ 390 per copy, two copies) $ 780
Multilevel TCP/IP Software
($ 490 per copy, two copies) $ 980

AT&T STU-III Secure Data Device, Model 1900
($ 2145 per STU-III; 10 STU-III connections,
[8 users, 2 remote database systems]) $ 21,450

TOTAL $ 85,190
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Superminicomputer based (HFSI's XTS-200/STOP VAX class):

Dual Processor DPS 6000 PLUS 16 MBytes MIPS=5.7
Growth to Quad Processor 64 MBytes MIPS=10.0 $197,538

KG-84C General Purpose Encryption Equipment
($ 4,300 per unit, two units for

two remote database systems) $ 8,600
DSU/CSU

($ 900 per unit, two units for

two remote database systems) $ 1,800

AT&T STU-III Secure Data Device, Model 1900
($ 2145 per STU-III;
8 STU~III connections for 8 users) $ 17,160

TOTAL $225,098
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7.0 CERTIFICATION

The certification process must be defined by the secure gateway' s
designating approving authority (DLA and/or NSA/NCSC) The TCSEC!
states the following about the evaluation process in its Appendix
A, "Commercial Product Evaluation Process" (page 89):

"The evaluation provides a key input to a computer system security
approval/accreditation. However, it does not constitute a complete
computer system security evaluation. A complete study (e.g., as in
reference’ [Guideline for Computer Security Certification and
Accredltatlon]) must consider additional factors dealing with the
system in its unique environment, such as its proposed security
mode of operation, specific users, applications, data sensitivity,
physical and personnel security, administrative and procedural
security, TEMPEST, and communications security."

The following is a list of basic steps in the certification
process for the secure gateway.

1. Analysis and design must be coordinated with DLA. DLA
may also require coordination with NSA/NCSC.

2. Building the secure gateway must be guided by the
certification requirements.

3. Test the secure gateway for certification according to
the specified DLA and/or NSA/NCSC test plan.

4. Secure operation of the secure gateway will be the
responsibility of its system security administrator.

5. The secure gateway and its system security administrator
will not be responsible for the security and integrity of
information once it has arrived at a remote user's site.
The security and integrity of such information becomes
the responsibility of the remote user and the security
officers at the user's site.

6. Recertification of the secure gateway will be required
only if modifications or enhancements are made to the
secure gateway's trusted software. Modifications or
enhancements to (application) software outside of the
secure gateway's TCB will not warrant recertification of
the secure gateway.

9 Federal Information Processing Standards Publication

(FIPS PUB) 102, Guideline for Computer Security
Certification and Accreditation.
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8.0 CONCLUSION

This report presents the results of a study of the feasibility of
developing a secure gateway. Three types of characteristics
required for the secure gateway were discussed, i.e., functicnal,
security, and technical characteristics. To provide assurance of
the technical feasibility of a secure gateway, TCB components were
mapped to secure gateway features. Then various configuration
options for developing a secure gateway were presented. System
solutions for developing a secure gateway were then offered, which
were followed by estimated component costs for a secure gateway.
The cost of three configurations for implementing the secure
gateway were offered as system solutions. Last, the certification
process for a secure gateway was presented. The certification
process of the gateway must be determined by the gateway's
designated approving authority (DLA and/or NSA/NCSC).

In the short term, at least, the secure gateway configuration,
Option 5 is the most viable. Option 5 is the most cost effective
option to achieve the desired performance while satisfying the
security and functional requirements of the secure gateway.
Because Option 5 is based on a MLS LAN, it can be more easily
expanded than the other options. As stated earlier, Option 4, the
MLS terminal access controller, suffers from the restriction that
the personal computers, as used in this option, are not
interchangeable, i.e., a given personal computer is restricted to
operating at a single classification level. Option 4, even if it
were technically acceptable (which is questionable), is not as cost
effective as Option 5. Option 3 is more desirable than either
Options 1 and 2, because it integrates classified and unclassified
database accesses on a single central computer. The critical
problem with Option 3, that makes it unacceptable, at this time, is
that it would require trusted operating system on a (super)mini
class of computer. Smaller personnal conputers lack the
communications capabilities and throughput to satisfy numerous
simultaneous users. HFSI's XTS-200/STOP on any DPS platform, is
such a system, but this system currently lacks the required
performance for the secure gateway and it is not as cost effective
as Option 5. The performance of this system will soon be surpassed
when Trusted Mach is available on (super)mini class computers,
based on industry standard processors that will exceed the
performance of HFSI's proprietary processor. Option 1 is better
than Option 2, because Ethernet allows for connections to be made
over longer distances, using a higher bandwidth, and with higher
transmission rates. Even if a short term solution is chosen, using
a secure LAN (Option 5), Trusted Mach can be phased into this
platform later.

This study concludes that a Class B2 secure gateway can be
developed with existing technology. Of the options reviewed, a
secure gateway based on a multilevel secure local area network
could provide the required performance at the best cost of

47




"commercial-off-the-shelf" products. The essential technologies
for this option are Trusted XENIX, Verdix's VSLaAN, and Ethernet
connections. Trusted XENIX is a certified Class B2 trusted (UNIX)
operating system, that can be used on personal computers based on
the Intel 80386 or 80486 processors. VSLAN is a certified Class B2
secure local area network that can be used with Trusted XENIX to
provide a secure gateway with the required performance.

If the secure gateway's development were delayed until Trusted Mach
is available, this secure operating system could serve to provide
a more affordable standardized trusted environment than can be
achieved with currently available certified operating systems.
Also, Trusted Mach is anticipated to be certified higher than Class
B2.

Crucial to implementing the secure gateway is the demonstration of
application software that has the required "hooks" to the
underlying secure operating systemn. The rest of the gateway
consists of hardware and software technology that already exists or
will become available in the foreseeable future. The incorporation

of the remote access communication channels in the secure gateway
should also be straightforward.

The following list is a summary of basic issues regarding the
technology of developing a secure gateway. With these issues are
their resolutions by the use of the indicated TCB mechanism(s).
Summary of Basic Issues and their Resolution

. Users must not be allowed to have direct access to
databases, so as to bypass the secure gateway's TCB.

Satisfying TCB mechanism: Secure Operating System
. Memory and disk storage must be partitioned according to
user authorization and classification

Satisfying TCB mechanism: Secure Operating System

. E-Mail, "Talking”, and "Linking"
Satisfying TCB mechanism: Secure Operating System,
Trusted Application Code, and
Trusted Communication Paths

. Multilevel secure citation management

Satisfying TCB mechanism: Secure Operating System

48




Communication Interfaces
Satisfying TCB mechanism: Secure Operating System,

Trusted Application Code, and
Trusted Communication Paths
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APPENDIX A

LIST OF ACRONYMS




ACL - Access Control List

ACMW - Addamax 386 Compartmented Mode Workstation

CASS Commodity Application Services System (XTS-200/STOP)

COMSEC computer security
COTS - T"commercial-off-the-shelf™"

CIK - Crypto Ignition Key (GE STU-III/LCT 9600)

CSTI - Communications Systems Technology, Inc.
Csu - Channel Service Unit

DAC - Discretionary Access Control

DDN - Defense Data Network

DES - Data Encryption Standard (Verdix's VSLAN)
DGIS - DoD Gateway Information System

DIA - Defense Intelligence Agency

DLA - Defense Logistics Agency

DoD - Department of Defense

DROLS - Defense RDT&E Online System

DSU - Data Service Unit

DTIC - Defense Technical Information Center
ECPL - Endorsed Cryptographic Products List

EPL - Evaluated Products List

FTP - File Transfer Protocol

GEMSOS - Gemini [Multiprocessing] Secure Operating System
IP - Internet Protocol

LAN - Local Area Network

LCT - Low Cost Terminal ([AT&T] STU-III LCT)
MAC - Mandatory Access Control

A=2




MLS
MTBF
NCSC
NSA
NSC
NSD
osI
RAMP
SACS

SCCs

SGSR

SGT

SMTP
SNS
STU
SVID
SVVsS
TCB
TCP
TCSEC
TED
TNI
UDP

WAN

multilevel secure

mean time between failure

National Computer Security Center

National Security Agency

Network Security Center

Network Security Device (Verdix's VSLAN)

Open Systems Interconnection (Verdix's VSLAN)
(NSA/NCSC) RAting Maintenance Phase (System V/MLS)
Secure Access Control System (AT&T STU-III, Model 1900)

Source Code Control System ([Addamax] Trusted 1386 UNIX
Compartmented Mode Workstation)

Security Regqulations Relevant to Developing and Using a
Secure Gateway

Evaluation of Technologies for Developing a Secure
Gateway

Simple Mail Transfer Protocol

Secure Network Server (Boeing MLS LAN)
Secure Telephone Unit

System V Interface Definition (System V/MLS)
System V Verification Suite (System V/MLS)
Trusted Computing Base

Transmission Control Protocol

(DoD) Trusted Computer System Evaluation Criteria

Truck Encryption Device (KG-81)
Trusted Network Interpretation (of the TCSEC)
User Datagram Protocol (Boeing MLS LAN)

Wide Area Network



APPENDIX B

SYSTEM SECURITY POLICY




0
]
[

FrosE . o8

System Security Policey
£or tha

Security Enhanced DeD Gateway Information System

Jecerker 20, 1991

. Systenm Secur;,v Pelicy is defined as "The set of security
cojectives that ragulate & given system’s management, Frctection
and distributicon of

1.2 Puyrpocse

The purpcse 0 this <y¢-°m secur
pvﬂv'ee a Specifiic set cf system secu
De ¢bserved ty the Secu: rzty Znzanced D
System (SZ2GIS) in iss cetorn;nat_on of

sensitive resources."

ity felicy decunmenz is to
urity cbssetives which are to
CD Gateway Infeormaticn
£ appiicable security

onerat¢cna* concepts, qu;ve“e“us, design, development,
J.e"xen&_at&on[ test

a intended to ensure trat+ while prccessing, storing, using, or
St‘-butzng sen szti

“easonao

e dependalb

laws, zulies, and pra

~«3 Scove

This
relaced ¢

Policy document centains all

¢ the 8ZI>GIs

ang, and guality assurance, These cbiectives

ve reszuxzcss, +<he SLDGIQ w;ll with
ility, comply with all apclic cabie Goveramen=
Cctices as stated in this poli cy document,

-

1 system security ob<ectives
S. Tnis peclicy document is intenmded to be

design independent and is not limized =z any pasticular svstem

design.

However, is

doces address the intended operaticnal mode

©f the SE2GIS which is muiti-ievel secure,
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1-R, "DoD Information Security Program
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April 2,
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1982

2=-R, "DoD Personrmel Security Program,!
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DRAFT "National Security Telecommunications and

—nformation System Security Glossary," August 2, 1991 -
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DoDD 5100 55, United States Security Authority Zfor
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Qe G
TR NS
O - &
Q ¢t ot
mmrtn)

flce of Secretary cf Defense Memorandum dated 26 July
Subjecc: Handliing of NATO RESTRICTED
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3,3 3vs Description

The Securizy Enhanced Dod »ateway Information System,
SEDCIV, i3 & research tcol desisred <o help scientists,
engineers, and information specialists c?2 the United States
Governmen: and it’s contractors take greazter advantage of the
wealith of informaticn resources that are currently available.

The prima'y

rpese cf SEDGIS is to helpr remecte users accass
diverse biklicgrapni
re

ic datakases at gscgraphically dﬁsperse

_ecations ané eve, analiyze, sozt, aad refcrmat ribliographic

citations. The SZDGIS s*nports the searcking and retrieval-of
bibliographic citaticns based upcn search statements submizied by
the user which identify the aatana@es tc be seaxched and the
search parameters (i.e, auther, subjec:, title, abstract weords,

ek<s,) to be used., The SEDGIS permits :he user to regquest post-
crccess-ug t¢ anail vze, scrt, or refermat osiblicgraphic citatiens.
Jsers may alsc submit recuests for decuments to libraries and
infcrmation organiza:le.s thrcugh SEDGIS. The delivery of
documents to users is handlied independentiy ¢f SEDGIS by the
ilibraries and informatien organizatiens maintaining the
deccuments.

pu
cn
tri
q=n

Bibliograghic datarases ccntain references te written
materiali such as bocks, journal articles, technical reports,
cennference proceedings, pésents, and studies. A bibliographic
citation identifies where ¢ fin refe*anced wozk. Each

kibliographic citaticn consists ¢f author name(s), title,
publication year, scurce ¢f the pu bi- ation {jecurnal reference,
pukblisher name, patent assignee), index terms, and an akstracs.

The informa=ien precessed by the SIDGIS may be unclassified
cr classified as NATO Restricted, Confidential, cr Secret.
SEDGIS also precesses propriatary infermation which must be
prectected. Clazssificatiene are asscciated with each field ¢f a
bikliographic citation and with index terms.

Secondary capabilities provided by the SEDGIS are editing
and mail services. Zditing capablilities are rsrovided by =he
SZPGTS5 te permit users to edit informatioen produced as a result
cf their reanests fer bibliographic searches and analyses and to
generate messages for delivery <o cthers. The mail facility
permits users ¢c¢ send and receive messages amesg themselves and
with others who are located on $ystems that maintain
communications witll 3EDGIS but whe are nct authcrized to use the
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SEDGIS services and resources. The edi=i ing ard mail services are
nes t9 ne usec to precess infermatien whizh is cut of the
cla»s; icaticn range stated above,

4.0 Security 2Policy
4.1 Definitiong

The terms usecd within this document are defined within
2cD 3200.1-R unless otherwise stated within this sech*cu.

Data Integri - Condition that exists when cdata is
uncnanged from -ts source and ha net been accidentally or
malicicusly modified, zaltered, or cdestroved, Reference d,

NATC RESTRICTED - a classifigation as defined within

reference £ and by £.0. 12356,

System Integrity - Qualisy of a system when it performs its
intended furetion in an unimpaired manner, £ree from delikerate
¢r inadvertent unautherized manl:u_a:;c of the system.
Reference d,

Designaktiens for the classificasion ¢f U.S. conmtroliled
crmation or material ithat requires pratec=ion against
uthcrized d*sc.osure in the interest of national security are
in

ed within DoD 5200.:5-R.

Jesignaticns for zhe classification ¢£ NATO RESTRICTED
information are contained within SoDD S:00.5%.

()
h
H
|8)
’.J
i3]

4.

d classified infc-mation the level cf

n zed disclosure commensurate wisa tha
level ~f the classificati assigned. This preotection shall be
afforded under the varying ¢enditicns that may arise in
cennegsien °ith the use, disseminaticn, storage, movement or
transmigsion, and dest=ucticen of classified infaormation within
the system.

The system shall aff
protegticn agains~ unaugi

-

C.-
cri
cn
fod
a2

The U.S, does not nave a security classification equiva’ent
to "NATC RESTRICTED." NATO RESTRICTED information shall e
safeguarded in a manner that shall prevent disclosure =1~}
nongovernmental wverscnnel.

formation that is marked as Contractor Proprietary shall
be safeguarded in a manner that shall prevens discloesure to
nongovernmenta. personnel.
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4,4 Authorinv 2o Ciassifv

The system shall pe resvonsikle for tihe derivative
appiicaticn of ¢lassification markings zo all informat:i
generated by the system in which the system has incc*p*rate
generated in new fo=m, infcrmaticn =hat is al ready classified by
an original classification authority, The system shall:

”~ -
LI

a. Respect the criginal classification decisions;

2. Verify the :information’s current level of
classification as f£ar as practicadle befere applying the
markings; and

<. Carry forward to any newly created informatiern any

additicnal markings
7ne system skall nave nc declassificgaticn, downgradiag, or
regrading capakilities.

¢.%8 Rete! i and Considerazioas

Infcrma:ion extracted Zxem a cilassiflied scurce shall ke
derivatively classifiec or not classified by the system in
=ccc:ca ce with the clilassificazion markings shown in the source.
The overa’:l and internal markings of the sgcuszgce should supply
adequate classification g‘_da::a. If internal markings or
classification guidance are not fcuné in the scurce, and no
raforence is made to an applicable and available classificaticen
guide, the extracted infermaticn shall pe classified according

ther to the overall marxing c¢f the scurce, or guidance obtalned
.rcm the classifier cof the scirce material,

4.6 Marking

Information determirned to reguire cliassificaticn protection
uncer DeD 52030.1-R shall be s¢ designated within the system.
Designation by means other than vhysical marking may be used, but
shall be followed by paysical marXing as sceon as pcssible.

Designaticn by "hy51ca* marzking, notatAcn, or ctier means
serves to warn the aAclder about the classification of the
information invc'ved, to indicate the degree of protection
againgt unauthorized disclosure that is required for that
particular level of classification,

4.7

The overail c¢lassificatisrn of each information unise
generated by the system shall be zprropriately marked and the
markings bound o <he infecrmaticn. Each component of an
informaticn unit shall ke apor-opriaztely nar ked according to the
content, to include "Unclassified" when no classified imferma=ien
ig centained in the compcnent. When elerments of information in
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cne portion require different classifications, bu- segrecaticn
intc separate portions would destrzoy centingicy or contexs, the
highest classificaticn required for any item shall be arplied to

that perzion.

NATO RESTRICTED informaticn contained within U.S. classified
information shall be identified by aprlying the aporopriate U.S.
and NATO markings to the cemponent., The overall informazion unis
shail bear the U.8, classification with =he further markine that
the unit contains NATO RESTRICTED informaticn.

When NATO RESTRICTED informatien is included in U.S.
unclassified information units generated by the system, the uni:s
shall be marked to indicate thas NATC RESTRICTED informaticn is

contained within the u=nit.

4, Safekeseving angé Stcrace

The system shall store classified information ¢nly under
conditions adeguate tc prevent unauthorized persens fram gaizning
access to the informaticn.

4,9 Access

The system shall preven:t users from acguiring access eo
classified infcrmation unless the users have the appropriate
security clearance and nazed-to-knew for zhe informa=-ion. The
Iinal responsinility for determining whether 2 user’s official
duties reaquire possession ¢f &r access to any element or isem of
classified information, and whather the user has kbeen granted the
apprepriate security clearancz by oroper authority, rests with
the systen.

Contractecr Proprietary and NATO RESTRICTED inferma=ion will
Be availakle cnly te U.S5. gevernment personnel with a need-to-
know £or the infcrmation.

4,10 2issemination

Standing distridusion requirements for Secret and
Confidential iaformation and materials, such as distributie=
lists, shall be reviewed by the system a= least annually to
veridy thke recipients’ need-ta=xnow.
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4.12 Accountability sad Contrel

The system shall have es:ab-;s“ed the appropriate procadures

and mecheanisms for centzelling SECRET i:formatlo“ :eceived,
generated, distributﬂd, cr destrcyed by the system. The controls
piaced on SECRET infcermatien by the syszem must meet Lhe
following minimum requiraments:

a. I= must ovide a means of easuring hat SECRE?Y
mation sent cu*s ‘de the system has been delivered only te
the ‘ntended recipient,

B, It must previde a recozd of receipt and dispatch ¢f
SECRET materizl by users.

c. Reccrds of the receip
nix

pt and dispatch of SECRET material
shall be retained Sor 2 ni £ 2

years.

Procedures and mechanisms shall be established to protact
. CONFIDENTIAL informa=ioen received, generatsd, distributed, or
stored by the system.

4.12 Information Integrity
The system shall maintain the consistency and accuracy of

information accepted inte the system’s contrcl and protect
that infermatien €frem usauticrized medificaticen or destruetien.

4,13 Svstem Intecrity

The system-shall ensure that the services and resources
Drovided 2y the system-are lcc;cally correct and reliable.
5.0 Assumptions

Asaumptien 1: GZnfcrmazicn available to the system has peen
clLasgified by an criginal classificatien autherity acceording to
the applicabkle policies and guidelines and is apprcpriately
marked. The system does not criginate infcrmation for user
ccneumptlon as part ¢f the service and is not an cciginal
classification authority.

Assumption 2; The infczmation the system accesses to
generate respenses te user queries is neot maintained by the
SZDGIS, Citations placed in those infcocrmation dases are
urderstood to be mzintained and apprepriately classified by
mechanisms outside the SEDGIS.

Aagumption 3: The system shall process beth unclassified
and classified information, Infcrma:'cn classificarions shall
include NATQ Restricted, Confidential, and Secret. Contractor
proprietary cata shall alsc be prccessed by the system. No
compartmented inférmarion will be processed by the systenm.
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Arsumpticnt 4: Aggregation of data and data infesrancs aras
acknowledged as security concsarns, but there exist ne current
peclicies or mechanisms to address these concerns. Until peoliciss
and mechanisns addressing these issues ara daveloped, the DGIS
will not address the issuas.

Assumption 5: User security clearances ars detazrmined and
assicrned by the apprcpriata organizaticn as outlined in Ded
£29C.2-R and ars not assigned by the 2GIS. The DoD organizatien
spensoring a user identifies the user's clsarancs and providas

‘the supporting documentaticn te the DGIS throuch the approproiats

channals.

Assumpticn &: Need-to-know is detaxminad by the U.S.
gevernmant crganization spensoring a usar of the DGIS and
providad €e DGIS in tarms cof fields and ¢groups of intearest. DGIS
eniorces need-ts-know on fields and groups of interest for
classified infcrmation only,

Assunption 7: Users who racaive classifisd information fwem

.the DGIS will appropriatsly protact that information. The systam

i3 not responsibls for protecting infermation that has baen
released tc the user. The system will protact all copies of
infcrmation and racords of recalpt of classified infcrmation to
the appropriats level until that infcrmation is apprepriately
destroyed within <£hka system.

Assumptiocn 8: There ara ne stringent availabilisy
reguirements fcr the DGIS, as it is not csnsidar £o ra a critical
systexm. They do Rave raquiraments that tha system provide
rsascnabls sexvics £o all users, but it i3 net consider a
critical security problem if it does not.

Azsumption 9: The Accsraediter for the DGIS is the Defansae

"Loglistics Agency and these accrediting authoritiss of systems

with which the DGIS interacts.




S8YSTEM SECURITY SPECIFICATION
DRAFT OUTLINE
for the A
SECURITY ENEANCED DOD GATEWAY INFORMATION SYSTEM
19 December 1961

1 Introduction

1.1 ose

This system security specification sheuld provide a mid-level
overview of the Security Enhanced Department of Defense Gateway
Information System (SEDGIS) security requirements. This document
should map clesely with the System Security Policy £cr SEDGIS and
will serve as the foundation for the development of the system
security architecture.

1.2 Scope

The system security specification shall stay within the
following limits:

- It must present.the technical security requirements of
the system as a whole.

- It must not be the requirements of the individual
componeants.,

- It may be based upon knowledge that the system is made up
of individual pieces, but may not be based upsn the
knowledge of which pieces make up the systan,

- It must be consistent with the system security pelicy.

- It must be a probiem statement, not a solution statement.

2 Raefsrences

(a) Executive Order 12356, "National Security Information,®
April 2, 1982

(b} NTISSI 7000, “TEMPEST Countermeasures for Facilities,¥
17 Octcber 1988

(¢) DoD 5200.1-R, "DeoD 1Information Security Program
Ragulation,™ June 1986
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(d) DeoD 5200.2-R, WpeD Personnel Security Progran,"
December 1979

(¢) DeD 5200.28, ngecurity Réquirements for Antomated'
Information Systems," 21 March 1988

(£) DeoB 5200.28-5STD, "poD Trusted Computer System
Evaluation Criteria," December 1985

(g) €SC-STD-003-83, #"Cemputer Security Requirements,

- Guidance for aApplying the DoD Trusted Computer System
Evaluation Criteria in specific Environments," 285 June
1985

(h}) DoD 5200.5, neommunications Security," 21 April 1990

(i) DeD 5200.19, "Control of compromising Emanations,™ 23
February 1990

(3) "Systenm Security Policy for the Security Enhanced DeD
Gateway Tnformation. Systen," 2 December 1991

3 Definitions

Accreditation Range: A set of compartments and classifications
that a component is aceredited to process and keep separated.

citation: The bibliographical reference SEDGIS sends to users in
response to a query whieh includes fields for an index number,
ritle, author, topic, apstract, and publication date.

citatien riela: Individual field (such as the "topic" field used
o determine need-to-know) within & citation.

Classified Information: Any informatien which is marked
confidential, Secret, or Tep Secret in acsordance with E.0.12356.

computing Session: Any and all system activities performed by a
user from the time the user legs in to a system until the user logs
off the systsm.

Data Origin Authentication: The correboration that the source of
data received is as claimed.

snformation Unit: Any collection of data which is treated as. an
individual entity for access control purposes.

peer Entity Authentication: Thse eorroboration that a peer entity
in an association is the one claimed.

Restricted Information: Data which only authorized persons may
use. In SEDGIS, this refers to information marked Proprietary,
NATO RESTRICTED, and nuclear.




Security Critical Elements: Elements of a system, whose correct
operation is regquired to prevent events from occurring that may be
contrary to the security pelicy of the system. For example, error
detection and cerrection circuitry for primary memory would be
considerad a security critical element, Failure of this element
could result in an undetected memory error changing a vital table
entry that would allew access by a process to unauthorized data.

Senszitivity Marking: Those markings necessary to denote the
protection to be afforded information. For this system, those
markings are SECRET, CONFIDENTIAL, NATO RESTRICTED, UNCLASSIFIED,
and/er PROPRIETARY.

8ystem Protectien Mechanisms: Elements within a system that ars
used to enforce the policy decisiocns made by the systen.

Topic Field: One field of a citation which contains terms or key
words to be used for need~to-know determinations.

Unclassified Information: Information which is not classified or
regtricted informatioen. '

4 Systam Description

The following is a system-level description of the various
user and source links connected to the SEDGIS gateway (FIGURE 4.0).

SEDGIS will accommodate: a large number of users who c¢an be
geographically dispersed. Users of the SEDGIS service will operate
in either the MLS or system-high mode. The user’s clearances may
range £rom Unclassified to Top Secret. Users crezate and send
queriaes. When the gueries are returned, the user may then perform
scme post-receipt processing of the results. Users are also
provided an E-mail service which allows communication with users on
SEDGIZ and cother systems. SEDGIS users will be differentiated as
either U.S. government personnel or contractors. Government
persennel may be allowed access to query responses that ceontain
preprietary and/or NATO RESTRICTED information, while contracters
are not,

There are three database sources connected to the B8EDGSIS
Gateway. They are Dialog, DROLS-Classified, and DROLS-
Unclassified. Of these, Dialeog and DROLS=-Unclassified are
unclassified and DROLS~Classified ranges from Restricted to Secret,
DROLS=Classified and DROLS-Unclassified belong to the Defense
Logistics Agency. Disalog is a commercial database.

SEDGIS is capable of providing E-mail andJTELNET connections
to unclassified networks such as "Internet" and classified networks
such as "Ds-Net 1". Users may also query through the Internet and
DS~-Net 1.




FRGE.B1S

4.1 System Boundaries

The SEDGIS system boundaries will include the Gataway and
thosa communications links plus their hardware/softwate interfaces
which provide a level of protection afforded classified and/er
restricted information. These links will include those links that
connact MLS and system high users to SEDGIS, the links from the
DROLS-Classified database since classified and/or restricted
information can be relayed, and the links needed for classified
Eemail. Links ¢to strictly unclassified (no classified or
restricted) users, networks, and databases ara afforded no
protection beyend that provided by the existing carrier and,
therafore, are not considered under the purview of this system.
SEDGIS can accept gueries over a link below the clearance level of
the user. SEDGIS can then process the query and assemble rasulis
containing data at or below the clearance of the user., SEDGIS will
only send  these results cover ‘links protected at or above the
classification 1level required £or the sensitivity of the
information.

Only pra-datermined, authorized software will ke used within
the security system portion ¢f SEDGIS to exscute the functions of
the system which are gquery, post-processing, and E=-mail. The
system will not execute user prograns,

4.2 INFQSEC Risk Analvsis and Abatement
4.2.1 INFOSEC Solutions

Cryptographic types and levels of trust are used only to
provide a shorthand way of establishing minimum levels of
protection. Other protection mechanisms which provide similar or
greater levels of protectien, including technigues besides COMSEC
and COMPUSEC (e.g., protected wiras distribution system) should be
coneidered acceptakle.

The SEDGIS security needs identified belew are typical of
classified systems with a mix of data communication and data
processing elemants. When analyzing the SEDGIS system, a
combination of requirements iz exhibited which collectively can be
identified as cryptegraphic tvpes and cemputer security levels of
trust. It is not necessarily true that every component must be a
Type 1 eryptographic component or a B3 computer component in order
for the system to meet its minimum Type I and B3 requirements,
Nonetheless, each component of the system must be selected
according to its ability to contribute appropriately to the system
security requirements.

4.2.2 gommunicgtions




Because various users of the SEDGIS are cleared to download
:lassified  information through the system (from the DROLS
latabase), and since secure communications will be involved, at
least Type I cryptography will be required. Type 2 cryptography
nay also be required to protect unclass;fiad U.S. government users
since they will be authorized to receive proprietary and/or NATO
RESTRICTED information. Cryptography requirements for the SEDGIS
operating environment will be further analyzed in section 5.1 on
cryptographics. Key management requirements are discussed in
section 5.2. :

4.2.3 gComputing

The DTIC MLS library service is intended t¢ opsrate in no less
than a security domains (B3) level ¢f trust as defined in DeD
5200.28~STD based on the follewing criteria:

Rmax (3) Secret with ne categories

- Rain (06 tUncleared
risk index=3 (B3)

The prascribed ninimum level of trust for this case is B3 since the
SEDGIS system operates in an OPEN environment. Secure conputing
requirements are discussed in section 6.

4.2.4 IX ST

SEDGIS shall comply with the TEMPEST standards as described in
NTISSI 700¢0.

5 Communication Security

Classified or restricted information that is in transit
between SEDGIS and its users, that is not protacted by physical
means, will be protected using an NSA approved cryptegraphlc
device.

5.1 gryptographics

Regarding cryptographics, SEDGIS shall adhere to the following’
censtraints:

- The highest level of classification ef information in the
SEDGIS is Secrat.

- The cryptegraphic davices must provide protection of
information in transit against disclosure to unauthorized
persennel.

Best Available Copy
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5.2 Key Management

When using NSA approved cryptographxc devices for protection
of classified or restricted information, NSA-provided Cryptographic
Keying material shall be used. A Cryptographic Key Management
Accougt nust be identified for proper management of this Xeying
Material.

5.3 E ecua

Cryptographic devices/materials require protectien against
access, tampering, and medification, by unauthorized personnel.
This protection will be afforded while unattended, in storage, and
in transit in accordance with goveraing laws, pelicies, and
instructions. ,

5.,3.1 Compremisg Recovery

System documentation shall specify what measures will be taken
to recover system security when devices/material are compromised
(s.g., lost, stolen, modified, tampered, etc.).

6 gcomputer Security

6.1 Classification Criteri nd Conside ions
SEDGIS shall ensure the following:

1. any existing sensitivity markings recsived from service
providers are malintained;

2. appropriate markings are carried forward to newly created
information; and

3., any data transferred within the library systen maintains
its existing sensitivity marking.

If material is ineluded which has no sensitivity marking or is
obviously mis-marked it shall be handled as if it were SECRET and
either purged from the system or held for raeview by systen
administration persaonnel.

I£f material is included which has no intarnal sensitivity
markings, the extracted information shall be markaed at either the

overall classificatien of the material, er in accordance with
guidance from the original classifier of the matexrial.

The system shall have no original classification authority.

All E-mail messages must havetﬁdbpropriate sensitivity
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markings.,

6.2 Specific Marking ¢f Infornation

Any classified or restrictea information must he appropriatsly
designated within the system. Designation by means other than
physical markings may be used, but shall be followed by physical
markings whenevaear a hardcopy is produced. All removable media
containing classified or restrictsd information shall be physically
narked.

The system shall be capable of identifying, for security
reasons, the beginning and end of cach computing session, E-mail
message, citation, and ecitation field. Information of an
unclassified nature shall be appropriately marked. When citation
fields contain information of varying classificatien levels, the
entire citation shall be marked at the highest classification level

of informatien in the citation fields,

Tf material which lacks a sensitivity marking is to Dbe
imported, SEDGIS must gquery +he user and receive a rTeply
designating the sensitivity marking to be applied. The sensitivity
marking must be one which the system recegnizes i,e. SECRET,
CONFIDENTIAL, NATO RESTRICTED, UNCLASSIFIED, and/er PROPRIETARY.
If the sensitivity marking is not one which the system recognizes,
the material shall not be imported by the system. The sensitivity
marking must bs consistent with the user’s authorized accesses.

Sensitivity markings associated with each system resource
ehall be maintained by SEDGIS. These markings shall be used as the
pasis for all access control decisions. The clearance level of the
user shall be compared to the sensitivity marking of data recquested
and a determination made whether the user is authorized access to

e data.

6.2.1 Intesrity of Sensitivity Markings

Sensitivity markings shall accurately reflect the sensitivity
marking of information with which they are associated, When
exported by SEDGIS, the sensitivity markings shall accurately and
unambiguously represent the sensitivity marking ef informaticn with
which they are associated.

6.2.2 Marking Hardcopy Output
The SEDGIS system adnministrator ghall specify the printable

marking names associated with the classification levels usaed by the
system. SEDGIS shall properly mark the beginning and end of all
hardcopy ocutput with the appropriate term to accurately reflect the

overall sensitivity of the unit of output, SEDGIS shall mark the




beginning and end of each page of hardcopy output with the
appropriate term to accurately reflect the overall sensitivity of
the data/information on the page., Any override of these page
marking defaults shall be auditable by SEDGIS.

6.3 Exportation of Information

SEDGCIS will designata each sommunication channel and I/0
device as either single-level or multilevel. Any change tc the
ctatus of these outputs will be dene manually and will bDe
auditable. Additionally, changes %o the security levels will be
auditable.

6.3.1 Exportation to Multilevel Devices

when the SEDGIS is sending informatien to an I/0 device the
sensitivity marking of that information shall also be sent. It
will reside on the same ‘physical medium and in the same form (i.e.,
machine~readable or human-readable). When the SEDGI8 is sending or
receiving information over a multilevel communication channel, the
protocol used on that -channel shall clearly match the sensitivity
marking with the associated information that is being sesnt or
recelived.

6.3,2 Exportation to Single-Level Devicesg

Single-level I/0 davices and single-level communication
channels are not regquired to maintain sensitivity markings.
However, the SEDGIS shall include a mechanism by which the SEDGIS
and an authorized user reliably communicata to designate the singlse
sensitivity marking for the informatien being sent or received.

6.3.3 It e from Multilev Devi

When SEDGIS receives information f£Iom a storage or I/0 device,
the sensitivity marking of that informatien shall also be received.
It will reside on the same physical medium and in the same form
(i.e., machine-readable or huran-readable). When the SEDGIS is
sending or recsiving information over a multilevel communication
channel, ths protocol used on that channel shall clearly match the

sensitivity marking with the associatsd informatien that is being
sent or received.

6.3.4 npo 3 ngle-lev i ces

Ssingle=level I/O0 devices and single-level communication
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channels are not required to maintain sensitivity markings.
However, the SEDGIS shall include a mechanism by which the SEDGIS
and an autherized user reliably communicate to designate ths single
sansitivity marking for the information being sent or received.

6.4 Acer ion Range

Each component shall have a designated accreditation range.
The system shall ensure that all information sent to a
component is within the accreditation range for that component.

6.5 Acgess

The SEDGIS. shall prevent users from acguiring access to
classified or restricted information unless the users have ths
appropriate security clearance and need-to-know for the
information. To enforce the access decisions, the system shall be
provided with each user’s security clearance and a listing of the
topics of information the user requires from a U.S. Government
sponsor authorized to register users. 2All information processed by
the SEDGIS will have an associated classification. SEDGIS shall
enforee access decisiens based upon the topic and classification of
information requested and the informatien registered about the user
rgquesting access.

6.6 GClassification/Clearance

Tnformation im SEDGIS shall display one of the follewing
sengitivity markings: UNCLASSIFIED, NATO RESTRICTED, CONFIDENTIAL,
or SECRET. Each user must possess a valid security clearance for
the most restricted leval of information which that user <an
access. Users will be treated as either unc¢leared or cleared to
the NATO RESTRICTED, CONFIDENTIAL or SECRET lavel. Users shall
also be able to read information of a lower classification than the
level of clearance held.

6.6,1 pProprietary Informaticn

Users will either be employees ¢f the U.S Government or its
centractors. Information may also be designated as PROFRIETARY
with access 1limited to U.S. Government employees with a
confidential or Secret clearance.

6.6.2 Need=-to-Know

A static set of topic fields has been established to identify
information. All information in the system shall be assigned to
one or more of these topiec fields. Each user shall be able to




access only that information for which the user has a valid need-
to-know. A user’s need-to-knew shall be determined by the user’s
government sponsor. Tha user’s need-to-know shall be registered
for each set of topic fields. Need-to-know privileges shall be
periodically reviewed and updated.

Need=to-know for electronic mail messages is determined by the
oeriginator of the mnmessage, Electronic mail messages shall be
accagsible only to the originator and the addresses of the message.

Files shall be accessible only to the £ile ownar and these
users who the owner designates as having a need for the
information.

6.7 Acco ilit ntro

SEDGIS shall provide accountakility by maintaining and
protecting information tracing all actions affecting security teo
the responsible party. This shall be done ky ensuring that all
users connectad te SEDGIS are identified and that an audit log is
kept and secured.

6.7.1 Identification and Authentication

SEDGIS shall identify and authenticate all users before
allowing users to access information in the system or before
performing any other actions. SEDGIS shall use this identification
and authentication infermation in determining the clearance and
authorization of all users. SEDGIS shall be capable of associating
user identifications with all auditable actions taken by the user.

SEDGIS shall also identify and authenticate the validity of
any data (i.e., massages, commands, responses, prompts, etc.) in
+the system which cculd be used to circumvent the security of the
systen.

SEDGIS shall protect authentication data from unauthorized
access,

6.7.2 Audlt

SEDGIS shall maintain and preserve thae integrity of an audit
log of all accesses to the data SEDGIS protects. The feollowing
actions shall be auditable: use of identification and
authentication control mechanisms, introduction of data into user-
accessible memory spacas, deletion of data, actions of systan
administration personnel, any override ©f human-readable output
markings, all events associated with covert channels, and any other
security-relevant actions. Additionally, SEDGIS shall maintain a
record of the receipt and dispatch of SECRET data for a mininum of
2 years, For each audited action, the log shall indicate the
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rollowing: the date and time of the action, the user, the type of
action, and the complstion or failure of the ackion. For use of
jdentification and authentication control mechanisme events, the
origin of request chall be included in the audit 1log. For
introduction and deletion of data avents, the audit log shall
identify the data and the security level of the reguestar.

SEDGIS shall also maintain the capapility %o menitor security
infractions and to take the least necessary counteraction to stop
further vieclations.

6.8 Information Integrity

SEDGIS shall prevent any activity that would alter the
response a user woceives from-a guery.

eSDGIS shall not allow medification of E-mail messages once
they are submitted, with the exception eof deletion by those
authorized by the addressee. ' .

SEDGIS shall 1imit modification of filgs to the £il1e owner and
those designated by the file owner.

6.9 i Spo of Classified ateri

SEDGIS shall provide a reliable, auditable mechanism that
ensures that classified and/or restricted material can be properly
disposed of. This mechanism shall presvent unauthorized reuse of

any eliminated or discarded information.

.10 Tyusted Path

The system shall provide peer entity authentication and data
origin authentication for communications between the users and the
security critical elements when necessary.

7 ura
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The systen security critical elements shall not be gubject to
external interference or tampering., The system security critical

elements shall be of modular design and implementation and shall be
of minimum size and complexity.

The system protection mechanisms shall be unpypassable and
always invoked. A

The system interface shall be completely defined and all
protection.mechanisms shall be identified. A strict implementation
structure shall be in placa which enforces the independence of
nodules.

7.1.2 Syvstem Inteqrify

Diagnostic hardware/software tools shall be used periodically

£o verify that the security critical glements of the system operate
properly.

7.1.3 Cove hanne alvysg

The system shall not permit the compromise of classified or
restricted data through the use of covert channels at a vrate
unacceptable to the systen accreditor or DTIC. The gystem will
nave documentation indicating %the results of the thorough saarch
for covert channels and the estimates, calculations, and reasoning
used in determining the expected rate of compronise.

2.1.4 Separation of Function

The system shall provide separate roles with different
privileges for the performance of system administration tasks. It
shall provide at least two rocles, one for daily operational tasks
(i.e., cperator) and one for configuring and defining the system’s
and users’ security characteristics (i.e4, administrater).
Personnel in administrator or operater roles shall perform only
adninistrative functions. Administrative personnal shall be
l1imited to the use of authorized software to perform administrative
tasks .

7.1.5 vai :1iey/Denial of ic
There are no availability/denial of service security
requirements for the SEDGIS system.

-.1.6 Security Failure Analvesis

o
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The system shall not allow security to be violated by a
mponent failure(s) unacceptabls to the system accreditor or DTIC.
e system will have documentaticn indicating the results of the
serough testing for potential failures and the estimates,

ilculations, and reascning used in determining the expected degree
E compromise.

1.7 ZTzusled Recovery

The system shall securely recover from failure.

7.2 Life- ssurance

7.2.1 Configuration Management and ContQl

The systen shall have a configuration management and contreol
systam <that maintains contrel of ~changes <o the systen
configuration and documentatien. This shall include the tools
necessary to dstermine the system’s current cenfiguration.

8 pDocumentation

System documentation shall include a systam security manual,
user security manual, and %est decumentatioen.

8.1 Vs urity Manug

The system sSecurity manual shall describke/identify <the
following attributes of the security system, both at the Gateway
and the distributed nodes of the system, at the implementation
legvel: v :

- All responsibilities, functions and privileges assigned
to SEDGIS system administrative and security oversight
personnel in securing the SEDGIS faciliey,

- certification and accreditation procedures,

- how to creats, inveke, and maintain system protection
mechanisns, ‘

- procedures Zor generating a new system protecticn
machanism,

- how to examine and maintain audit data and the audit
structures of “he various audit events,

- how to change the security characteristics of a user,
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- the system protection mechanisms and their associated
security critical elements,

- how the system is securely started or re-started,

- how to utilize all security features of the systan,
- personnel s@curity,

- acquisition managenment,

« g¢ontingency planning,

- mode of operation determination,

- declassification and release of storage media,

- incident reporting,

- conmpromise racovery,

- and virus protection.

8.2 User Securityvy Ma

A user manual describiné'the protection provided by the systenm
protection mechanisms, guidelines on their use, and how <they
interact with one ancther, shall be maintained.

8.3 Test Documentatisn

Test plans, procedures, and results for testing all security
anforcement mechanisms shall be maintained and provided <to
evaluators and other authorized personnel. Test docurentation
shall show how well the system meets systen security specifications
and specifically how well the system protects against covert
channel exploitation.




APPENDIX C

PRODUCTS

1.0 OPERATING SYSTEMS OR PLATFORMS
1.1 TRUSTED XENIX
1.2 AT&T 3B2 - SYSTEM V/MLS
1.3 XTS-200/STOP
1.4 GEMINI COMPUTERS

2.0 SECURE COMMUNICATIONS
2.1 KG-84C General Purpose Encryption Equipment
2.2 ATsT STU-III Secure Data Device, Model 1900
2.3 GE STU-III/LCT 9600 Secure Communications Terminal




1.0 OPERATING SYSTEMS OR PLATFORMS

TRUSTED XENIX

AT&T 3B2 - SYSTEM V/MLS
XTS~-200/STOP

GEMINI COMPUTERS




1.1 TRUSTED XENIX




SMSCRC

AT&T 3B2/600G Computer

Introduction

The AT&T 3B2/600G computer is the
primary building biock of the Standard
Multiuser Small Computer Requirements
Contract (SMSCRC) system. It is driven
by the UNIX?® System V Operating Sys-
tem and an array of user-friendly
software.

A single computer can support
programming, applications. and office
automation needs simuitaneously. The
3B2/600G can function as a powerful
server in a variety of networks so that
users can share files, data, and printers
for faster communication and improved
performance. It can also interact with
government-owned mainframes without
the need for redundant hardware/terminal
emuiation.

The 3B2/600G offers flexibility, cost
effectiveness. and growth potential. It is
reliable and easy to install, use, and
maintain.

This catalog provides a concise
description of the 3B2/600G computer
and its associated equipment, as listed
below.

» The basic 3B2/600G cabinet and its
contents

» Required system and memory boards
and optional boards that mount inside
the basic cabinet

» Tape and hard-disk storage devices
that mount both inside and outside the
basic cabinet

* The console for system administration

« QOptional 19-inch unshielded and
TEMPEST-certified cabinets for hous-
ing the computer.
Each equipment item. where applic-

able. is identified by its Subcontract Line
Item Number (SLIN).

Each equipment description contains
a brief general introduction and some or
all of the following information:

* Application - Principal use of the
device

 Features - Important design/perfor-
mance characteristics and capabilities

» Specifications - Dimensions. environ-
mental limitations, and power require-
ments

« ltems included - Additional parts and
accessories supplied with the main
unit

* Requirements - Other conditions.
items. and facilities required for nor-
mai operation

* Options - A list of optional equipment
that can be used with the unit

For additional information or ordering
assistance, call our toll-free number:
1-800-DIAL-251.



Basic 3B2/600G Cabinct

The basic 3B2/600G cabinet provides
the housing. wiring. connectors, and
utilities for all the components necessary
for an operational 382/600G compulter.

It must be equiooed with hardware and
software listed under Requirements and
Options for full service capability. The
TEMPEST version must be ordered for
use in the TEMPEST-certified 19-inch
cabinet (SLIN 0001FC).

Application

Each SMSCRC system

Features

£

Compact ohysical design. aluminum

construction. and attractive. unob-

trusive appearance

Hinged front cover with key lock for

access to power switch, floppy disk

drive. and cartridge tape drive

Equippea with the following parts and

components:

~ Power supply

- Fans ang air filter

- 720 Kb. 3 1:3-inch floppy disk drive

- 125 Mb cartriage tape drive for
loading. cackup. and restore
functions

- Spaces for up 10 three hard disk
arives (ordered separately): used
only in non-TEMPEST configurations

- Power on’siandby switch on front
pane!

- Power and diagnostics indicators
on iront panet

- Svsiem reset switch behind front
panei

- Backolane and card cage: access
from rear of cabinet

- Small Computer System Interface
(SCSI host adapter board installed
in 170 stot 01 of card cage

Siots in card cage for the following

units (oraered separately):

- System boarc

- Memory boaras

Multiprocessor enhancement (MPE)

feature boarag

~ Data communications. port. and

interface boards

Second SCS! host adapter board

| “SLIN 0001AA
 TEMPEST: SLIN 0001FA -

* Interface with immediate access
storage (lAS) hard disks and tape
storage units by way of the SCSI host
adapter board and the industry stand-
ard SCSI bus

* Maximum disk storage capacity:
~ Non-TEMPEST: 981 Mb internal. 6

Gb external
~ TEMPEST: Ointernal. 3.6 Gb
externat

* Variety of mounting options:

- Tabie top

- 3B2 expansion cabinet (SLIN
0001DB)

- TEMPEST cabinet (SLIN 0001FC)

- Commercial 19-inch cabinet that
meets mounting requirements of
eyuipment

Specifications

* 16.9 inches wide x 12.6 inches high x
24.5 inches deep

* 6510 82 pounds. depending on the
components included

* 40 to 100F operating temperature
range

* 10F change per 10 minutes or 20F
change per hour thermal shock
tolerance

= 20% to 80% noncondensing relative
humidity

* -250 to 10.000 feet altitude range

* 50 dB(A). or less. acoustic noise

» 120V-60 Hz. 15 amps or 240V-50 Hz,
8 amps nominal input

* Less than 1300 watts power
consumption

* +5V. +12V. -12V. and circuit ground
outputs

+ 3.6V. long-life lithium battery for clock

= 82 pound load tolerance on top of
cabinet

» 3000 BTUs/hour heat dissipation

» Compliance of Electromagnetic Inter-
ference (EMI) with FCC and VDE
Class A requirements in Non-
TEMPEST environment and NACSIM
5100A requirements in TEMPEST
cabinet environment

Items included

* SCSi host adapter board installed in
I/O slot 01 of the card cage

* Ten blank tape cartridges

* Complete set of documentation

“

3B2/600G Computer
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Requirements‘

System console (SLIN 0003AA or AB)
System board (SLIN 0001BC or BE)
Memory board (SLIN 0002AC or AE)
Nonremovable hard disk unit (SLIN
O005BA or EA) (non-TEMPEST con-
figuration only) (in a TEMPEST con-
figuration. all hard disk units are
removable and mounted external to
the basic 382/600G cabinet.)

UNIX operating system (SLIN 0012AA)

Options

3

Up to three additional memory boards
Up to two additional nonremovabie
hard disk units (non-TEMPEST oniy)
Up to two MPE boards (SLIN 0001CA
or CC)

Combination of up to 11 data com-

munications, port, and interface

boards in 1/O slots:

- DDN X.25 port 56 Kb/MIL-STD-188-
114 boards (SLIN 0004DA)

- DDN X.25 port RS-232C boards
(SLIN 0004DC) (non-TEMPEST only)

- DDN X.25 port 56 Kb/CCITT V.35
boards (SLIN 0004DE) (non-
TEMPEST onty)

- LAN interiace poards (SLIN
0004EA)

- [BM 3270/3274 emuiation boards
(SLIN 0004EM)

- Upto 11 EPORTS RS-232C 8-port
boards (SLIN 0004AA) (non-
TEMPEST only)

- Up to five fiber expansion module
(FXM) RS-232C intertace boards
(SLIN 0004AC)

- One additional SCSI host adapter
board (SLIN O001EA)

Rack-mount hardware kit (SLIN
0001DA) for instafiaton in a 19-inch
equipment cabnet ’




3B2/600G Computer

System Board

The system board provides central
processing and control. It plugs into the
double slot in the middle of the card

cage.

Application

« Each 3B2/600G computer (Only the
22 MHz board can be used in a
TEMPEST configuration.)

Features
+ Three main functional areas

- Central processing unit (CPU)

- Memory management unit (MMU),
which controls information move-
ment to and from memory

- Math acceleration unit (MAU),
which speeds up floating-point cal-
culations

* Two clock speeds available: 22 MHz
and 24 MHz

+ Very large scale integration (VLSI)
devices

» Data paths
- Internal: 32 bits
- Externai: 32-bit address. 32-bit data

22 MHz: SLIN 0001BC
24 MHz: SLIN 0001BE

e Qperations: 8. 16, 32 bits

* Instruction set: 1S-25

* CPU instruction cache: 64 by 32 bits

« Fetch controtler: 8-byte instruction
queue, 32-bit-wide address anthmetic
unit (AAU)

* Encoded CPU status outputs: 4

« Dedicated registers (all user
accessible)
~ Seven-frame pointer

Argument pointer

Process status word

Stack pointer

Process control pointer

Interrupt stack pointer

Program counter

i

* Interruot leveis: 15

« Context switching: stack oriented

» Execution privileges: kernel. execu-
tive. supervisor. user ievels

 Virtual address space: 4 Gb

+ Physical address space: 4 Gb

* Memory management: demand
paging

* Two RJ45 modular jacks on back
plate for RS-232C interface connec-
tion with the sysiem console and a
peripheral gevice such as a printer

Specifications
¢ 15incres wide x 7 4 inches deep

Requirements

+ At leastone. or as many as four,
memory coards

Options

* Up to uvo MH multiorocessor enhan-
cement teature (MPE) boards to in-
crease the svsiem voard
periormance: 18 MHz board with 22
MH2z system voara: 24 MHz board
with 24 NH, svsiem toard

Multiprocessor Enhance-
ment Feature Board

The optional muitiprocessor enhance-
ment (MPE) feature consists of a circuit
board and associated software. It
provides improvements in system perfor-
mance. The system board can use up to
two MPE feature boards as secondary
processing units.

Application

* Any 382/600G computer that requires
performance beyond the capability of
the basic system board

Features

« Three main functional areas
- Central Processing Unit (CPU)
- Memory Management Unit (MMU)
- Math Acceleration Unit (MAU)

18 MHz: SLIN 0001CA
24 MHz: SLIN 0001CC

* Two clock speeds avaifable: 18 and
24 MHz

« Virtua! adcress cache
- 4 Kb of memory for instructions
-~ 2 Kb of memory for data

Specifications

* 6.5 inches wide x 7.4 inches deep

* Maximum 15 watts power consump-
tion at 5 volts

items Included

¢ Feature Manual

« Federal Systems Supplement to
feature manual

Requirements

» 18 MHz MPE hoard(s) with 22 MHz
system board: mounted in BUBCO and -
BUBO1 stots

o 24 MH: MPE coard(s) with 24 MHz
system hoard: mounted in PBUS 0
and PBUS 1 siots




3B2/600C C Jompnter

Small Computer System
Interface (SCSI) Host
Adapter Board

The SCSI board provides interface be-
tween the 3B2 system bus and the SCSI
bus. which accesses immediate access
storage (1AS) devices. One SCSI board
is standard with the 382/600G. included
with SLIN 0001AA and instalied in the
card cage. A second SCSi board can be
ordered separately for additional storage
device interface.

Application
+ Each 3B2/600G computer

Features

» Uses one tap on the SCSi bus

» Supports up to seven SCSI peripheral
storage devices including the
cartrioge tape drive (standard card
only), hard disk units, and the 9-track
tape unit

SLIN 0001EA

» SCSI bus connects to storage devices
through 1AS controllers embedded in
each device

» SCSI address switch

« 128 Kb of dynamic RAM (DRAM)

» 32K of erasable programmable ROM
(EPROM)

» External direct memory access
(DMA)/First In-First Out (FIFO) unit
between SCSI and 382 I/O bus

Specifications
¢ 6.5 inches wide x 7.4 inches deep
* 10 watts power consumption

Requirements

* For second SCSI: an empty I/O slot in
card cage

» SCSI host adapter cable
(SLIN 0005RA) for connection from
card to first external storage device

+ Terminating resistor (part of SLIN
O005RA) to lerminate the SCSI bus at
the last external storage device

« SCSI daisy-chain cabtes (SLIN
O00SRC) for connections between all
external storage devices

Memory Board

Up to four memory boards. mounted in
card cage siots. provide RAM for the
332/600G computer. Memory boards
are supplied in modular form so that
faiiure in one moduie will not deprive the
computer of the remaining memory.
Faiiure in the board containing the
ooneraiing system will "panic” the sys-
tem. and data will be saved on disks.
Memory boaras can be installed in the
fiela oy either Government or contractor
personnel in less than one hour.

Application
» Each 3B2/600G computer

4 Mb: SLIN 0002AC
16 Mb: SLIN 0002AE

Features

* Available in 4 Mb and 16 Mb sizes

+ Surface-mount technology, double-
sided

* 4 Mb board uses 256 Kb DRAM
chips: 16 Mb board uses 1 Mb DRAM
chips

« 32-bit words

+ Single- and double-bit error detection
and single-bit error correction

* 128 Kb of ROM

* 16 kbps battery backup nonvolatile
RAM

Specifications
* 6.5inches wide x 7.4 inches deep
* 10 watlts power consumption

Requirements

» Must be mounted in MEM 0. 1. 2, and
3 slots

¢ Maximum 64 Mb of memory




3B2/600G Computer

System Console

The 382/600G system console is an
AT&T 605G (Non-TEMPEST) or 605GT
(TEMPEST) business communications
terminal. This high-quality keyoard/video
disptay unit is a required peripheral used
for administration of the 382/600G com-
puter. The TEMPEST console is function-
ally identical to its non-TEMPEST counter-
part. but is slightly targer because of its
shielding capability.

Application
» Each 3B2/600G computer

Features

« Asynchronous transmission

« Tilt and swivel monitor

« Detached. low-profile keyboard with
102 keys and 7-foot coiled cord

+ Terminal self-test

* Speeds selectable from 300 to
38.400 bps

+ Plain English options menu

« Nonvolatile storage for options, screen
labels. and strings

« Reverse video screen

« 80 or 132 characters per line

» 27 lines per screen: 24 data. 1 status.
and 2 screen label

SLIN 0003AA
TEMPEST: SLIN 0003AB

« Standard RS-232C port for connection
to 3B2/600G computer. plus auxiliary
RS-232C printer port interface

» Operation modes: interactive, setup.
and self-test

* Green phosphor screen

Specifications
* Monitor size:
- Non-TEMPEST: 12.9 inches wide x
13.3 inches high x 12.8 inches deep
-~ TEMPEST. 14.2 inches wide x 14.5
inches high x 15.2 inches deep
» Keyboard size: 18.75 inches wide x
1.5 inches high (2.1 inches tilted) x 7.8
inches deep
+ 14-inch (diagonal) viewing screen
« Non-TEMPEST: 22 pounds; TEMPEST:
35 pounds
« 44’10 104°F operating temperature
* 120V-60 Hz, 240V-50 Hz nominal
input. switch selectable
Items Inciuded
* Power cable
* User's Guide

» QODS-108 asynchronous filter.
RS-232C (TEMPEST only)

Requirements
Non-TEMPEST

* RS-232C cable for connection to
3B82/600G computer: 25-foot RJ45 to
DB25 male (SLIN 0010DG) or 50-foot
RJ45 to DB25 male (SLIN 0010EG)

TEMPEST

» Cable for connection to coupter on
back of TEMPEST cabinet: 15-foot
preassembled fiber optic cable (SLIN
0004AP) or fiber optic cable ordered
by the foot (SLIN 0010JE) and a set of
fiber optic cable terminators (SLIN
0010JG)

[0




Hard Disk Drive Units for
Immediate Access Storage

Immediale access storage (IAS) is an
SMSCRC high-speed. expandable data
storage feature using 5 1/4-inch hard
disk units with embedded SCSI control-
lers. They are available in medium (155
Mb) and large (327 and 608 Mb)
capacities.

Up to three 155 or 327 Mb units can
be installed internai to the 3B2/600G
computer cabinet. In addition. as many
as ten (nine, if a 9-track tape drive is
used) can be installed external to the
3B2/600G cabinet.

All internal units are nonremovable.
They remain in place permanently or
untif service is required. External units
are subdivided into removable and non-
removable. Removable units can be
readily pulled from their enclosures for
secure storage or transport to another
machine.

All external disk units must be housed
in Controt Data Corporation (COC) Com-
mer cial Advanced Disk System (CADS)
enclosures. also referred to as hard disk
cabinets. each of which can hold two
units.

in a TEMPEST configuration. all hard
disk units must be exiernal. removable.
and mounted inside the 19-inch
TEMPEST cabinet. SLIN 0001FC.

Application
» Each 3B2/600G computer

Features

* Maximum storage capactty of 7 Gb for
one 3B2/600G computer.

* Average seek time of 16.5 milli-
seconds.

* 512-byte sectors.

* 32-byte data buffer in SCSI controller.

» Removable units certified for 10.000
insertions/removails.

* No tools required for removat of remov-
able units.

* Failure of one disk unit not disabling to
any other units.

* UNIX operating system logs failures.
reports them {o system console. and
flags the failed drive as out of service.

+ Sealed. ultraclean head/disk/actuator
chamber.

* No need for adjustments or preventive
maintenance.

Specifications

* Approximately 8 pounds

» §.75 inches wide x 3.5 inches high x
8 inches (internal) or 10.5 inches
(external) deep

* Less than 45 dB(A) acoustic noise

Requirements

* One or more CADS enclosures for ex-
ternal hard disk units. Each enclosure
can hold one or two units. The SLIN
000SPA stand-alone enclosure is
required for non-cabinet applications.

SLIN 0005AA-
SLIN 0005JA

1535 Mb: SLIN 0005EA

300 Mb: SLIN 0005BA
Internal/Nonremovable

These are the only hard disk units that
can be installed inside the 382/600G
cabinet. The medium capacity disk (SLIN
0005EA4) 1s 2 Wren™ [l model. The large
capacity disk (SLIN 00058A) is a Wren
IV with an actual formatted storage
space of 327 Mb.

133 Mb: SLIN 0003EC

300 Mb: SLIN 0005BC
External/Nonremovable

These units are designed for permanent
installation in CADS enclosures (SLIN
0005PA or QA). The medium capacity
disk {SLIN Q005EC) is a 155 Mb Wren Il
model. The large capacity disk (SLIN
00058C) 1s a Wren IV with an actual
formaited siorage space of 327 Mb. (An
acceptavie ghternative (o an external non-
removaple ut s a removable unit of the
aasired Caracity.)

135 Mb: SLIN 0005AB
155 Mb (TEMPEST): SLIN 0005JA
300 Mb: SLIN 0005AA
550 Mb (TEMPEST): SLIN 0005HA

Extermal/Removable

These units are designed for insertion in
CADS enciosures. Thev are Wren
moage:s housad 1n cases with handles
and aesigratea as removable transport-
able memory moaules (RTMMSs). The
medium czaoacity units (SLINs 0005AB
and JA) are COC RTMM-155s (Wren IiI).
TEMPEST anc non-TEMPEST models are
completely interchangeable. The large
capacinty SLINs 0005AA and HA are
CDC RTMM-300 (Wren IV) and RTMM-
§50 (Wren V) models. respectively: their
actuai formattea capacities are 327 Mb
and 608 Mb. Tne TEMPEST model can
be used in non-TEMPEST configurations.

S22 0000, Clon
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The SLIN 0005QA rack-mount
enclosure 1s required for all installa-
tions in 19-inch cabinets.

* A second SCSI host adapter board in
the 3B2/600G cabinet cara cage if the
number of SCSI units exceeds the
capacity of the standard SCS! board
(six hara disk units or five hard disk
unis anc a 9-track tape unit).

* One SCSI host adapter cable (SLIN
0005RA) o connect the 3B2/600G
cabinet 1o the first external unit on the
SCS! bus
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SB2/600C (Imnpnter

CADS Enclosure
(Hard Disk Cabinet)

The Commercial Advanced Disk System
(CADS) enclosure is manufactured by
Control Data Corporation to house its
RTMM hard disk units. It can also be
used for external nonremovable hard
disk units.

Application

+ SMSCRC systems with hard disk units
mounted external to the basic
3B2/600G computer cabinet

Features

« Capactty for one or two hard disk units

+ SCSI connections. power, and cooling

Stand-Alone:
SLIN 0005PA
Rack-Mount:
SLIN 0005QA

Specifications

» 16.8 inches wide x 5.1 inches high x
22 inches deep

» Approximately 27 pounds (without
disk units)

« 50" to 105" operating temperature

* 8% to 80% noncondensing relative
humidity

* 115V-60 Hz or 230V-50 Hz nominal
input. switchable

« 88 watts power consumption with two
disk units

« J8 dB(A) acoustic noise with two disk
units

¢ 300 BTUs/hour heat dissipation with
two cisk units

Requirements

» Stand-alone mode! ‘or 130'e-120 use

« Rack-mount moaei ‘or mcurtng in a
19-inch capingt (such s SL.M
000108 3B2 exparsior rat
SLIN Q001FC TEMPEST

a
-
net)

Nine-Track Magnetic
Tape Unit

The optional 9-track tape unit is a mode!
HP88780A manufactured by Hewlett-
Packard Corporation. it is an autoload-
ing. horizontally mounted. 1/2-inch,
reel-to-reel machine that provides high-
speed backup and restore capabilities
to the 3B2/600G computer. The tape
unit. like the hard disk units. operates off
the SCSi bus.

Application

« Any 3B2/600G computer that requires
a high-speed. high-capacity tape
facility in addition to the standard
cartridge tape unit

Features

« Read/write speed of 125 inches per
second (ips)

« Rewind speed of 320 ips (rewinds a
2400-foot reel in 90 seconds)

» Handles both 6250 characters-per-
inch (cpi) group-coded recording and
1600 cpi phase-encoded ANSI formats

« 512 Kb internal buffer

» Error detection and correction

Stand-Alone:
SLIN 0006AA
Rack-Mount:
SLIN 0006AC

» Autoload feature centers any standard
size reel from 6 to 10.5 inches. locks
the rea!l. and threads the tape

» Auloload success rate of 98%

» No field adjustments or periodic main-
tenance other than cleaning tape path
and head

+ Board-level diagnostics

» Control pane! with operation keys.
status indicators. ang error message
gisolay

Specifications

« 19inches wide x 8.75 inches high x
26.5 inches deep

« 85 pounds

* 59 to 90°F operating temperature

» 20% to 80% noncondensing relative
humidity

= 120V-60 Hz or 240V-50 Hz nominal
input. switchable

« 250 watts maximum power consump-
tion

» 54 dB(A) maximum acoustic noise

Items Included

< Ton blarnk taces

« User's Guide

Requirements

+ Cable and termmaung rssisicr (see
section on SCSI Host Acac:er Boara)

+ SLIN 0001DC. which nciuces suces
and brackets for converung 3 SLIN
000BAA stana-aione (ace il a
rack-mount unit ecuivaien: .= SLIN
0006AC: reguired oniy @ 'mounting
an existing StIM COCBA~ r x 12-ncn
equipment caninet

« Last unit on SCSi cus taner ~arc disk
units)

« Rack-mount urit (SLIN COCEAC) In
TEMPEST coniiguratior
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B2 Expansion Cabinet

This AT&T 19-inch industry standard
cabinet Is a compact. protective. and at-
tractive housing for certain components

SMSCRC equipment.

pplication

Installations where cabinet enclosure
of one or two 382/600G computers
and associated hard disk and mag-
netic tape equipment is desirable for
space-saving, accessibility, and
aesthetic reasons.

Features

Steel construction

Off-white color

Removabie front and rear doors with
air vents

Casters on all four corners
Retractable anti-tip leg on front of
cabinet

Slide mounting available separately
for 382/600G and 9-track tape unit
Cooling and air circulation provided
by the equipment mounted in the
capinet

SLIN 0001DB

Standard mounting arrangement:
3B2/600G computer at the bottom,
hard disk cabinel(s) in the middle. and
9-track tape unit at the top

Easy accessibility for maintenance
Cable entry through lower rear

Filler panels for covering unused
spaces

Specifications

24.75 inches wide x 48.5 inches high
x 33 inches deep

42 inches of vertical mounting space
Mounting height expressed in units of
1.75 inches each, for a total of 24
units. Equipment unit requirements:

- 3B2/600G computer, 9 units

- Tape unit. 5 units

- Hard disk cabinet, 3 units

- Filler panel. 1 unit

Approximately 220 pounds (empty)

Requirements

Mounting hardware kit (SLIN 0001DA)
for 3B2/600G computer

Filler paneis (SLIN 0001DD) for all un-
used spaces to maintain constant flow
of cooling air

3B2/600G (I(nnl)ul('r

g3 SIS kR

* For hard disk units installed external to

the 3B2/600G: rack-mount hard disk
cabinets (SLIN 0005QA)

For 9-track tape unit: rack-mount unit
(SLIN 0006AC) or existing stand-aione
unit (SLIN 0006AA) equipped with a
rack-mount kit (SLIN 0001DC)

TEMPEST Expansion
Cabinet

This 18-inch cabinet provides a com-
pact. attractive. TEMPEST-certified.

shielded housing for certain SMSCRC
equipment.

Application

Instaltations where electronic shielding
of a 3B82/600G computer. up 10 three
hard disk cabinets (CADS
enclosures), a 9-track tape unit. and
up to three FXMs is desirable for
security reasons

§ Features

-

Full TEMPEST shielding

Fiber optic connections to external
equipment

Front and rear doors

Mounting facilities for FXMs on inner
side of rear door

120V-60 Hz or 240V-50 Hz power filter
with six outlets and shielded 6-foot
power cord

Cooling fans
Casters on all four corners

SLIN 0001FC

Standard mounting arrangement:
3B2/600G computer on the bottom,
hard disk cabinets in the middle. and
9-track tape units at the top; FXMs on
inner side of rear door

Specifications

.

24 inches wide x 52 inches high x 36
inches deep

Approximately 200 pounds (empty)

ltems Included

16 SMA couplers

RS-232C cable

RJ45 to DB25M adapter

0ODS-107 asynchronous filter. RS-232C
3-foot fiber optic cable

Requirements

* Mounting hardware kit (SLIN 0001DA)

for 3B2/600G computer

» For hard disk units installed external to

the 3B2/600G: rack-mount hard disk
cabinets (SLIN 0005QA)

For S-track tape unit: rack-mount unit
(SLIN O006AC) or existing stand-alone
unit (SLIN 0006AA) equipped with a
rack-mount kit (SLIN 0001DC)

l Trademarks

UNIX is a registered trademark of AT&T.
I Wren is a trademark of Control Data Corporation.
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SMSCRC

Software

Introduction

This catalog describes the array of
software products available through
the Standard Multiuser Small Computer
Reguirements Contract (SMSCRC). For
your ordering convenience. each item
1s identified by Subcontract Line Item
Number (SLIN).

You'll find product descriptions organ-
1zed as follows:

« GOE Integration Software. SLIN
0004KA through SLIN 0004QA

+ Operating System, SLIN 0012AA
through SLIN 0012LA

* Secure Operating System. SLIN
0012HA through SLIN 0012KA

» RDBMS Conversion Software, SLIN
0012LA

« Data Base Software. SLIN 0013AA
through SLIN 0013CA

¢ Communications Software. SLIN
0015AA through SLIN 0015DA

» Compilers. SLIN 0016AA through SLIN
0016GA

« Office Automation, SLIN 0017AA
through SLIN 0017RA
¢ Bar Code Software, SLIN 0018AA

Each software package has been
tested. certified. and approved for
procurement by the U.S. Government's
SMSCRC Program Office.

If you need additional information or
would like to place an order. simply call
our toll free number: 1-800-DIAL-251.

PC-Interface

PC-interface™ Personal Computer
Software

This software package includes com-
ponents for the PC and host computers
and executes over IEEE 802.3 local area
networks (LANSs) running TCP/IP.

Applications:
+ PC-established directories on host

» Remote printing
+ Increased PC functionality

SLIN 0004KA

Features:

» Transparent use of file storage and
printers located on the host

- Execution of noninteractive UNIX®
system processes from the PC

* Administration of network facilities

+ Ability to simultaneously access multi-
ple hosts on the SMSCRC network

items Included:
+ PC-Interface/SMB User's Guide

Requirements:

¢ 353 Kb shared memory on host

« 3BNET present on host

« EtherLink? card present in PC (SLIN
004JA)

* Detense Data Network (DDN) (SLIN
0015AA)

» NETBIOS interface software {SLIN
0015CA)

Distributed SQL
Interface

ACCELL/CP®

ACCELL/CP provides the capability for
off-loading. intensive screen handling,
and keyboard editing from the host to
the faster terminal or PC. Therefore, the
host can handle data management and
application processing at a much faster
rate, improving performance.

SLIN 0004LA

Applications:

Ideal for a system having heavy loads of
screen editing and report writing.

Features:

+ Improved host performance
» Host will support more users
» Decreased I/O traffic

» Window management

* One-button control to swilch between
DOS" and UNIX system PCs

ltems Included:
* ACCELL/CP software
« Cooperative applications

+ ACCELL/CP cooperative processing
application, Issue 2

Requirements:

* 256K memory

» RS-232C serial port or IEEE 802.3
running TCP/IP

+ ACCELL? installed (SLIN C013CA)

< Relational Data Base Management
System (RDBMS) (SLIN 0013AA)



Software

-~ ]

Database Extraction

Multiplex™

This software package allows the PC
workstation user to extract data from the
UNIFY* data base of the AT&T
3B2/600G via RS-232C connections or
IEEE 802.3 LANSs running TCP/IP.

Applications:

Effective where it is required that the PC
user extract data from the UNIFY data
base.

SLIN 0004MA

Features:

* Two components, one for PC and one
for 382/600G host

« Access to UNIFY through a simple
menu interface

» Automatic formulation of Structured
Query Language (SQL™) for UNIFY
data bases

» Ability to browse the contents of the
data base on the PC screen, select
data, and move it to the PC

* Automatic reformatting of data for
compatibility with PC software pack-
ages (including Lotus®, dBASE 1I¥
and HI®, Framework™, Multiplan®,
WordStar®. and Symphony™,)

items Included:

* Muitiplex software

* Muitiplex User’s Manual
Requirements:

* RS-232C or IEEE 802.3

» Host must contain one of the following
SLINs: 0013AA, 0013BA, 0017SA,
0017TA

Remote File Sharing

AT&T Remote File Sharing Utility

Remote File Sharing provides an ex-
panded set of files. peripherals. and
software to PCs or terminals connected
to multiple 3B2/600G computers. The
PCs can be connected by direct wire or
by an IEEEZ 802.3 network running TCP/IP.

The Remote File Sharing concept is
similar to that of PC-Interface. but will
allow the transparent sharing of resour-
ces between 3B2/600G computers. For
example, users can set up a file system
on Computer A and remotely access it
from Computer B. In turn, users of Com-
puter B can access the files as if they
were local resources.

SLIN 0004NA

Applications:

* |deal where resources must be shared

* Aoplicable where quick and easy
access to information such as
corporate data bases is required

Features:

» Exoanded PC capabilities

* Easy access to information

* Reducea peripheral costs

Items Included:

» Remote File Sharing software

AT&T 382 Computer Remote File Shar-
ing Utilities, Release 1.2 Release Notes

+ Federal Systems Supplement to AT&T
3B2 Computer Remote File Sharing
Utilities, Release 1.2 Release Notes

» Federal Systems Supplement to AT&T
3B2 Remote File Sharing Utilities,
Release 1.2 Update to the System
Administration Guide

Requirements:

* Nl board or DDN board

* TCP/IP software (SLIN 0015AA) to
interconnect the various 382/600Gs

Document Conversion
Software

KEYpak™

KEYpak. a software product from
Keyword Office Technologies. allows
users to convert a document from one
word processing software package to
another whnile retaining the original
format.

Applications:

Ideal where transmitting/receiving docu-
ments to/from other word processing
systems is required.

Features:
Supports 25 word processing formats:

» ASCII (Inteliigent)
+ COM.FILE (KSIF)

28]

SLIN 0004PA

Convergent/DEF
DECdx*™

DisplayWrite 2. 3 and 4™
IBM® DCA-FFT

IBM DCA-RFT
Microsoft Word® (MAC)
Microsoft Word (PC)
MultiMate®

MultiMate Advantage
Navy/DIF

NB! OASys Archive
OfficeWriter™
PrimeWord

Q_ONE™ (UNIX)

@ 6 o o6 ¢ & ¢ * ¢ o o o o o

+ Samna Word IlI™
» Wang OIS/VS®

« Wang PC®

Wang WITA®
WordeRA
WordMARC®
WordPerfect®
WordStar®

Xerox Writer 11/111®

items Included:

» Conversion software

» KEYpack System Manager's Guide
Requirements:

+ 5 Mb disk storage
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Software For Access
To Multiple Remote
Resources

ASCENT™

ASCENT software. a UNIX system-based
application from Control Data Corpora-
tion, provides a simple way to routinely
upload and download data from a num-
ber of host computers (IBM® and others)
located on a variety of networks.

Scripts must be written to perform
desired tasks but. once in place, can be
used easily by even the most inexperi-
enced users to perform complicated
tasks. (CLIN 0027 on the SMSCRC can
be used to order support for script
preparation.)

SLIN 0004QA

Applications:

Upload and download files to and from
networked hosts.

Features:

» Resides on the 3B2/600G computer.

* If a network is unavailable. system will
automatically seek another path until
connection is made.

Items Included:

* ASCENT software
* ASCENT User's Guide

* ASCENT Programmer Guide

* ASCENT Installation and
Administrator's Guide

« ASCENT Mail User's Guide

Requirements:

« DDN. IEEE 802.3. TYMNET or direct
dialing must be available

C Compiler (SLIN 0016FA)

Software Generation Utilities (SLIN
0016GA)

Operating Systems and
Utilities

AT&T UNIX System V, Release
3.22

AT&T's UNIX System V. Release 3.2.2is
the cornerstone for SMSCRC's open
architecture. Release 3.2.2 provides
more flexible directory and file admini-
stration than earlier UNIX system
releases. it includes enhanced communi-
cations and networking capabilities and
powerful interprocess communications.
In addition. it fully supports the-hardware
features of AT&T's 3B2/600G computer.

The improved computer networking
capabiiities of Release 3.2.2 allow
transparent access to remote data and
resources. At the department level,
pertpherals. software. and data can be
shared transparently among many dif-
ferent types of equipment. In addition,
mainframe. department, and workstation
levels can interweave and exchange
information in a seamiess manner.

A Prelude™ Screen Shell from Ventur-
Com is bundled with UNIX System V,
Release 3.2.2. It serves as the backbone
for a user-friendly interface to underlying
SMSCRC applications, utllities, and com-
mands.

Applications:

» Used as operating system where
system flexibility and open architec-
ture are required

» Expands networking capabilities

Features:

+ Security enhancements

+ Character-based. multiwindow, user
interface to simplify the system for
novice users

» Improved line printer spooting utilities

» Improved demand paging capabllities
for better performance and more effi-
cient use of memory

» Improved file backup and restore

SLIN 0012AA

* International capabilities including
8-bit code sets. foreign language ter-
minals. and alternate date/time
conventions

« 2K file system support

Items Included:

* AT&T 3B2/600G diagnostic software

* Agsist utilities

» Basic networking utilities

« Directory and file management utilities

« User environment utilities

« Editing utilities

¢ Enhanced ports (EPORTS) utilities

« Essential utilities (CORE)

» Extended core update utilities

« File transiation utilities

= Graphics utilities

« Help utilities

* Interprocess communication utilities

*» Line printer spooling utilities

* Manual (MAN) command

« Terminal information utilities

« System header files

* Terminal filter utilities

* Performance measurement utilities

« Screen management utility

* Tape dump utilities

« SCSI disk utilities

* SCSI host adapter utilities

* System administration utilities

« Spell utilities

« System accounting utilities

+ Prelude screen shell generator

» User-friendly interface

+ Documenter's Workbench® software

« Networking support utilities

* PC disk

» SCSI cartridge tape utilities

* TPLUS™ and TROFF interface
software

» UNIX System V User's Guide

* AT&T UNIX System V ASSIST Software
Users Guide

* AT&T UNIX System V ASSIST Software
Development Tools Guide

* AT&T 3B2 computer. UNIX System V
User's and Administrator's Reference
Manual(s)

+ AT&T 3B2 Computer Networking
Support Utilities Release 1.2 Release
Notes

» AT&T 382 computer. UNIX System V.
Release 3.2. System Acministrator's
Guide

* User-Frienaly Interface User's Manual

¢ CT-Mail™ Conversion User's Manual

» Federal Systems Supplement t0 AT&T
3B2 Computer Networking Support
Utilities

« Federal Systems Update for AT&T 382
Computer, UNIX System V Reference
Manual

e Federal Systems Supplement to AT&T
382 computer. UNIX System V System
Administrator's Guide

« Federal Systems Suppiement to UNIX
System V ASSIST Software User's
Guide

* Update for AT&T 382 computer. UNIX
System V User's and System
Administrator's Reference Manual

» Federal Systems TROFF/TPLUS Laser
Typesetting Technical Discussion

» Federal Systems TROFF/TPLUS Laser
Typesetting User's Guide

« Prelude Screen Shell Developer's
Guide

* AT&T 3B2 computer, UNIX System V
Release 3.2.2 Retease Notes

* Federal Systems Utilihes Release
1.2.3 Release Notes

Requirements:
+« 4 Mh RAM
* 30.6 Mb aisk storage




1

Softtware

T TSRS e e

Sanitization Software

AT&T Sanitization Utilities

AT&T sanitization software allows users
to declassify a system that has been
used for classified data, or to prepare a
system for classified operation by remov-
ing all data from disks. tapes. and
memory. Verification capabilities are
included.

SLIN 0012CA

Applications:

Used where classified data may be re-
quired on system part time.

Features:

« Utility for overwriting 382/600G main
memory

* Utility for overwriting removable and
nonremovable disk storage

< Utility for overwriting magnetic tape

Items Included:
< Sanitization software
 System Santtization User's Manual

Portable Operating
System (P1003)

Trus will repiace SLIN 0012AA as the
UNIX system standard set by IEEE.

SLIN 0012DA

Trusted Computing Base

AT&T System V/MLS

AT&T System V/MLS provides a secure.
UNIX System V-compaltible computing
environment for 81- or C2-level needs.
and it does so without sacrificing perfor-
mance or usabiiity. In even the worst of
cases. performance is degraded by less
than five percent.

System V/MLS was certified by the
National Computer Security Center in
September. 1989. making it the only
System V-compatible product to achieve
this major milestone. It is highly resistant
to computer viruses. Trojan Horse
programs. anc other attacks by hackers.

The site administrator can operate
System V/MLS in either C2 or Bt mode.
To operate in C2. all users are cleared to
one security level. B1 mode allows the
svstem administrator to partition data
further, setting up multiple classification

fa

C2-Level, SLIN 0012HA

—B1- Level, SLIN 0012JA

leveis or categories and clearing indi-
viduals to operate at these new levels.
This approach allows users to operate
with multiple security levels and to
restrict access to each grouping of data.

Whether the C2- or B1i-level is used.
System V/MLS will protect the system
from tampering by establishing a system-
level label for all system components.
Only the system admunistrator is cleared
10 operate at the system level. As a
result. the trusted computing base is
always protected. regardless of the
operating leve! selected.

Applications:

Used on systems where classified data
will reside.

Features:

» Explicit security fabels for processes.
files, directories, and other important
entities

» Mandatory access control policy to
protect sensitive objects from un-
authorized access

« Automatic audit of security-critical
operations with a record stored in a
protected audit trail

» Automatic password generator to
ensure that easily guessed passwords
are not chosen

ltems Included:

» Trusted computing base, operating
system, and utilities

+ System V/MLS Trusted Facility Manual

+ System V/MLS User's Guide and
Reference Manuat

Requirements:

*« 4 Mb RAM

* 10 Mb disk storage
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Operating System
Upgrade To Trusted
Computing Base

AT&T System V/MLS

AT&T System V/MLS provides users with
the capability to upgrade existing UNIX
system installations to a B1 or C2 secure
system.

This upgrade provides the same effec-
tive level of security as the Trusted Com-
puting Bases B1 and C2.

Applications:

Provides upgrade to the UNIX system
when more security is needed.

SLIN 0012KA

Features:

« Explicit security labels for processes,
files, directories. and other important
entities

* Mandatory access control policy to
protect sensitive objects from unau-
thorized access

« Automatic audit of security-critical
operations with a record stored in a
protected audit trail

* Automatic password generator to
ensure that easily guessed passwords
are not chosen

ltems Included:

< Qperating system upgrade to trusted
computing base

+ System V/MLS Trusted Facility Manual

+ System V/MLS User's Guide and
Reference Manual

Requirements:

¢ 4 Mb RAM

* 10 Mb disk storage

RDBMS Conversion
Utility

AT&T RDBMS Conversion Utility
The AT&T RDBMS Conversion Utility is
designed to convert data from the
reQuest™ Data Base Management Sys-
tem to the UNIFY RDBMS.

Applications:

Combines a data dictionary report file
and associated data files as input to
build a UNIFY 2000 script file and dbld
load file.

SLIN 0012LA

Features:

« Ability to build UNIFY 2000 schema
script file from a reQuest DBMS data
dictionary report file.

« Ability to build UNIFY 2000 dbld
specification file and load file from
reQuest DBMS data file. (dblid utility
allows bulk foading or updating of rows
in an existing UNIFY 2000 data base
table.)

+ Ability to review conversion messages
recorded by the RDBMS Conversion
Utility.

Items Included:
+ RADBMS Conversion Utility
» AT&T RDBMS Conversion Guide

Requirements:

» A data dictionary report file and data
files from a reQuest DBMS Version 4.0
data base (must be resident on your
SMSCRC 3B2/600G computer)

Relational Data Base
Management System

UNIFY 2000

The UNIFY 2000 Relational Data Base
Management System is designed for
large. sophisticated applications involv-
ing transaction processing with 100 per-
cent uptime requirements.

it provides support for all primary
access methods: direct. B-tree, hash-
ing, link, and sequential. !t also provides
excellent tools for software developers.

Applications:
Used when large amounts of data must
be stored and manipulated for output.

SLIN 0013AA

Features:

« On-line backup to run an application
while copying data base onto backup
media

» Dynamic Data Definition Language
(DDL) for on-line modification of data
base design without halting
operation

« Automatic recovery in the event of
system failure

* ANSI-compliant Structured Query
Language (SQL)

» Embedded SAL for C, COBOL, and
Ada® programming languages

« Interactive report writer (RPT?) for
development of multilevel tabular
reports with English language
commands

Iltems Included:

* Relational Data Base Management
System

« RDBMS Developer's Reference Manual

« RDBMS User's Manual

» RDBMS RHLI Programming Manual

« RHLI Quick Reference Guide

+ Embedded SQU/A Quick Reference
Guide

« Interactive SQL/A Quick Reference
Guide

» Addendum to UNIFY 2000 Release
Notes for Release 1.0.3

Requirements:
* 512 Kb RAM
* 2 Mb disk storage
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RDBMS Runtime

This is the runtime only version of SLIN
0013AA. It can only run data bases and
applications previously developed and
compiled using SLIN 0013AA. The data
base structure or applications programs
cannot be changed with this package.

SLIN 0013BA

ltems Included:

¢ UNIFY Runtime Software

* UNIFY Runtime Installation and
Release Notes

* Addendum to UNIFY 2000 Release
Notes for Release 1.0.3

Fourth Generation
Language (4GL)

ACCELL

ACCELL is a development system that
integrates an application generator and
a fourth generation language with the
UNIFY RDBMS.

Applications:

Used when high developer productivity
is a requirement.

Features:

* Updates screen layouts without
recompiling

« Window manager

« Unfimited number of overiapping
windows

SLIN 00013CA

* Zoom view

¢ Fill-in-the-blank forms

* On-line help

» Automatic compilation and merging of
ACCELU/Language with ACCELL/
Generator information

+ Extensive nonprocedural capabilities

Items Included:

» Fourth generation language software

e ACCELL Developer's Environment
Reference Manual

* ACCELL/4GL Quick Reference Guide

* Addenaum to UNIFY 2000 Release
Notes for Release 1.0.3

Requirements:

* 4 Mb RAM

* 35 Mb hard disk

* Relational Data Base Management
System (SLIN Q013AA)

» C Compiler (SLIN 0016FA)

 Software Generation Utilities (SLIN
0016GA)

TCP/IP WIN/3B

AT&T Enhanced TCP/IP WIN®/3B
Software with STREAMS

AT&T's enhanced TCP/IP WIN/3B
software supports three remote login
utilities: teinet. rlogin. and remsh. These
utilities allow users to log in and use host
computers as if they were directly con-
nected to the terminal.

AT&T's TCP/IP WIN/3B is supple-
mented by a STREAMS network support
utility. providing a uniform method for
imple-menting multiple network
protocols. STREAMS broadens the
access o network services — at sub-
stantial cost savings.

This is the high-level software used
to drive the DDN boards and the NI
(EtherNet®) boards. While it is called

“DDN software” in the Contract B-Tables.

this is somewhat misieading. as it
includes. in addition to the TCP/IP
software, the low-leve!l device drives for
both the DDN and the NI boards.

Applications:

Applicable where shared facilities are
required: also where multiple network
protocols are present.

SLIN 0015AA

Features:

+ telnet. Uses Department of Defense
Transmission Control Protoco! (TCP)
for connection to any host that sup-
ports this standard. regardless of the
operating system it uses.

* riogin. Provides automatic login to
remote hosts without prompting for
login name. password. or terminal
type. Works between hosts running
the UNIX operating system.

+ teinet and rlogin virtual terminal.
Appears directly connected to the
remote host, providing full user
capabilities and priviieges until the
connection is broken and control is
returned to the local operating envi-
ronment.

» remsh. Allows quick login and execu-
tion of a single command on a remote
host and automatic return to the local
host computer. Works between remote
hosts which run the UNIX or EUNICE
operating systems.

Items Included:

» Defense Data Network Communi-
cations Software

* UNIX System V STREAMS Primer

» Federal Systems Supplement to UNIX
System V STREAMS Primer

» AT&T Enhanced TCP/IP WIN/3B
Installation and Administration Guide

* Release 3.0 Release Notes

» AT&T Enhanced TCP/IP WIN/3B User's
Guide

* AT&T Enhanced TCP/IP WIN/3B Refer-
ence Manual

Requirements:

» 3600 Kb "/USR" and 800 Kb */" free
disk space
* NI board or DDN board (SLIN 0015AA)
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Source Code For DDN

Communications Software

This software allows the DDN (SLIN
0015AA) source code to be compiled/
assembled on the user’s 382/600G
computer. Approval from the SMSCRC
Program Office at Gunter AFB is
required prior to ordering this item,

SLIN 00153BA

NETBIOS Interface

PC-Interface 3B2 Computer Host
Software, Version 1.0, Locus
Computing Corporation

AT&T provides both a robust IEEE 802.3
local area network (LAN) interface and
IBM PC-compatible NETBIOS software
for the AT&T 3B2/600G computer.

The IEEE 802.3 10base5 interface
(SLIN OCQ4AE) is provided by an intel-
ligent, microprocessor-based controller
which occupies one card slot on the
3B2/600G's enhanced I/O bus.

PC-interface 382 Computer Host
Software provides a full-featured NET-
BIOS interface between IBM PC-com-
patible personal computers and the
3B2/600G. To maximize the capabilities

SLIN 0015CA

of this interface. users will need the
corresponding PC-interface software,
Release 1.0 (SLIN 0004AJ2) and the
TRW IEEE 802.3/NETBIQOS intertace card
(SLIN 0004AUJ3) for networked IBM PC-
compatible personal computers.

Applications:

ldeal where files and printers must be
shared.

Features:

» Transparent file and printer sharing
« Terminal emuiation

* UNIX system mail

* UNIX system process execution

Items Included:
* NETBIOS Interface Software

¢ PC Interface/SMB Administrator's
Guide
» PC Interface/SMB Command Summary

Requirement:

« |EEE 802.3 10baseS5 interface card on
host (SLIN 0004AE)

* PC Interface Software Release 3.0

« TRW IEEE 802.3/Netbios interface
cardon PC

« TCP/IP on the host

¢ Defense Data Network (DDN) (SLIN
0015AA)

IBM 3270 Emulator

AT&T SNA/3270 Emulator+,
Release 3.0

The AT&T 3270 Emulator+. Release 3.0.
supports interactive communications
between ASCI terminals connected to
AT&T 382 computers and remote 1BM
mainframes. The emulator functions as
an IBM 3274-51C cluster controiler, an
IBM 3278/9 information display station,
and an IBM 3287 printer.

Applications:

Where communications are required
between ASCII terminals connected to
3B2/600G and 1BM mainframes.

SLIN 0015DA

Features:

« High Level Language Application
Program Interface (HLLAP!). Emulates
an operator at a terminal. allowing
local applications to interact with
muitiple host applications. Allows
migration from 1BM 3279 PC HLLAPI
programs to the multiuser environment
of the AT&T 3B2/600G computer.

+ ESCORT. Provides interactive. tutorial,
and script interfaces between the
operator and applications. In the inter-
active mode users can access appli-
cations as if they were entering data
on an IBM 3278 or DEC VT 100
terminal.

Items Included:

o AT&T 3270 Emulator+ User's and
Administrator's Guides

Requirements:

« 512 Kb RAM

¢ 20 Mb hard disk

* |BM 3270/3274 emulation port card
(SLIN 0004EM)
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COBOL Compiler

LPI-COBOL™ (from Language
Processors, inc.)

LPt's COBOL is a full implementation of
ANSI and COBOL 85 and 74, validated
at a high level. To protect your software
development investment. it is fully
X/OPEN-compliant.

LP!I's COBOL is also source-code com-
patible with RM/COBOL. allowing users
to transport applications to the LP! envi-
ronment without modification. Similar
extensions have been added for Micro
Focus LEVEL It COBOL™, IBM/370 and
the earlier COBOL-68 standard.

SLIN 0016AA

Features:

» Can be debugged with LPI-DEBUG™
Since all interactions with the debug-
ger use COBOL terms. users will not
need to know the machine language
of the host computer.

« Allows communication between sub-
programs written in COBOL or any
other LPI language.

* Produces error messages in complete
sentences. Programming errors are
clearly identified. and instructions are
provided on how to correct them.

» Makes full use of the LPI optimization
facilities.

ltems Included:
+ COBOL Compiier Software
« LPI-COBOL User's Guide

« LPI-COBOL Language Reference
Manual

+ LPI-COBOL Quick Reference Guide
e LPI-COBOL Release Notes

Requirements:
» 128 Kb RAM
* 740 Kb disk space

» Software Generation Utilities (SLIN
0016GA)

FORTRAN Compiler

LPI-FORTRAN™ (from Language
Processors, inc.)

LP!I's FORTRAN is an implementation of
ANSI and MIL-STD-1753 compatible
FORTRAN-77. To protect user invest-
ment. it is fully XIOPEN-compliant.

LPI's FORTRAN includes key exten-
sions for compatibility with VAX™
FORTRAN and MIL-STD-1753. These
extensions make it easier to transport
applications from large mainframes to
the SMSCRC's AT&T 3B2/600G host
pProcessor.

SLIN 0016BA

Features:

» Can be debugged with LPI-DEBUG™
Since all interactions are in FORTRAN,
users will not need to know the
machine language of the host com-
puter.

« Allows communication between sub-
programs written in FORTRAN or any
other LP! language.

» Produces error messages in compiete
sentences. Programming errors are
clearly identified. and instructions are
provided on how to correct them.

» Makes full use of the LPI optimization
facilities.

Items Inciuded:

« FORTRAN Compiler Software

= LPI-FORTRAN User's Guide

» LPI-FORTRAN Language Reference
Manual

» LPI-FORTRAN Quick Reference Guide

+ LPI-FORTRAN Release Notes

Requirements:

¢ 2Mb RAM

» 8.270 blocks free disk space which
includes 2,915 and 5.355 for the user

» Math Application Unit

« Software Generation Utilities (SLIN
0016GA)

ADA Compiler

VERDIX Ada Development Sys-
tem for the AT&T 3B Computer
Family

The VERDIX Ada Development System
(VADS) for the AT&T 3B computer family
is centered on a high-performance.
production-quality compiler that fully
complies with ANSI/MIL-STD-1815A. It is
designed to provide a production en-
vironment that maximizes both compila-
tion speed and runtime efficiency.

The VERDIX Ada Compiler is excep-
tionally user-friendly, featuring innova-
tive, syntactic, error-recovery
techniques. It generates a concise
description of the error and directs the
user to a specific subsection in the Ada
Reference Manual for a more detailed ex-
planation.

@

SLIN 0016CA

The compiler generates native code
for the AT&T 3B computer family. An opti-
mizer boosts execution periormance.

Applications:

Provides a production-quality system
intended for large-scale development of
both application and systems software.

Features:

+ Screen-oriented debugger
+ Library maintenance utilities
» Programming tools

* Runtime system

ltems Inciuded:

« Ada Compiler Software

+ VERDIX - Ada Quick Reference Guide
» VERDIX - Ada User's Guide

Requirements:
+ 25.000 blocks disk space

« Software Generation Utilities (SLIN
0016GA)
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PASCAL Compiler

LPI-PASCAL™ (from Language
Processors, Inc.)

"LPI's PASCAL fully implements ANSI and

ISO standards. !t also includes popular
extensions from other PASCAL dialects.

Features:

« Makes full use of LP! multipte optimi-
zation levels.

+ Can be debugged with LPI-DEBUG.
Since all interactions with the debug-
ger are in PASCAL terms. users will
not need to be familiar with the
machine language of the host
computer.

SLIN 0016DA

» Produces clear. complete error
messages.

* Allows interprogram communication
with other LP! languages.

» Provides a full set of listing options.
including: annotated listing of the
source program, user symbols, and
their attributes: an annotated listing of
the source cross-reference facility;
and a summary of compilation
statistics.

Items Included:

+ PASCAL Compiler Software

« LPI-PASCAL Language Reference
Manual

« LPI-PASCAL Quick Reference Guide

* LPI-PASCAL Release Notes

+ LPI-PASCAL User's Guide

Requirements:
* 260 Kb RAM

» Software Generation Utilities (SLIN
0016GA)

BASIC Compiler

LP!-BASIC™ (from Language
Processors, inc.)

AT&T BASIC Interpreter
LPI-BASIC is an implementation of the
ANSI-standard BASIC. It offers an ex-
tremely productive BASIC environment
and allows easy conversion of existing
application programs from Microsoft
BASIC or CBASIC.

LP1-BASIC produces machine lan-
guage that is extremely fast and effi-
cient. This allows large. complex BASIC
applications to be executed far faster
than those developed with traditional
BASIC interpreters.

Features:

« Can be debugged with LPI-DEBUG.
Since all transactions with the debug-
ger are in LPI-BASIC terms. users will
not need to be famiiar with the
machine fanguage of the host
computer.

SLIN 0016EA

* Makes full use of LPI's global. local.
and machine-dependent optimizations.

* Produces error messages in complete
sentences. clearly identifying program-
ming errors and often telling users
how to correct them.

* Allows interprogram communication
with subprograms written in any other
LP!ianguage.

BASIC Interpreter

AT&T's BASIC interpreter provides ANSI-
BASIC capabilities. Programs developed
with the BASIC interpreter provide imme-
diate feedback. They can be compiled
with the LPI-BASIC compiler to produce
machine language that is extremely fast
and efficient.

Items Included:

« BASIC Compiler

+ Federal Systems Suppiement to UNIX
System V BASIC Language User’s
Guide

« LPI-BASIC Language Reference
Manual

» LPI-BASIC Quick Reference Guide

* LPI-BASIC Release Notes

« LPI-BASIC User's Guide

* UNIX System V Basic Language
User's Guide

Requirements:
+ 200 Kb RAM

» Software Generation Utilities (SLIN
0016GA)

C Programming
Language Utilities

AT&T C Language Compiler

The AT&T C Programming Language
Utilities. Issue 4.2 is the standard C
language compiler for AT&T computers.

Applications:

For applications of UNIX System V
that require optical floating-point
performance (engineering, science.,
mathematics, etc.).

SLIN 0016FA

Features:

« Assembly language programs not
required

» Proprietary optimizer for floating-point
operations

* Shared Library

Items Included:

* C Compiler Software

« Advanced C Utllities

« Extended Software Generation Utilities
« Source Code Control Utilities

» The C Programmer’s Handbook

« AT&T UNIX System V Release 3.0.
Programmer's Reference Manual

« AT&T 3B2 computer. UNIX System V,
C Programming Language Utilities
Issue 4.2 Release Notes

e AT&T 3B2 computer. UNIX System V,
C Programming Language Utilities
Issue 4.2 and Advanced Programming
Utilities Issue 1.1 Product Overview

« Update for AT&T UNIX System V,
Release 3.0 Programmer’s Reference
Manual

Requirements:
« 2.5 Mb disk space

« Software Generation Utilities (SLIN
0016GA)
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Software Generation

I Utilities

AT&T Software Generation Utilities

AT&T's Software Generation Utilities
provide development tools such as:
assemble, link. and archive: object file
utilities such as disassemble; strip.
dump. nm and size utilities: and an
object file optimizer.

AT&T's Software Generation Ultilities
incorporate libraries for software devel-
opment: a C library (including a shared
version). math library, debugging library,
and profile library.

SLIN 0016GA

Applications:

Excellent source-level debugging where
several languages are used.
Features:

* Provides effective tools used during
software generations. These include
assemble and link

Iitems Included:

¢ Software Generation Utilities

* AT&T UNIX System V Release 3.0
Programmer's Guide

* LP! CodeWatch Reference Manual

+ LPi CodeWatch Release Notes

Requirements:

* One copy of the software is required
for each 3B2/600G computer using
one or more language processors.

MUMPS

MUMPS. an acronym for Massachusetts
General Hospital Utility Multi-Program-
ming System, is a high-fevel computer
language with both programming and
data base modes of operation.

MICRONETICS Standard MUMPS
(MSM) 1s an entire data management
svstem that does not require all the
utiities. control blocks. and other “fea-
tures” of COBOL-pased systems. Itis
capable of handling targe amounts of
data in a simple, efficient manner. As a
fourth generation language. MUMPS
provides high programmer productivity
and applicauon flexibility.

SLIN 0016IA

Applications:

Applicable wnere multi-tasking, multi-
user capabilities are required.

Features:

« Ease of programming

« ANSI Standard information processing
« Porability

= User-friendly

Items Included:

« MSM software for AT&T 3B2/600G
computer
* MSM User's Guide

* MSM Language Reference

+ MSM Utility Program Manual

* MSM Pocket Guide

AT&T 3B2/600G Installation Guide

Requirements:
* 4 Mb memory
* 5 Mb available disk space

Electronic Filing

Prelude Central Filing Application

The Pretuge central filing application
stores and retnieves documents. A
centrai directory 1s provided {o store the
most important documents: secondary
directories are used for less significant
files.

SLIN 0017AA

Features:

* Inserts. deletes. and moves files.

« Links files together before storing.

+ Searches and retrieves files by name,
key word. subject, or date.

» Allows users to view ASCII files on
terminal. copy them to a UNIX system
file. mail them to another user. or print
them on a system printer.

ltems Included:
* Electronic Filing Software
*» Office Automation Guide
Requirements:

+ Office Automation System (SLIN
0017RA)

Spreadsheet Utility

Prelude Spreadsheet

The Prelude spreadsheet is a screen-
oriented application for financial plan-
ning. The spreadsheet performs a
variety of calcutations and can be used
to build sophisticated models for budget-
ing. inventory control. and financiai
analysts.

A hierarchical menu structure makes
the package extremely user-friendly.

SLIN 0017BA

Features:

« Inter-spreadsheet links to consolidate
data

* Macros to automate routine tasks

« Windows for muitiple displays

« Statistical tools for analyzing data

» 256 variable-size columns

Items Included:

« Spreadsheet Utility Software

» Spreadsheet and Graphics User's
Guide

Requirements:

 Office Automation System (SLIN
0017RA)
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Word Processor

Prelude Word Processor Interface

The Prelude word processor promotes
productivity by providing screen-
oriented text editing and formatting.
Users can easily type documents. store
and retrieve them, and merge text and
graphics.

Automatic pagination and margin
alignments allow users to review their
documents before printing; they can see
where the page ends. how a fine breaks,
or how a paragraph is formatted.

SLIN 0017CA

Windows allow users to switch back
and forth between files to work on more
than one project simultaneously. Forms
can be stored and used as templates for
applications such as invoicing and
contracting.

The word processor can be used to
convert files created with other word-
processing packages for use in the
Prelude environment — or to convert
Prelude files for use with other word
processing packages.

Features:

« Capability to merge text and graphics
« Forms storage

« Windowing

ltems Included:

« Word Processor Software

« Word Processor User's Guide
Requirements:

« Office Automation System (SLIN
0017RA)

Spelling Corrector

Prelude Spelling Corrector

Prelude’'s interactive spelling corrector
uses a primary, on-iine dictionary of over
90.000 words. Users can create a per-
sonal secondary dictionary for words
that are particular to their local environ-
ment or application.

SLIN 0017DA

Features:

« Automatic or selective search for
incorrect words

» Lists of possible corrections

« Global or selective search and
replacement

* Access from the text editor. word
processor. or electronic mail programs

Items included:

= Spelling Corrector Software
« Getting Started Guide
Requirements:

« Office Automation System (SLIN
0017RA)

Electronic Mail

Pretude Electronic Mail

Prelude mail allows users to send mes-
sages or files to a single user or groups
of users. Each message identifies the
date. ime. sender. and subject.

The Prelude word processor can be
used directly from the mail application to
create and format messages. In addi-
tion. messages can be checked for spell-
ing errors with the Prelude spell function.

SLIN 0017EA

Functions of Prelude mail include
view. forward. print. file and delete.
Features:

* Word processor created messages
» Spell function can be used

Items Inciuded:
« Eiectronic Mail Software
» Office Automation Guide
Requirements:

« Office Automation System (SLIN
0017RA)

Suspense/’I’ask
Management Utility

Prelude Task Manager

The Prelude task manager allows users
to set up a "to do” list to track delegation
and completion of tasks. This list is pre-
sented upon log-on or -off from system.
Users can attach comments, a comple-
tion date, and a responsibility assign-
ment

to a description of each task.

Tasks may be delegated through a
hierarchical succession of users like
links in a chain. Each "link” can attach
comments. and the first link is notified
when a task 1s completed.

SLIN 0017FA

Upon entering the task manager. a list
of incomplete tasks is displayed on the
screen. sorted by due date. Overdue
tasks are marked with an asterisk and
appear at the beginning of the list.

Menu options allow users to select
more detailed information, including a
report that will trace the delegation down
the hierarchy of command.

Features:

« User-friendly menu

+ Excellent tracking features

ltems Included:

+ Suspense/Task Management Utility
+ Office Automation Guide
Requirements:

« QOlffice Automation System (SLIN
0017RA)




Electronic Calendar
Utility

Prelude Calendar

The Prelude calendar allows users to
schedule personal appointments. group
meetings. and office resources using a
gaily. weekly. or monthly calendar format.

Users can send notices of group meet-
ings to each attendee by accessing the

SLIN 0017GA

electronic mail function directly from their
calendar. The calendar also inciudes
toois for automatically archiving outdated
appointments and for printing schedules.
Users can even set alarms for crucial
appointment times and send reminder
notices of important appointments.

Software
—

Items Included:

* Electronic Calendar Utility
» Office Automation Guide
Requirements:

 Office Automation Systemn (SLIN
0017RA)

User Directory

Prelude User Information
Application

The Prelude user information application
allows users 10 determine the location of
all users and groups of users on that sys-
tem. providing the information needed
for sending mail and scheduling meet-

- ings.

SLIN 0017HA

Each list is in tabular form, giving the
user login name. as well as any other
information the system administrator
wishes to provide.

Features:
* Rapid access to information

Iltems Included:
+ User Directory Software
» Office Automation Guide
Requirements:

+ Office Automation System (SLIN
0017RA)

Electronic Authentication

Prelude Authentication Application

Prelude's authentication application
allows users to place ther own coded
signature on a document and 10 validate
the signatures of others. If a signature is
invaiid. a warning message will appear
10 show that the document was signed
fraudulently.

items Included:

« Electronic Authentication Software
+ Office Automation Guide
Requirements:

+ Office Automation System (SLIN
0017RA)

Business Graphics
Software

Prelude Business Graphics
Package

The Prelude business graphics package
can be used to generate six types of
graphs:

* Bar charts

+ Pie charts

« Line graohs

+ Histographs

* Scattergrams

» Organization charts

SLIN 0017JA
Features:
* Menu-driven
« Easytouse
SLIN 0017KA

This business graphics package
accesses data from spreadsheets and
data base tables. When necessary. it
reformats the data to produce valid
graphs.

Users can integrate graphs created
with the business graphics package into
reports or memos created with the word
processor.

Applications:
Applicable when reports and memos are

required to give easy-to-read information
in spreadsheet or graphic format.

Features:

« Data from spreadsheets and data
bases easily accessed

» Wide variety of chart formats

Items Inciuded:

+ Business Graphics Software

» Spreadsheet and Graphics User's
Guide

Requirements:

+ Office Automation System (SLIN
0017RA)
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Statistical Analysis

Prelude Statistics Application
The Prelude statistics application

offers tools for various kinds of analysis.
Included are:

. Descriqtive statistics to advanced
regression

« Frequency charts

» Cross tabulations

SLIN 0017LA

Features:

+ Resuits can be edited, formatted,
stored, or printed in a report
Interactive calculator

Text editor

Six probability distribution functions
Access to Prelude personnel data
base and business graphics

Items Included:

« Statistical Analysis Software

+ Spreadsheet and Graphics User's
Guide

Requirements:

» 512 Kb RAM

« Office Automation System (SLIN
0017RA)

. T-Tests applications
Project Management SLIN 0017MA
Prelude Project Management Features: - Resource screen - shows personnel

Module

The Prelude project management
module allows use of the “Critical Path
Method" to track tasks according to time
and resources. As tasks are added,
changed, or deleted, the software recal-
culates and repaints the screen.

» Highlights critical tasks
« Provides five different screens for
status tracking
- Activity screen - uses GANTT chart
to display standard end dates and to
organize tasks
~ Network screen - shows relationship
between various project activities
- Calendar screen - provides a cus-
tomized working schedule

assignment along with periodic or
fixed costs

- Forecast screen - dual GANTT
charts showing planned versus
actual development of the project

Items Included:

* Project Management Software
* Project Manager User's Guide
Requirements:

* 512 Kb RAM

+ Office Automation System (SLIN
0017RA)

Composition Graphics

AGILE Module

The AGILE compaosition graphics
module is a complete line-art, graphics
editor capable of single diagram and
complex line drawings.

Applications:
For illustrating requirements involving
line drawings.

SLIN 0017NA

Features:

Flexibility in product design

Library of more than 450 symbols

Simplified editing operations

Scaling

Easily adjustable text attributes

Four different user interfaces for

different experience levels

» Exporting/importing text and graphics
from various other applications

 Easy printing

e o o o s

items Inciuded:

» Composition Graphics Package

» AGILE Composition Graphics User's
Guide

Requirements:

» QOffice Automation System (SLIN
0017RA)

Personal Filing

Provides facilities for establishing and
managing personal files.

SLIN 0017PA

items Included:
* Personal Filing Software
« Office Automation Guide

Requirements:

 Office Automation System (SLIN
0017RA)
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Personal Database

Prelude Personal Database

The personal database is provided as
an integral part of the basic office auto-
mation package. It provides facilities for
managing mailing and phone lists.

SLIN 0017QA

Applications:

* Visual interface to a complete rela-
tional database

* Ability to merge with word processor
mail

Items Included:

» Personal Database Software
» Office Automation Guide
Requirements:

« Office Automation System (SLIN
0017RA)

Office Automation System

Prelude Office Information
System from VenturCom, Inc.

The integrated office automation system
designed for SMSCRC includes a rich
suite of integrated office automation
applications. These range from word
processing and spreadsheets to
business graphics.

A data interchange capability allows
users to share data, text, and graphics
among components of the system. For
example, spreadsheets created by the
spreadsheet software package can be
easily included in a document created
by the word processor. U.S. Government-
developed applications can be inte-
grated into this flexible environment
using Prelude interface tools.

SLIN 0017RA

The user interface for the Prelude
Office Information System is consistent
across all applications. It includes com-
mon menus, screen formats, keystrokes,
and help messages.

Each element of the SMSCRC office
automation system can be ordered indivi-
dually (SLIN 0017AA through SLIN
0017QA).

Features:

Electronic Filing

Spreadsheet Utility

Word Processor

Spelling Corrector

Electronic Mail

Suspense/Task Management Facility

Electronic Calendar
Business Graphics
Statistical Analysis Package
Project Management
Personal Filing

Office Automation System
User Directory

Electronic Authentication
Personal Database

items inciuded:
» QOffice Automation Guide
Requirements:

* 512Kb RAM
* 6 Mb disk space
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Bar Code Software

AT&T Bar Code Utilities

AT&T Bar Code Ultilities provide a robust
interface between the AT&T 382/600G
computer and bar code controller-
decoders, hand-held terminais and line
printers.

These utilities are accessible from the
UNIX system shell. Single-character
commands and user-friendly menus
make the software easy to use.

—
n

SLIN 0018AA

Users can select the bar code opera-
tion required (receiving, transmitting,
printing, or scanning) by stepping
through various menus. Each menu
guides through the steps necessary to
complete the desired operation.

On-line, context-sensitive help is
available at each step.
Features:

* User-friendly menus
» Single character commands

Items Supplied:

» Bar Code Software

» Bar Code Utilities UNIX Driver
» Bar Code Utility User’s Guide

Requirements:

* Basic 3B2/600G computer with at
least one EPORTS card

« Bar code equipment (SLINs 0011AA -
0011AE)




Software
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Trademarks

ACCELL. ACCELL/CP. RPT. and UNIFY are registered trademarks of Unify Corporation.
Ada is a registered trademark of the U.S. Government.

ASCENT is a trademark of Control Data Corporation.

CT-Mail is a trademark of Convergent Technologies. inc.

dBase Il and dBase il are registered trademarks and Framework is a trademark of Ashton-Tate. Inc.
DEC and DECdx are registered trademarks of Digital Equipment Corporation.
DisplayWrite 2. 3. and 4 are trademarks of International Business Machines Corporation.
Documenter's Workbench is a registered trademark of AT&T.

EtherlLink is a trademark of 3Com Corporation.

EtherNet is a trademark of Xerox Corporation.

IBM is a regstered trademark of International Business Machines.

KEYpak is a trademark of Keyword Office Technologies.

Lotus is a registered trademark of Lotus Development Corporation.

LP!I. LPI-COBOL. LPI-BASIC. LPI-DEBUG. LPI-FORTRAN. and LPI-PASCAL are trademarks of Language Processors. Inc.
Levet Il COBOL is a trademark of Micro Focus. Inc.

MS-DOS. Muitiplan. and Word are registered trademarks of Microsoft Corporation.
MultiMate is a registered trademark of Multimate [nternational Corporation.

Multiplex is a trademark of Network Innovations Corporation.

Office Writer is a trademark of Office Solutions.

PC-Interface is a trademark of Locus Computing Corporation.

Prelude Office Information System is a trademark of VenturCom. Inc.

Q_ONE (UNIX) is a trademark of Quadratron Systems. Inc.

reQuest is a trademark of System Automation Corporation.

RM/COBOL is a trademark of Ryan-McFartand Corporation.

Samna and Word !l are trademarks of Samna Corporation.

SQL is a tracemark of International Business Machines Corporation.

Symphony is trademark of Lotus Development Corporation.

TPlus is a trademark of Textware International.

TYMNET is a registered trademark of McDonnell Douglas.

UNIX is a registered trademark of AT&T.

VAX is a tracemark of Digital Equipment Corporation.

OIS/VS. Wang PC. and Wang WITA are registered trademarks of Wang Laboratories.
WIN is a tracemark of the Wollongong Group. Inc.

WordMARC s a registered trademark of MARC Software international. inc.
WordPerfect is a registered trademark of WordPerfect Corp.

WordStar is a registered trademark of MicroPro International Corp.

Xerox Writer 11/11l are registered trademarks of Xerox Corporation.

Every effort has been made to identify trademark information in the accompanying text. However, this information may have unintention-
ally been omitted in referencing particular products. Product names cited in the text, but not listed above, may aiso be trademarks of
their respective manufacturers.
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MktID

CPXA412-701
CPF9960
PSS9906
MSSA931-001
MTM9905-001
MTUA905-001
HDS7506-001
CBL991S
PRU7185
1902802H
19016028
19014010
1901401E

Unit Extended
Purchase Purchase GSA
$57,000 $57,000
S0 s0
S0 $Q
$21,000 s$21,000
$900 $500
$1,780 $1,780
$995 84,975
$80 $400
$1,195 81,195
$17,268 $17,268
$7,500 s7,500
$1,300 $1,300
$1,000 $1,000
TOTAL $114,318

Unit
Purchase

Extended
Purchase

MNTHLY
MAINT

N/A
T80
T8D
T80

TARGET SYSTEM
DUAL PROCESSOR DPS 6 PLUS 8MBytes MIPS=1.7 GROWTH TO QUAD PROCESSOR 16 MBytes MIPS=3.2

INITIAL
SUPPORT NOTE

..... P R L L T T T T T T R R R L R R R e e e e e e L T Y D X 2 L T T R

N/A
N/A
N/A
N/A
N/A
$22,500
$260
$200

1
1
1
1
1
1
1
1
1
3
2
2
2

Description

0PS600/412 DUAL CPU, 8MB, UPC/DSK'TE, (4) WS PORTS
(12) ADDITIONAL RS422 PORTS

1-PHASE 230 VOLT &0 CYCLE POWER

MXC-32F D1SK CONTROLLER & (2) 295MB DISKS IN CABINET
UPC ADAPTER & 2 PORTS FOR 60/150M8 QIC CRTROGE TAPE
INTEGRATED 60MB QIC CARTRIDGE TAPE UNIT

BULL OISPLAY STATION MODEL 5, AMBER DISPLAY

25-F00T RS422 CABLE FOR BDS-1,2,5, or 7

MODEL 21 MATRIX PRINTER, 136-COL 200/40-CPS RS422
TWO CHANNEL SECURE COMM SUBSYSTEM

STOP 3.1 OPERATING SYSTEM LICENSE

TCP/1P SOFTWARE LICENSE 1ST CONNECTION

TCP/1P SOFTWARE LICENSE 2nd CONNECTION

SOFTWARE DEVELOPMENT SYSTEM
DUAL PROCESSOR OPS & PLUS 8MBytes MIPS=1.7 GROWTH TO QUAD PROCESSOR 16 MBytes MIPS=3.2

INITIAL

SUPPORT NOTE

Description

--------- P L L L L T T R N L L L T R L L e E R R L R R LY T R
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Note
Note
Note

CPXA412-701
CPF9960
PSS9906
MSSA951-001
MTM9905-001
MTUA90S-001
HDS7506-001
CBL9915
PRM9901
PRUA910-701
19028024
19016028
1901401D
1901401E
1901602C
19016020
1901602€

$57,000
$0
0
$32,000
$900
$1,780
$995
$30
$5350
$8,700
$17,268
$7,500
1,300
$1,000
1000
900
1500
TOTAL

$57,000
$0

0
$32,000
$900
$1,780
$5,970
$480
$550
8,700
$17,268
$7,500
$1,300
$1,000
$1,000
$900
$1,500
$137,848

MNTHLY

GSA MAINT
YES $195
YES $0
YES $0
YES $140
YES 39
YES $18
YES $8
YES $0
YES s7
YES s$110
NO N/A
NO T80
NO T80
NO T8D
NO T80
NO T8D
NO TBO

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
$22,500
$260
$200
$3000
$2600
$4500

POINI NI DI DI N N =t b e b b od ed b et b

DPS600/412 DUAL CPU, 8MB, UPC/DSK'TE, (4) WS PORTS
(12) ADDITIONAL RS422 PORTS

1-PHASE 230 VOLT 60 CYCLE POWER

MXC-32F DISK CONTROLLER & (2) 595MB DISKS IN CABINET
UPC ADAPTER & 2 PORTS FOR 60/150MB QIC CRTRDGE TAPE
INTEGRATED 60MB QIC CARTRIDGE TAPE UNIT

BULL DISPLAY STATION MODEL S, AMBER DISPLAY

25-FOOT RS422 CABLE FOR 8DS-1,2,5, or 7

UPC ADAPTER FOR 325/650 LPM PRINTER

325 LPM 64 CHAR 136 COL LINE PRINTER

TWO CHANNEL SECURE COMM SUBSYSTEM

STOP 3.1 OPERATING SYSTEM LICENSE

TCP/IP SOFTWARE LICENSE 1ST CONNECTION

TCP/IP SOFTWARE LICENSE 2nd CONNECTION

C COMPILER

ADVANCED ASSEMBLER

SOFTWARE FACTORY

1 - One (1) year warranty/with all GSA prices subject to 10% discount
2 - First year support fee paid in total amount with license fee and monthly beginning in 2nd year
3 - Ninty (90) day warranty, maintenance on a time and material basis.

EXAMPLE CONFIGURATIONS and BUDGETARY PRICING AS OF APRIL 3, 1991
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Note
Note
Note

Unit
MktID Purchase
CPXA602-712 $91,000
CPFA60 $0
MSUA953-082 $6,800
HDS7506-001 $995
CBL9915 $80
PRU7185 $1,195
19028024 $17,268
19016028 $7,500
[901401D $1,300
[901401E $1,000
TOTAL

Unit

MktID Purchase
CPXA602-712 $91,000
CPFA940 $0
MSUA954-020 $15,200
MSUA954-022 313,200
HDS7506-001 $995
CBL991S $80
UPC9901 $2,000
PRM9901 $550
PRUA910-701 $8,700
19028024 $17,268
19016028 $7,500
19014010 $1,300
1901401E $1,000
1901602C 1000
19016020 900
19016028 1500

Extended MNTHLY
Purchase GSA MAINT
$91,000 NO $635
$0 YES $0
$46,800 NO $40
$5,970 YES $8
$480 YES 0
$1,195 YES $12
$17,268 NO N/A
$7,500 NO TBD
$1,300 NO .- TBD
$1,000 NO T8D
$132,513

TARGET SYSTEM
DUAL PROCESSOR DPS 4000 16MBytes MIPS=5.7 GROWTH TO DUAL PROCESSOR 32 MBytes MIPS=5.7

INITIAL
SUPPORT

N/A

N/A

N/A

N/A

N/A
N/A

N/A
$22,500
$260
$200

NOTE
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Description

MODEL $462,16MB,290MBDISK, 150MBTAPE ,MLX16/(4)WS PORTS
(12) ADOITIONAL Rs422 PORTS

SECOND 290MB DISK IN DPS&000 CABINET

BULL DISPLAY STATION MODEL S5, AMBER DISPLAY

25-FOOT RS422 CABLE FOR 8DS-1,2,5, or 7

MODEL 21 MATRIX PRINTER, 136-COL 200/40-CPS RS422
TWO CHANNEL SECURE COMM SUBSYSTEM

STOP 3.1 OPERATING SYSTEM LICENSE

TCP/1P SOFTWARE LICENSE 1ST CONNECTION

TCP/1P SOFTWARE LICENSE 2nd CONNECTION

SOFTWARE DEVELOPMENT SYSTEM
DUAL PROCESSOR DOPS 4000 14MBytes MIPS=5.7 GROWTH TO DUAL PROCESSOR 32 MBytes MIPS=5.7

Extended MNTHLY
Purchase GSA MAINT
591,000 NO $635
$0 YES 30
$15,200 NG $50
$13,200 NO $50
$5,970 YES s8
$480 YES 0
$2,000 YES $15
$550 YES 7
$8,700 YES $110
$17,268 NO N/A
$7,500 NO T8D
$1,300 XO T8D
$1,000 NO T80
$1,000 NO 180
$900 NO T8D
$1,500 NO T8D

TOTAL $167,568

INITTAL

SUPPORT NOTE

N/A
N/A
N/A
$22,500
$260
$200
$3000
$2600
$4500

NN NI DN W b b b b b b ad b oa

Description

MODEL S&62,16MB,290MBDISK, 1SOMBTAPE ,MLX16/(4)WS PORTS
(12) ADDITIONAL RS422 PORTS

QUTBOARD DISK CABINET & (1) 590M8 DISK
ADDITIONAL 590MB DISK

BULL DISPLAY STATION MODEL S5, AMBER DISPLAY
25-FOOT RS422 CABLE FOR 80sS-1,2,5, or 7
UNIVERSAL PERIPHERAL CONTROLLER (upc)

UPC ADAPTER FOR 325/650 LPM PRINTER

325 LPM 64 CHAR 136 COL LINE PRINTER

TWO CHANNEL SECURE COMM SUBSYSTEM

STOP 3.1 OPERATING SYSTEM LICENSE

TCP/1P SOFTWARE LICENSE 1ST CONNECTION
TCP/1P SOFTWARE LICENSE 2nd CONNECTION

C COMPILER

ADVANCED ASSEMBLER

SOFTWARE FACTORY

1 - One (1) year warranty/with all GSA prices subject to a 10% discount
2 - First year support fee pald in total with license fee with monthly maintenance beginning 2nd year

3 Ninty (90) day warranty, maintenance on a time and material basis.

EXAMPLE CONFIGURATIONS and BUDGETARY PRICING AS OF APRIL 3,

1991




Qty

Mkt (D

DUAL PROCESSOR 0OPS

GSA

MNTHLY
MAINT

TARGET SYSTEM
6000 16MBytes MIPS=5.7 GROWTH TO QUAD PROCESSOR é4 MBytes MIPS=10.0

INITIAL
SUPPORT

NOTE

Description
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Note
Note

CPXA621-701
CPFA940
CPKA601-701
PSSAC02-Q01
MSSA931-001
MTM9905-001
MTUA931-002
PRU7185
HDS7506-001
CBL9915
19028024
19016028
19014010
[901401E

MKTID

CPXA621-701
CPFA960
CPKA601-701
PSSA002-001
MSSA951-001
MTM9905-001
MTUA931-002
PRM9901
PRUA910-701
HDS7506-001
CBL9915
1902802H
19016028
19014010
1901401E
1901602C
19016020
1901602E

Unit Extended
Purchase Purchase
$90,000 390,000
$0 s0
$50,000 $50,000
0 s0
$21,000 $21,000
$500 $900
$2,000 $2,000
$1,195 81,195
$995 84,975
$80 $400
$17,268 $17,268
$7,500 $7,500
$1,300 $1,300
$1,000 $1,000

TOTAL $197,538

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
NO

NO

NO

NO

$300
$0
$300
$0
$100
$9
$20
$12
$8

0
N/A
T80
T80
T8D

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
$22,500
$260
$200

[V VY I S i A S S A T Gy

SOFTWARE DEVELOPMENT SYSTEM
DUAL PROCESSOR DPS 6000 16MBytes MIPS=5.7 GROWTH TO QUAD PROCESSOR 64 MBytes MIPS=10.0

Unit Extended
Purchase Purchase
$90,000 $90,00

0 s0
$50,000 350,000
$0 $0
$32,000 $32,000
$900 $900
$2,000 2,000
$550 $550
$8,700 $8,700
$995 $4,975
$80 $400
$17,268 $17,268
$7,500 $7,500
$1,300 $1,300
$1,000 $1,000
1000 31,000
900 $900
1500 $1,500

TOTAL $219,993

MNTHLY
GSA MAINT

YES $300
YES S0
YES $300
YES s0
YES $140
YES $9
YES $20
YES $7
YES $110
YES $8
YES 0
NO N/A
NO T8D
NO T80
NO T80
NO T80
NO T8D
NO TBD

INITIAL

SUPPORT NOTE
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DPS 6000/621,MONQ, 16MB,UPC/DSK* TE ,MLX~16/(4)WS PORTS
(12) ADOITIONAL RS&422 PORTS

MONO TO OUAL PROCESSOR UPGRADE

1-PHASE 230 VOLT 60 CYCLE POWER

MXC-32F DISK CONTROLLER & (2) 295M8 DISKS IN CABINET
UPC ADAPTER & 2 PORTS FOR 60/150MB QIC CRTRDGE TAPE
INTEGRATED 150MB QIC CARTRIDGE TAPE UNIT

MODEL 21 MATRIX PRINTER, 136-COL 200/40-CPS RS422
BULL DISPLAY STATION MODEL 5, AMBER DISPLAY

25-FOOT RS422 CABLE FOR BDS-1,2,5, or 7

TWO CHANNEL SECURE COMM SUBSYSTEM

STOP 3.1 OPERATING SYSTEM LICENSE
TCP/IP SOFTWARE LICENSE 1ST CONNECTION
TCP/1P SOFTWARE LICENSE 2nd CONNECTION

Description

DPS 6000/621,MONO, 16MB,UPC/DSK ' TE , MLX~=16/¢4)WS PORTS
(12) ADBITIONAL RS422 PORTS

MONO TO DUAL PROCESSOR UPGRADE
" 1-PHASE 230 VOLT &0 CYCLE POWER

MXC-32F DISK CONTROLLER & (2) S9SMB DISKS IN CABINET
UPC ADAPTER & 2 PORTS FOR 40/1S0MB QIC CRTRDGE TAPE
INTEGRATED 1S0M8 QIC CARTRIDGE TAPE UNIT

UPC ADAPTER FOR 325/650 LPM PRINTER

325 LPM 64 CHAR 136 COL LINE PRINTER

BULL DISPLAY STATION MODEL 5, AMBER DISPLAY

25-F00T RS422 CABLE FOR 8DS-1,2,5, or 7

TWO CHANNEL SECURE COMM SUBSYSTEM

STOP 3.1 OPERATING SYSTEM LICENSE

TCP/1P SOFTWARE LICENSE 1ST CONNECTION

TCP/1P SOFTWARE LICENSE 2nd CONNECTION

C COMPILER

ADVANCED ASSEMBLER

SOFTWARE FACTORY

1 - One (1) year warranty/with all GSA prices subject to 10% discount
2 - First year support fee paid in total with license fee with monthly maintenance beginning 2nd year
Note 3 Ninty (90) day warranty, maintenance on a time and material basis.

EXAMPLE CONFIGURATIONS and BUDGETARY PRICING AS OF APRIL 3, 1991




LICENSE SUPPORT

oty  MktlID FEE FEE
1 19016028 $7,500 $22,500
1 1901602C $1,000 $3,000
1 19016020 $900 $2,600
1 1901602¢ $1,500 $4,500
1 1901602F $1,700 $5,300
1 19016026 36,745 $2,500
1 19014010 $1,300 $260
1 1901401  $1,000 $200
1 $0 $0

URIT

MktID PRICE
71215482 N/C
71215483 $45
71215484 $60
71215485 $30
71215799 $30
T8O $150
T80-1 $48
T8D-2 s27
T80-3 $9
T8D-4 $7
TBD-5 $85
TBD-6 $37
T8D-7 $27
T8D-8 $40
T8D-9 $40

‘.

GSA

NO

SYSTEMS SOFTWARE

Description

------------------------- P R L T Y e P R R R LR R Y ]

SToP 3.1

C LANGUAGE COMPILER

ADVANCED ASSEMBLER

SOFTWARE FACTORY

TRUSTED SWITCH

UNIPLEX-I1 PLUS 8 USER
TCP/1P/802.3 FIRST CONNECTION
TCP/1P/802.3 SECOND CONNECTION
AT&T UNIX LICENSE

ALL SUPPORT FEES ARE ANNUAL PRICING WITH STOP 3.1 PAYABLE IN FULL FOR FIRST YEAR WITH LICENSE FEE
SYSTEMS DQCUMENTATION

Description

XTS-200 STOP 3.1 SYSTEM RELEASE BULLETIN
XT7S-200 TRUSTED FACILITIES MANUAL

XTS-200 USERS REFERENCE MANUAL

XTS-200 ADMINISTRATORS GUIDE

XTS-200 OPERATORS GUIDE

XTS-200 BASE SET INCLUDES:71215483,71215484,71215485,71215799
UNIPLEX [1 PLUS GUIDE

UNIPLEX SYSTEM ADMINISTRATORS GUIDE
UNIPLEX RELEASE/INSTALL NOTES

UNIPLEX QUICK LOOK-UP GUIDE

UNIPLEX BASE SET (TBD-1 THRU TBD-4
UNIPLEX ADVANCED OFFICE SYSTEM USER GUIDE
UNIPLEX CONFIGURATION GUIDE (6.01)

TCP/1P USER'S GUIDE

1SO USER'S GUIDE

BUDGETARY PRICING AS OF APRIL 3, 1991




COMMUNICATIONS SUBSYSTEM AND PROTOCOL SUPPORT

UNIT  ANNUAL
MKTG 1.D. DESCRIPTION PRICE  MAINT

1) TCP/1P/802.3 CONNECTIONS
A) ONE CHANNEL SCS

19028016 HARDWARE (1 CHANNEL) $11,824 NOTE 3

19014010 SOFTWARE LICENSE $1,300 260
B) TWO CHANNEL SCS

19028024 HARDWARE (2 CHANNEL) $17,268 NOTE 3

19014010 SOFTWARE LICENSE 1ST $1,300 s260

1901401E SOFTWARE LICENSE 2ND $1,000 3200
C) FOUR CHANNEL SCS

1902802 HARDWARE (4 CHANNEL) $32,848 NOTE 3

19014010 SOFTWARE LICENSE 1ST $1,300 $260

[901401E SOFTWARE LICENSE 2ND/4TH  $3,000 $400

2) TP4/1P 802.3 CONNECTIONS
A) ONE CHANNEL SCsS

19028016 HARDWARE (1 CHANNEL) $11,824 NOTE 3
SOFTWARE LICENSE $2,500 $500
8) TWO CHANNEL SCS
19028024 HARDWARE (2 CHANNEL) $17,268 NOTE 3
SOFTWARE LICENSE 1ST $2,500 $500
SOFTWARE LICENSE 2ND $2,200 $440
C) FOUR CHANNEL SCS
19028024 HARDWARE (4 CHANNEL) $32,848 NOTE 3
SOFTWARE LICENSE 1ST $2,500  $500
SOFTWARE LICENSE 2ND/4TH  $6,600 $1,320
3) FDDI CONNECTIONS (MKTG 1.D. 1910407)
A) ONE CHANNEL SCS
HARDWARE (1 CHANNEL) $38,446 NOTE 3
SOFTWARE LICENSE 1ST $1,300 $260
B) TWO CHANNEL SCS HARDWARE (2 CHANNEL) $51,752 NOTE 3
SOFTWARE LICENSE 1ST $1,300 $260
SOFTWARE LICENSE 2ND $1,000 $200

4) BASE SPS PRODUCT DEVELOPMENT (ONE TIME CHARGE)
386 PC BASED SCS IMPLEMENTATION WITH TCP/IP
FOR UNDERLYING SPS PROTOCOL IMPLEMENTATIONS $13,132 N/A

BUDGETARY PRICING AS OF APRIL 3, 1991




COMMUNICATIONS SUBSYSTEM AND PROTOCOL SUPPORT
UNIT  ANNUAL

MKTG 1.D. DESCRIPTION PRICE  MAINT
5) T1 CONNECTIONS (PREREQ BASE SPS PRODUCT DEVELOPMENT)

A) ONE CHANNEL SPS
HARDWARE (1 CHANNEL) $38,464 NOTE 3
SOFTWARE LICENSE 1ST $1,300 3260

B) TWO CHANNEL SPS HARDWARE (2 CHANNEL) $44,908 NOTE 3
SOFTWARE LICENSE 1ST $1,300 3260
SOFTWARE LICENSE 2ND $1,000 $200

6) TCP/1P 802.5 TOKEN RING (PREREQ BASE SPS PRODUCT DEVELOPMENT)
A) ONE CHANNEL SPS

HARDWARE (1 CHANNEL) $23,632 NOTE 3
SOFTWARE LICENSE 1ST $1,300 8260
B) TWO CHANNEL SPS
HARDWARE (2 CHANNEL) $29,0756 NOTE 3
SOFTWARE LICENSE 1ST $1,300 $260
SOFTWARE LICENSE 2ND $1,000 $200
7) TCP/1P/X.25 DON (PREREQ BASE SPS PRODUCT DEVELOPMENT)
A) ONE CHANNEL SPS
HARDWARE (1 CHANNEL) $22,756 NOTE 3
SOFTWARE LICENSE 1ST $1,300 $260
B) TWO CHANNEL SPS
HARDWARE (2 CHANNEL) $28,200 NOTE 3
SOFTWARE LICENSE 1ST $1,300 s260
SOFTWARE LICENSE 2ND $1,000 200
8) IP LABELING SUPPORT (PREREQ B8ASE SPS PRODUCT DEVELOPMENT)
SOFTWARE $1,376 N/A
9) MAXNET PORT TO STOP (PREREQ BASE SPS PRODUCT DEVELOPMENT)
PORT COSTS $16,512 N/A
10) ONSIX (PREREQ BASE SPS PRODUCT DEVELOPMENT)
PORT COSTS . $4,128 N/A

11) DDCMP PROTOCOL INTERFACE(PREREQ BASE SPS PRODUCT DEVELOPMENT)

SOFTWARE $18,136 N/A
ONE TIME CHARGE FOR SPS PROTOCOL IMPLEMENTATIONS $13,132 N/A

BUDGETARY PRICING AS OF APRIL 3, 1991

The above listed items are orderable under current Commercial Pricelists and will be provided in accordance with prices,
terms and conditions in effect at the time the order is placed.

(1) THE INITIAL SUPPORT FEE, WHICH COVERS THE FIRST FULL YEAR OF
SYSTEM SUPPORT, MUST BE ORDERED AT THE TIME OF THE LICENSE.
ANNUAL AND/OR MONTHLY SUPPORT CHARGES COMMENCE WITH YEAR TWO (2).




1.4 GEMINI COMPUTERS




GEMYNI TRUSTED MULTIPLE MICROCOMPUTER SYSTEM PRODUCTS

COMMERCIAL/OEM PRICE LIST

September 1987

ASE MODEL CONFIGURATIONS

Ty Sty

The model numbers of Gemini products (e.g., W1S-2 HP)
1dentify the type of secondary storage, expansion capabilities,
the number of processors, and processor performance. Gemind
Multiprocessing Secure Operating System (GEMSOS) softwars is
included with every model.

Three different types of secondary storage asre offered.
“*" models are RAM-based and require the purchase ¢f optional
non-volatile memory for loading GEMSOS and customeor programs and
data. They do not support seli-hosting software duvelopment.
“F* models provide one floppy diskatte. "W" models provide one
£floppy and one 85 Mbyte Winchester hard disk. "W" modsls with
the optional 140 Mbyte hard disk are recommended if software
development is to be supported.

The first number following the storage identifier represents
maximum expansion ¢apability for processors. Models 6 and 9 can
support only one processor. A Model 12 can support up to- 2
processors. A Model 15 ¢an support up to 3. A Model 26 c¢an
support up to 8 processors. After initial purchase, additional
processors may be purchased as options and added to unused bus
slots up to this expansion maximum for a given model. o

The number following the hyphen indicates the number of
processors in the base model.

Three processor performance classes ars offered: Standard
Performance, High Performance (HP) and Super Performance (sp).
Tha standard and HP models use the 80285 CPU. SP models use the
80386 CPU, HP models have spproximately twice the throughput of
standard models. SP models have approximately three times the
throughput of HP models.

Al base models provide 512 Kb of global memocy. The size
of processor local memory. varies with the type of processorx.
Standard and HP processors have 1 Mb of local RAM, §SP processors
have 2 Mb of local RAM. The sizes of global and local memoly <an
be expanded. For self-hosting software development,; one <
processor must-have at least 2 Mb of local RAM on HP models or 4
Mb of local RAM on SP models,

.

Standard and HP models have two RS-232 serial I/0 porls per
processor. The Ethernet option (standard processor) replaces the
serial ports. SP model2 have one serial porxrt per processor.




GEMINI COMPUTERS,

INC.

COMMERCIAL/OEM BASE MODEL PRICE LIST

September 1987

OLM prices are at a 1/3 discount from the prices shown on this page.

eSS N S I N N N AN R R I T I T IO S N N AN T N N U RS S T W NS S S T T et aoN S T TN S S S Sy ==
Gemini Trusted Computer Base Standard High Super
--------------- memwewwvswe=wl Parformance Performanca Performancs
Model [Type | Price |Type | Price |[Type | Price
ESSeSTexaUaITISmaOSATBEas _asses=s= MBS SRR WES o _aRETwdUSSS=So. LB X X'+ & F R N B A & J
RAM-based RS -1 26,83S% HP 36,435 S?P 55,8335
systems
R12-1 33,023 HP 49,785 SP 80, 835
-2 61,793 HP 84,885 SP 131,985
R15=-1 36,210 HD 53,9858 sSP 89,835
-2 64,980 HP 89,085 SP 140,985
-3 84,165 HP 116,235 Sp 180,735
Floppy diskette F9 -1 43,313 HP 53,978 s? 83,228
based system
F12-1 46,500 HP 58,178 Sp 89,228
One 5.25" HD -2 72,435 HP 95,528 SP 142,628
diskette drive
includad. F1S-1 49,688 HP 62,378 SP 98,228
-2 75,623 HP 99,728 SP 151,628
-3 97,088 HP 129,128 sSP 193,628
Winchester W9 =1 53,813 HP 64,478 SP 93,728
hard disk-based
systems wWlza-1 57,0Q0 HP 68,678 SP 99,728
: -2 82,935 HP 106,028 sp 153,128
One 85-Mb hard
disk drive and Wis-1 60,188 HP 72,878 SP 108,728
one 5.25" HD -2 86,123 HP 110,228 SP 162,128
diskette drive -3 107,558 HP 139,628 sP 204,128
included, '
W26-1 639,583 HP 85,262 SP 131,228
-2 95,498 HP 122,612 SP 184,628
-3 116,933 HP 152,012 SP 226,628
-4 138,368 HP . 181,412 Sp 268,628
) 159,803 HP 210,812 SP 310,628
-6 181,238 HP 240,212 SP 352,628
-7 201,473 HP 268,412 sP 393,428
-8 221,708 HP 296,612 SP 434,228
R S S S N S N T N S N I O T S S N S T N S S U N I S AR S T S e O S ST TS MEMES TN RN wre S e ==

Gemini prices are subject to change without prior notice.

R




GEMINI COMPUTERS, INC.

COMMERCIAL/OCEM HARDWARE OPTIONS PRICE LIST

September 1987

COMMERCIAL
PRICE
MEMORY
o Additional Global oxr Local RAM:
yolatile RAM 512 Kb . 5,085
1 Mb . 8,456
2 Mb 11, 250
Non-volatile RAM 256 Kb 3,660
$12 Kb 6,120
1 Mb 9,800

o Local RAM upgrade with system ordesr:

For Standacd CrU

1 Mb to 2 Mb . 4,
For HP CPU
1 Mb to 2 Mb 4,
1 Mb to 4 Mb 13,
For SP CPU
: 2 Mb to 4 Mb g,
2 Mb to 8 Mb 27,
STORACE
o 360 Kb DS/DD Floppy Diskette '
o 1.2 Mb HD Floppy Diskette
© 85 . Mb Hard Disk 9,
o 140 Mb Hard Disk .15,
o 140 Mb Hard Disk upgrade
ordered with "W" model 6,
o Streaming Tape (120 Mb) 4,
o 9 Track Magnetic Tape
Tape Drive 24,
Controllexr (for ' 9,
1 or 2 drives)
INTERFACES
o RS-232 sexrial I/0 12,
(8 Channels)
NETWORK INTERFACES
o Ethernet (must be ordered 3,
with a standard CPU)
o X.25, HDLC LAPB controller 14,

Gemini prices are subject to change without prior notice.

300

500
500

000
000

383
765
000
750

750
800

750
750

000

150 .

460

QBM
PRICE

3,390
5,637
7.500
2,440
4,080
6,400

3,000

3,000
9,000

8,000
18,000

255
510
6,000
10, 500

4,500
3,200

16,500
6,500

.8,000

2,100
9,640




GEMINI COMPUTERS, INC.

COMMERCIAL/OEM SOFTWARE OPTIONS PRICE LIST

September 1987
Revised November 1987

COMMERCIAL oM

PRICE PRICE
SOFTWARE DEVELOPMENT ENVIRONMENT
UNIX System ¥V tools including
an editor and one compiler,
elther Pascal or C
O Self-hosted on Geminil computer
. For HP models (requires 10,125 6,750
2 Mb RAM f£or one CPU)
. For SP models (regquiras 22,500 15,000
4 Mb RAM for one CPU)
o IBM PC-AT (regquires 2 Mb RAM, 2,625 1,750
40 Mb hard disk, 1.2 Mb
diskette, 8 Mhz or more)
Limit of 2 users pexr PC~AT 2,625 1,750
Uniimited users per PC-AT - 2,999 1,999
© One additional compiler, .
Pasoal or ¢
. For standard or HP models 1,043 695
or InM pC-AT .
. For SP models 1,428 950
o Sysgen Tools for F models 1,500 1,000
(requires 1 Mb RAM for one CPU)
© Duplicaticon and distribution of
Kermit File Transfer Program 144 96
NON-KERNEL TCB SOFTWARE PACKAGE 5,550 3,700

Includes discretionary access
controls, supporting policies,

- and support for distributed
systems.

o o mam——v o oo —— - — —o—— o . .-

Gemini prices are subject to change without pricr notice.




CONFIGURATION QPTIONS

A wide range of options can be

model, within physical and l1ogical limitations.

iteme ars shown on the Hardware and

' fhey ¢an be added at the time of ocder, or,

selected to augmenkt any base
The available
Software Options Price Lists.
except whese noted,

at a later time with a moderakta expansion cost in addition to the

component cost.

VOLUME DISCOUNTS

The following volums discount schedule for Gemini computers

systemsa and hardwara components is offered for a S8

any mix of model types. Cumulative
negotiated on a case by case basis.

ingle order of
volume discounts will be

VOLUME DISCOUNT SCHEDULE FOR COMPUTER SYSTEMS

SE=ss=sT==23s8

Number of units

- P WO G wh e b b s - -

10-24

- oo - -

10%

pPiscount

The following software discoun
system fees for Gemini software products.

“‘_‘=======-‘8======-=R===

====ﬂ===a===~d--uw=====
25-99 100~-249 Over 249
25% 30% 33%

+ schedule applies to per-
Thnese inciude GEMSOS

for secure PC-AT workstations and the non-kernel TCB software

package.
environment software.

Discounts do not apply to third-party development

SOFTWARE DYSCOUNT SCHEDULE

QUANTITY

5-6
7-10
11-15
16-25
26-40
41-75
76-140
141-270
271-550
551-1,250
1,251-3,300
3,301-10,000
10,001-25,000
25,001-100,000

DISCOUNT




UPGRADES

System upgrades after initial purchass are possible by
aither replacement or addition of components. They can usuvally
be completed by the customer. Upgrades from a Model 9 to a Model
12 or 15, or from a Model 12 to a Model 13, are also possible.
Quotations will be given on request. .

DELIVERY

Both standard and HP Systems can be shipped 45 to 90 days
after receipt of ordexr depending on the configuration of the
system ordersd. Systams are shipped FOB Monterey, California.
invoices are submitted upon delivery net 30 days. Please contact
Gemini for delivery commitment for SP Systems,

WARRANTY AND MAINTENANCE

Gemini systems are offered with a 90 day limlted warranty
against defects in material and workmanship. Factory maintenancse
can ba purchased thereafter for a minimum period of one year
payable quarterly in advance. GEMSOS sofiware updates ace free
for one year after purchase. Continuing softwares updataes and
specifisd technical support are available for a minimum period of
one year payable quarterly in advance. Quotations will be given
on redquest.

TRAINING
Gemini offers softwars development traiaing for GEMSOS

programming to qualified engineers.. Course information and
prices ace available on request,




2.0 SECURE COMMUNICATIONS

2.1 KG-84C General Purpose Encryption Equipment
2.2 ATST STU-III Secure Data Device, Model 1900
2.3 GE STU-III/LCT 9600 Secure Communications Terminal




2.1 KG-84C General Purpose Encryption Equipment
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' DESCRIPTION

The KG-84C General Purpose Teleg-
raphy Encryption Equipment
(GPTEE) is a lightweight, low power
e?ui ment for eacryption/decrypton
of’ and data tratfic on dedicated
links between various types of I/O
devices and the KG-84C/KG-84A via
a variety of modems. It enables the

 user to transmit secure data via stan-
dard telegraphic equipment over exis-
ting data lines.

' OPERATION/ENVIRONMENTAL
CAPABILITY

The KG-84C is designed to be man.

transportable for use in tactical,

mobile and protested locadons, at all
llcvels of cornmand Including vehicles,

ships, aireraft and fixed plant environ-

ments, It has been fully qualified for
lseverc cavironinental use,

The KG-84C ¢an be easily rack

mounted and has the same external

housing and identical connectors as
~the KG-84A. However, itis not a

direct replacement. For ficld use, an
Epu‘onal carrying case is available. It

can be opérated by local control at the
front panel or remotely controlled. A

de variety of modems, and I/O

quipment can be used directly or

‘through a Data Adapter.

lspzcmc,mozws

SIZ& covviirereniinncsnan, treersarsstasernnaresssaserons

CSTT Interim Release
1 June 1990
20f4

Additional capabilities include such new features as:

Additional Synchronization Scheme for HF Radio.
Asynchronous Black Side Output (CCITT R.101)

Telex Compatibility (CCITT S.6 Automatie Plain Text
Answer Back) '

Synchrooous Out-of-Syne Detection -
Improved Self-Test Features

Fewer internal Straps

TYPICAL OPERATING CONDITIONS

High and Low Humidity
Rain

Vibration and Shock Environment

- Sait Fog
. Fungus

Explosive Atmosphere
Nuclear Survivability
High and low Temperature -

' Altitude Combinations

Operational Temperatures.ae e

19.1 CM (7.5 in) W, 37.46 CM (14.75 in) D, 19.98
CM (7.871n) H

509 to 71°C

I‘ower Options ...y . ressssasns

vvvvv

19 to 30dec. 24 Vd¢c Nominal

'0 W. Maxitmum Power Consumption

115 Vac=15%, 45-66 Hz, Single Phase
115 Vac=15%. 380 to 420 Hz, Single Phase

230 Vac=15%. Unbalanced or Balanced 45 to 66 Hz
(50 Hz Nominal), Single Phase

10.2 Kg (22.5 Lbs)

']m‘t Weight...cevveerns srenes




CST1 Interim Ralease
1 June 1999
30f4

— = KG-84A DTE‘\w

| COMMUNICATIONS | i b \

( DTE KG-84c [—{ “MerT -~ |
| L - |~ — kG-g4c DTE \
L. — KG-84C nrs\j

INTEROPERABLE US, EQUIPMENT!
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BY USING 'SMART’ MODEMS THE KG-84C WILL. ALLOW PHONE
DIALING FROM THE PERSONAL COMPUTER WHEN USING THE
APPROPRIATE PC SOFTWARE AND THE REMOTE CONTROL OPTION.

PERSONAL . COMPUTER COMMUNICATIONS

'/ DTE KG-84C H AGT | Jotey I~ acT H ka-s4c DTE\
| TELEX TELEX |
ADAPTER ADAPTER

TELEX OPERATION

VARIOUS MODES OF  OPERATION
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CAPABILITY SUMMARY

International Telegraph Alphabet Formats
No.2 and §,

Operating Rates 50 b/s to 32,000 b/s. With
Exterpal Timing up to 64,000 b/s {n Syn-
chronous Data Mode.

Full-Duplex or Simplex Mode Operation
Elther Point-to Point or Netted.

AC or DC Primary Power Operation.
Storage Battery for Retaining Keays
Communications Options - Full-Duplex.
Duplex independent, Transmit Ouly,
Rec¢eive Only and Simplex.

Clock Options

Internal - Master Clock and Slave Clock
Modes. Interfaces with Asynchronous Red

and Black I/O Device.
External - Data Rate Source, Station Clock
and Red Side Terminal Source. chro-

nous Data Treated as Synchronous Data.

Remote Control OEtions - from Either
Black or Red Interface.

Operating Controls and Indicators on Front
Panel,

- Mode Control Switch

- Inidate/Indicator Test Switch
- Enable/Zeroize Switch

- Power Switch \

- Teletype Transmit Switch

- Power On Indicator

- Clear Text Indicator

- Transmitter Ready Indicator
- Recelve Ready Indieator

- Parity Indicator

- Alarm Indicator

- Variable Select Switch

- Update Counter

Concealed Controls on Front Panel.

~ Clock Select Switch

- Data Rate Selector Switches

- Step pulse Automatic with Data Length Se:ting
- Teletype Mode Switch

- Communication Mode Switch

. Dynchroniz.ation Mode Switch

» Data Length Switch

- Gated Clock Switch

- Synchronous Out-of-Sync Selection Switch

APPLICABLE SPECIFICATIONS

® - NSA SPEC 83-8

e EIA. RS422A
RS423A
RS-232C
RS-449

e CCITT V.10
V.11
V.24
R.101
S.6

¢ - MIL-STD-188-114

For additional information, please contact:

COMMUNICATION SYSTEMS TECHNOLOGY, INC.
Secure Telecommurications Division
9740 Patuxent Woods Drive

Columbia, M

land 21046

(301) 381-5080




Communication Systems Technology, Inc.

Eleclronic Systems Development

BPARITNO,
COMSEC
KG-§4A
KG-84C
KG-94/94A
KG-194/194A
KG-95

EILL DEVICES
0N190315

ON512424

ACCESSORIES
BA-1372/U
ON231626
30318

SERVICES

PRICE LIST
DESCRIPTION {1-30)
COMSEC Device $4,300
COMSEC Device $5,525
COMSEC Device $8,770
COMSEC Device $8,050
COMSEC Device Inquire
+)
KOI-18 Tape Reader No longer
available
Interface Cable $225
{1+)
KG-84 Battery $15
KG34 Power Cable $245
Mosler Safe, with COMSEC Inquire
Options, FPA/HNF, Power
Supply, etc., to contain
KG-84(),KG-94(),KG-194().
Lzee Note 1) )
Siie Survey $2,500
Installation $3,500
Lsce Note 2) 1)
Sito Survey $3,000
Installation $4,500
Llst i)
Technical Support $35*

Page 1 of 2

Effective 01 September 1991

L2+ sgmie [oc,)
$1,500 each add)
$2,500 each addl
L2+ same log)
$1,500 each addl
$2,500 each addl

feach addl hour)




2.2 ATST STU-III Secure Data Device, Model 1900




_ - ATeT

o
- .
g

AIRT STU-III
Secure Data Device,
Model 1900
ForSecure,
Classitied Applications

The AT&T STU-HI Secure Data Device. Mode! 1900,
provides a simple and cost-effective way to protect
classified government data transmissions. Developed
under the U.S. Government’s STU-II program. ir’s
approved for use by federal departments, agencies and
government CONErACtors.

The Secure Data Device is part of an AT&T family of
products for secure voice and data applications. Each is
full-teatured — and compact enough 1©© be carried in your
briefcase when vou travel,

Doctrine governing these and other STU-III products
is established and conuolled by the government

Protection for facsimiles, electronic mail and

computer communications.

Whether vou're accessing a computer data base,
sending a fax or using electronic mail. vou can be sure
your information is protected — regardless of the
classification level,

Cost-saving transmission over public and

government switched networks.

The AT&T STU-HI Secure Data Device can be used to
transmit information over any public or government
switched network at speeds of up 10 9.6 kbps. You won't
need an expensive, dedicated ransmission path to assure
data securiny:

Government approved for unattended operation.
The AT&T STU-1I Secure Data Device is approved by the
government for unattended secure data wansmission® As
a result. facsimiles and other data communications can
be sent 1o vou even while you're away trom vour office.

Comprehensive service and support.

AT&T's toll-free hotline provides a single point of contact
for comprehensive service and support. With a phone call
vou can resolve a question, place an order, troubleshoot
problems, and more.

Repairs are hassle-free. [f vour terminal fails, we'll send
you a replacement overnight. We're the ondy company in
the industry 10 do so. And we stand behind the Secure
Data Device with a full, two-vear warranty with a one-
yedar extension or five-vear conversion.

Feature-rich.

AT&T designed the Secure Data Device with features and
functions that lead the market and support our customers'
special needs.
¢ Access control. The AT&T Secure Data Device
is equipped with a unique Secure Access Control
System (SACS) that brings unmatched Hlexibility o
vour data applications.

SACS allows vou to establish a secure, closed
nerwork and to control access to tacsimile machines or
data stored on a PC or host computer. You simply
program a list of authorized user IDs into vour AT&T
Secure Data Device. SACS automatically screens
incoming calls, comparing the ID of the caller to those
on vour list. Unauthorized attempts are disconnected
betore the caller has access © vour files.

Access can also be conuolled by setting the device
for minimum or maximum security levels, Only calls
within the appropriate classitication level will be
accepted.

As an additional security feature, the AT&T Secure
Darta Device provides the information you need to
maintain an audit tail of all anempts 0 access vour
network — whether successtul or not

* Remote operation. You can control the AT&T Secure
Data Device remotely from any tax, PC or computer that
is connected to its RS-232 data port. Remote commands
are based on the Hayes * Smartmodem 2400™
command set.
Compatibility. A tull range of data speeds—from 2.4 kbps
half duplex t0 9.6 kbps full duplex — makes the AT&T
device compatible with the secure data operation of
any STU-III voice, data terminal.
* Easy installation/operation. The AT&T Secure Data
Device is easy to install. You plug in the power cord and
a telephone cord and connect the unit to your PC,
facsimile machine or computer.

After completing an automated, key management
procedure, the unit is ready t© go secure. Rekeving is
needed only once a vear.

Operation is simple. No special training or
cumbersome routines are required.

For more information.

The AT&T STU-III Secure Data Device can provide you
with significant savings over taditional data security
solutions. To find out more, call our wil-free number:
1-800-243-7883.

*National and local security policies apply:
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ATRT STU-II

Secure Data Device,
Model 1900

Specifications
Information protected

* I.S. Governmenttop secret, secret, confidential

and unclassified

User community

¢ U.S.Federal Government

Security features

* Secure Access Control
Svstem (SACS)

¢ Maximum and minimum
security level setting

* Auto-unswer, auto-secure

* Tempest

* CIK ( crypro-ignition key)

¢ Active and passive

Key management

¢ Master CIK

* Traveling CIK

Secure dam operational modes

¢ 9.6 kbps full-duplex
SVNC ASYyNC

* 4.8 kbps tull-duplex
SYNC, Usync

Modem characteristics

* Near, tar echo cancellation

* Frequency offset
compensation

* 9.0 kbps: CCITT V.32
secure: sync/asyng; full
duplex with optional trellis
coding

* 4.8 kbps: CCITT V.32
secure; Sync/async;
full duplex

* 2.4 kbps: CCITT V.26
bis secure; sync/async;
full duplex

Interfaces

* External power supply

* EIA RS$-232 daua port with
a 25-pin D-connector

* RJ11/RI13 telephone jack
to connect 1o public
switched nerwork, PABX
or key systems

¢ [U.S. Government contractors

terminal zeroization

¢ Fully automated STU-1II
till procedures

¢ Display window
for authenticaton
identification

* [nformation to create a
call audit trail

¢ Dual key sets
» Eight CIKs per key set

* 2.4 kbps full-duplex
SYNC/ asyne

* 2.4 kbps half-duplex
svne

* 2.4 kbps: CCITT v.26
bis secure: svnc;
hatf duplex

* Input level: 0 to -43 dBm

¢ Qurput level: adjustable,
0w -15dBm

 Automatic rate fallback:
from 9.6 and 4.8 kbps
10 2.4 kbps

¢ Remote control using
Hayes AT commands

* RJ13 auxiliury set
jack 1o connect stndard
telephone (optional)

¢ A/Al leads (for use with
key telephone systems)

Physical characteristics

*38"wx25"hx95"d

o 7 |bs.

Eavironmental

* Operating temperature:
40° 1 100°F

e Storage temperature:
-40° 10 150°F

Power

e External power supply
selectable 90-134 VAC,
186-253 VAC

¢ Desktop or rack mountable

* Relative humidity
(storage):
5% t0 95% noncondensing

* Input frequency 47-63 Hz
* Input power dissipation
16 watts

Equipment interoperability (data mode)

¢ STU-UI LCT, A and Cellular

Equipment compatibility

* Data devices with RS-232
ouput

Compliance with standards

* FCC Part 15, Subpart J,
Class B

* FCC Part 68

* UL 1459

* UL/ TUV/CSA
(power supply)

* Tempest NACSIM 5100A

Warranty

* 24 months standard

* 12-month extension or
S-vear conversion

Options

* Carrying Cuse

Note:

* Digital facsimile

* TSG5 — on-hook acoustic
security

* MIL-STD- 1472 Acoustical
Noise, Curve NC-35

* EMC,’EMI MIL-STD-461C

* ESD 20 kV

* 21 host-nation approvals

* Post-warranty service
available

Speatications subject o change without notice. U.S. Government regulations

apply for purchase.
Trademarks:

Haves is o registered trademark of Hayes Microcomputer Products, Inc.
smartmodem 2400 is a wademark of Haves Microcomputer Products, Inc.

AT&T Federal Systems

Secure Communications Products
Customer Service Center, 71GC094041

P.O. Box 20046
Greenshoro, NC 27420
Phone: 1-800-243-7883

3,91




.

s 2

: = ATsl

-
-

AIT STU-I .
Secure Voice/DataTerminal,
Model 1100
ForSecure,
Classitied Applications

The AT&T STU-1II Secure Voice: Data Terminal, Model
1100. provides secure, classified voice and data
communications in one integrated package.

It works both as a full-featured telephone for voice
calls and as a smart modem for data applications. Part of
an AT&T tamily of security products, the Voice;Data
Terminal is compact and light enough to carry with you
when vou travel.

Developed under the U.S. Government's STU-1II
program, the terminal is approved for use by federal
departments, agencies and government contractors.

Docrrine governing these and other STU-III products
is established and conuolled by the government.

One product for two jobs.

Ifvou need both secure voice and secure data, the AT&T
Secure Voice/Data Terminal can save vou money. You
won 't need to clutter vour desk with a secure phoneand a
secure modem.

Cost-saving transmission over public or

government switched network.

AT&T's terminal is designed to secure both voice and data
ransmissions over public or government switched
nerworks. You won't need an expensive, dedicated
transmission path to assure security. Data can be
transmitted at speeds of 2.4, 4.8 and 9.6 kbps — voice at
2.4 und -.8 kbps.

Protection for facsimiles, electronic mail and

computer communications.

Whether you're accessing a computer data base, sending
a fax or using electronic mail, you can be sure your
information is protected — regardless of the classification
level.

Government approved for unattended operation.
The AT&T Secure Voice, Data Terminal is approved by the
government for unattended secure data transmission.* As
a result, facsimiles and other data communications can
be sent to you even while you're away from vour office.

Superior voice quality.

In the past, making a secure telephone call has meant
compromising voice quality. That's not the case with the
AT&T Secure Voice/Data Terminal. We've made certain
that the voice quality of your secure calls will be
comprable to that of your clear (non-secure) calls.

Comprehensive service and support. ‘
AT&T's wll-free hotline provides a single point of contact
tor comprehensive service and support. With a phone call
you can resolve a question, place an order, troubleshoot
problems, and more.

Repairs are hassle-free, If your terminal fails, we'll
send vou a replacement overnight. We're the only
company in the industry to do so. And we stand behind
the Secure Voice, Data Terminal with a full, tvo-vear war-
ranty with a one-veur extension or five-year conversion.

Feature-rich.

AT&T designed the Secure Voice: Data Terminal with

features and functions that lead the market and support

our customers’ special needs.

¢ Speakerphone. A new built-in speakerphone gives vou
hands-free operation for secure and regular phone calls.

* Access control. The AT&T terminal is equipped with a
unique Secure Access Control System ( SACS) that brings
unmatched flexibility to applications requiring security.

SACS allows vou to establish a secure. closed
network for both voice and data communications. You
can control access for secure phone calls or facsimile
transmissions and protect data stored on a PC or host
computer.

To do so. vou simply program a list of authorized
user [Ds into vour AT&T terminal. SACS automatically
screens incoming calls. compuaring the ID of the caller
to those on vour list. Unauthorized attempts are
disconnected before the caller has access.

You can also control access by setting yvour terminal
for minimum or maximum security levels. Only cails
within the appropiate classitication level will be accepted.

As an addidonal security teature, the AT&T Secure
Voice: Data Terminal provides the information you need
to maintain an audit trail of all attempts 0 access vour
nerwork — whether successtul or disconnected.

* Easy installation/operation. Regardless of vour
application, the AT&T Secure Voice/Darta Terminal is
easv to set up and to operate. To install, vou plug in the
power cord and a telephone cord and connect the unit -
to vour PC, facsimile machine or computer.

After completing an automated. key management
procedure, the unit is ready to go secure. Rekeying is
needed only once a vear.

Operation is simple, and no special training is
required.

* Remote operation. For data applications, you can
control your AT&T Secure Voice, Data Terminal remotely
from any fax, PC or computer connected to its RS-232 .
data port. Remote commands are based on the Hayes®
Smartmodem 2400™ command set.

Compatibility. The AT&T Secure Voice, Data Terminal
is compatible with the more than 180,000 STU-I1I voice/
dawa terminals currently felded — and with the 1000 and
2000 Series of AT&T STU-I1I Secure Communications
Products.

For more information.

The AT&T STU-1I Secure Voice, Data Terminal provides a

cost-effective approach to your security needs. To tind out

more, call our wll-free number: 1-800-243-7883.

*Nationat and local secuniny policies appis:




AT&T STU-M

Secure Voice/DataTerminal,
Model 1100

Specifications

Information protected

*U.S. Government top secret, secret, confidential
and unclassified

User community

¢ U.S. Federal Government

Security features

» Secure Access Control
Svstem (SACS)

¢ Maximum and minimum
security level serting

* AULO-unswer, auto-secure

* Tempest

¢ CIK { crypto-ignition key)

¢ Active and passive
terminal zeroization

*(J.S. Government contractors

* Fully automared STU-1II
fill procedures

* Display window
for authentication
identfication

* [nformation to create a
call audit trail

Key management

» Master CIK * Four key sets

* Traveling CIK * Eight CIKs per key set
Voice modes .

¢ Clear voice
* Secure voice
0-+.8 kbps full-duplex CELP

Telephone features

* Speakerphone — clear * Ringer volume control
and secure e Ringer cutoff

* On hook dialing with * Handset volume control
speakerphone * Microphone mute

* Speakerphone volume (disconnects micro-
control phone on both handset

* Pulse or tone dialing and speakerphone)

* Last number redial * 2.line by 16-character

¢ Repertory dialing Liquid Crystal Display
(32 numbers on single (LCD)

¢ PABX compatible

* Autovon precedence
signaling clear and secure

* Autovon preempt
detection clear and secure

e Muliline Model 1150 tor
use with 1A key svstems

line, 20 numbers on
muttiline)
* Programmuble pause
* Dial wne detect
* Secure dialing
« Switch hook tlash
* Automattic disconnect

¢ Alerter volume control (optional)

Secure data operational modes

* 9.6 kbps full-duplex * 2.4 kbps full-duplex
syne/async SYNC/AsyNC

* 4.8 kbps full-duplex * 2.4 kbps half-duplex
syne/asvnc SYNC

Modem characteristics

* Neur/far echo cancellation

* Frequency offset v.206 bis secure: sync;
compensation half duplex

* 9.6 kbps: CCITT V.32 secure; » nput level: 0 1 -43 dBm
svic/asvae full duplex with ® Outpur level: adjustable,
optional trellis coding 0t -15 dBm

¢ 1.8 kbps: CCITT V.32 secure: » Automatic rate tallback:

* 2.4 kbps: CCITT

a 2.4 kbps full-duplex LPC10e
g+.8 kbps full-duplex HDLPC 0 2.4 kbps half-duplex LPC10e

Interfaces

* Externai power
supply. IEC 320/CEE-22
connector

* EIA RS-232 damm port with
a 25-pin D-connector

jack to connect to public
switched network, PABX
_or key svstem
* Autovon 2-wire
¢ A/Al leads (for use with

* RJ11, RI13 telephone key telephone svstems)
Physical characteristics
*9"™%vx 3.25"h x 1"d * 10 Ibs.
Environmental
* Operating temperature: ¢ Relative humidity
+0° 10 100°F (storage): 5% to 95%

e Storage temperarure:
-40° 10 150°F

Power

* External power supply
selectable 90-134 VAC,
186-253 VAC

Equipment interoperability

* STU-MI LCT. A and Cellular

Equipment compatibility

* Data devices with
RS-232 output

Compliance with standards

* FCC Part 15, Subpart J,
Class B

¢ FCC Part 68

* UL 1459

* UL TUV'CSA (powersupply)

¢ Tempest NACSIM 5100A -

* TSG 5 —on-hook
acoustic security

Warranty

* 24 months standard

* 12-month extension or
5-year conversion

Options

* Cuarrying case

» Multiline (3 lines and
hold: 10 be used with
1A key systems)

Note:

Specitications subject w change without notice. U8, Government regulations apply

tor purchuse,
Trademarks:

noncondensing

* Input frequency 47-63 Hz
* Input power dissipation
16 warns

¢ Digital facsimile

¢ MIL-STD- 1472 Acousticul
Noise, Curve NC-35

* EMC, EMI MIL-STD-461C

* ESD 20 kV

* HEMP-NSA 77-27

21 host-nation approvals

¢ Post-warranty service
available

* Push-to-talk handset
* Uninterruptable power
supply

Hayes is a registered trademark of Hayves Microcomputer Products, Inc.
Smartmodem 2400 is a trademark of Haves Microcomputer Products, Inc.

AT&T Federal Systems

Secure Communications Products
Customer Service Center, 71GC094041

P.O. Box 20046
Greensboro, NC 27420
Phone: 1-800-243-7883

synesasyne full duplex
2.4 kbps: CCITT V.26 bis

trom 9.6 and 4.8 kbps
o 2.t kbps

seeure: syne asyne full duplex
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AI&T
Secure CommunicationsProducts
Price Sheet
SERIES 1000:
FOR CLASSIFIED GOVERNMENT APPLICATIONS
v PRICE
® Mode! 1100 AT&T Secure Voice/Data Terminal (single line) $2750
® Model 1100 quantity discount prices
50-99 $2595
100-999 -..52495
1000 OF MIOME oo enernsse s sssssaassseessssssssssssssesssssssssssssssesssessssssmmesmeeesesseeeseeeeess s §2395
® Model 1150 AT&T Secure Voice/Data Terminal (multiline) $3000
® Model 1150 quantity discount prices
50-99 - ..52845
100-999 .82745
1000 or more .... $2645
@ Optional warranty extensions/conversions
12-month warranty extension .5 105
5-year warranty conversion § 315
DATA APPLICATIONS PRICE
© Model 1900 AT&T SECUTE DAA DEVICE ..vvovuurerreeseresssesrsesssseseessssssssesssesesesssmssss oo s oo seseesses s §2145
® Model 1900 quantity discount prices
50-99.. : . ...52095
100-999 52045
1000 or more $1995
® Optional warranty extensions/conversions
12-month warranty extension $ 100
5-year warranty conversion . ...5 300
Standard terms and conditions
apply. Net 30 - FOB origin.
For more information, call
1-800-243-7883. 3/91
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GE Aeraspace
Gavernment Communications Systems |

GE STU-1ll 9600

i
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GE STU-IlIl 8600 . . . for dependable, secure communications.

The GE STU-lll secure telecommunications
instrument provides the most advanced se-
cure voice and data capabilities available. De-
signed to contain all of the features of a modern
office telephone, it also features secure voice
and data transmission at the push of a button.
In addition, over 25 years of experience at
developing communications security
(COMSEC) equipment for the U.S. Govern-
ment goes into the making of the GE STU-II!
9600 terminal. Along with this heritage comes
the continued excellence in product warranty
and support that GE is famous for throughout
the industry and the world.

Full featured office telephone

User friendly — simple to operate
Compact size

Superior voice quality — 4800 b/s CELP
Versatile data communications for

. Fax, PC, Video, etc.

11 data rates include
9600/4800/2400 baud

Remote access with
access control - (SACS)

Closed network capability
A Hayes:® like remote data protocol

Built-in high reliability



9600 Features (STANDARD UNLESS INDICATED)

» Universal Configuration — one modet worldwide

» NSA Standard 2400 & 4800 b/s secure voice

« A Hayes® like data protocol for both attended and
unattended operation

« Secure Access Control System (SACS) Includes the
Muitiple Keyset Access Controt List. and Minimum
and Maximum Security selection

+ Speakerphone with on-hook dialing

* Autodialer (40 number - 32 digits including PAUSE,
HOOKFLASH, PRECEDENCE. & P->T)

*» Extended Reliability ~ MTBF: >20 years at normal
usage rates

+ Low Life Cycle Cost

+ Supports 3 independent keysats,
each with up to 8 Crypto Ignition Keys (CiKs)

« Interoperable Crypto Ignition Keys {up to 7 terminals)

» Password protection of ali security features

« Autosecure on receive

« Nonsecure speech disable

« Built-in HEMP protection

40 Character SUPERTWIST LCD display (2 x 20)

9600 Specifications

‘alephone Set Canfiguration: Standard single line (500/2500 type) and
1A2 nultiline accessory available (5 line)
Government Standard Linear Predictive Coder
{LPC-10) Enhanced @ 2400 b/s;
l Government Standard Codebook Excited Linear

Voice Processors:

Predictive (CELP) @ 4800 b/s:
Normal clear voice
Modems (internai): Full or halt duplex 2400 b/s V.26 ter,
near and far end auto-ranging echo cancellation
I Full or half duplex 4800 b/s and 9600 b/s V.32,
with frequency offset compensation

Telephone port: Modular telephone jack RJ11C
or RJ12C with A/A1 leads
‘ Iata Port: 9600. 4800 & 2400 b/s synch: 9600 to 75 b/s asynch
| RS232 compatble
1 COMSEC Subsystem: All cryptologic functions {incl. SACS) contained in a
protected subsystem
ogistics Support 1-800-521-9689

15 Month warranty

Support systems to minimize user downtime
- Functional modular design

- Automated diagnostics (internal)

- Loop tests (local/remote)

- Repair and reship policy

®--

Extended Warranties/Service Contracts/Fixed Fee Repair
Nationwide maintenance and user support provided by GE Computer Service

€@ STU-IIl 9600

+ 2-wire AUTOVON capability
« Second network port — optional interfaces include:
4-wira AUTOVON; 2nd 2-wire: ISDN,
» Software settable modem level — eliminates RJ45
+ Large data rate selection — 11 modes selectable
« Manual and automatic built-in-test (BIT)
+ Universal Autoranging Power Supply — one model, woridwide
+ Total Zeroization — with or WITHOUT POWER
« Tone (DTMF) and Puilse (rotary) dialing
« Full or Half duplex communication at ail data rates
« HOOKFLASH button performs hook switch function for
PABX/key systems features
+ REDIAL — recalls last number dialed
* MUTE — disconnects microphones (handset & speakerphone)
« Anti-tamper design
« Software controlled/user prompts
* 4.wire AUTOVON capability — optional module on second port
« Muitiline Accessory — optional custom moduiar extender
« Uninterruptible Power Supply (UPS) — optional
« Push-to-talk handset — optional

Power: 91 to 252 VAC, 47 to 63 Hz (autoselective);

2 Watts in standby; 20 Watts active
Temperature: 32° - 100° F (0° - 40°C)
Relative Humidity—up to 90% non-condensing

Operating Environment:

MTBF: >18,000 hrs. @ 100% duty cycle or
>20 years @ normal usage rates

MTTR: <1 hour

Industry Standards: NSA approved

FCC cenrtified. Parts 15 & 68

EIA RS464, Bell PUB 48002

UL listed

HEMP protection

Tempest certified

CONNECTION APPROVAL-—granted or pending in
all NATO nations and Australia, New Zealand, France,
Sweden, & Switzertand

- Board level maintenance at local GE field offices (incl. Hawaii)

GE Aerospace

Government Communications Systems Department
Front & Cooper Sts./Bldg. 2-4

ISpecitication data is subject to change without notice

Camden. NJ 08102
Telephone 1-800 ALL STU 3

1-800- 255-7883
FAX (609) 338-2741



SECURE COMMUNICATIONS TERMINALS

DIRECT SALES PRICE LIST
(Effective February 11, 1991)

@ GE STU-III/LCT

Part Number Price

TERMINALS
GE STU-II/LCT 9600 single lne ......cccevininiiniuiieeecennniieiaceiiennes 10037828-501 ....52540
MUHINE ctveiereiieeeeraeaccacsscasesssssssossacssssnnane 10037828-502 ..... 2610
GE STU-II/LCT 2400 single ine®......cccceiuimimiurniiiiniiiaiiiiiiininncaenn. 8386621-501 ...... 2195
105100 £ 97 51 1 {-hul SRR 8386621-502 ...... 2325
ACCESSORIES
Muldline Adapter for the GE STU-III/LCT 9600 ....c.ccvviniianiniinianinnens 10038073-501 ....... 149
Muldline Adapter for the GE STU-III/LCT 2400 .....cceuinninieninienininnnnn. 8689417-501 ........ 149
Combination Second Telephone Line/Autovon Adapter for Model 9600......10038066-501 ........ e
Universal Power Supply for GE STU-III/LCT 9600........ccceevunianinnnnn. 10038064-1.......... 149
Universal Power Supply for GE STU-II/LCT 2400........cooienieiniacaninns 85723542..ccuueennn. 70
Uninterruptible Power Supply for GE STU-II/LCT 9600 ..........ccueenenns 10038603-501 ....... 365
Uninterruptible Power Supply Battery Pack.......ccooviiiiiiininiiiiiinane. 10038601-1......... TBA
Standard Handset with Coiled Cord for the GE STU-II/LCT 9600........... 8572075-2cccuinnnnens 35
Push-to-Talk Handset with Coiled Cord for the GE STU-III/LCT 9600......8166795-2............ 50
Standard Handset with Coiled Cord for the GE STU-II/LCT 2400........... 85720751 ccvennnnnes 30
Push-to-Talk Handset with Coiled Cord for the GE STU-OI/LCT 2400......8166795-1............ 42
Batteries for GE STU-II/LCT 9600 (6-pack) ....ccvvevicinainiiiiiiiiiencnnes 10038599-2...ccunenne 40
Batteries for GE STU-II/LCT 2400 (6-pPaCk) .eueuenetencanncneiaceiincnnnnnnns 8572318-1...... eeeeas 40
DC/DC Adapter for GE STU-III/LCT 9600 ....ccenveieiniiiiiiiiininnnaea. 10038065-1.......... 115
Blank Crypto-Ignition Key (KSD-64)........ Call Datakey (612-890-6850) or CTS (612-536-3624)
SERVICES
12 month WaITaNLY EXIENSION ...cuuiuriunienruerrruaeaseerensetttttisasatatenrtrastanuesestestasaees 120
48 month warranty extension (5 Year CONVETSION) ....coeeeereuitiiruintuimiuemintaiearesesanee. 480
12 month service contract ........ ©eeeeessescstesesseseevaentestensaasiesstertesttetetnatnssensansanasniaes 150
Post Warranty Repair & Return Service
(Please call 1-800-521-9689 for Return Authorization). . .cieeeeiieiiiuiiiiiiaeiiiiiieitnezrentes 585
For additional information or to place an order:
Call General Electric’s STU-III Hotline or write to
1-800-255-STU3 (7883) General Electric Company
1-609-338-6277 Government Communications Systems Department
1-609-338-2741 (Fax) Front & Cooper Streets, Bldg. 2-4
Camden, NJ 08102
NOTES
1. Terminals subject to export control and COMSEC account verification.
2. Each STU-III Terminal includes a Universal Power Supply, Standard Handset with Coiled Cord, Blank Crypto-

Ignition Key, and User's Manual. Each Multiline Terminal Package also includes a Multiline Adapter.
All prices FOB origin.

Prices subject to change without notice.

TBA = To be Announced.

Subject to Availability

**  Call for Pricing Information
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GE STU-ITI/LCT
SECURE COMMUNICATIONS TERMINALS

DIRECT SALES PRICE LIST
(Effective February 11, 1991)

Part Number Price

TERMINALS
GE STU-II/LCT 9600 single LiNe .....covveeenimeminicncnreiteianacananananees 10037828-501 ....32540
dos1b1kul b1 o |- NSO PPPPE PPN 10037828-502 ..... 2610
GE STU-II/LCT 2400 single ine®......ccovieiaieiniiiiiiniiiiaiiiienniniineane. 8386621-501 ...... 2195
1001083158 11Tl EN NP ROPPPPPPP 8386621-502 ...... 2325
ACCESSORIES
Multline Adapter for the GE STU-IIVLCT 9600 .....ccuvinniiiininniniaeenee 10038073-501 ....... 149
Multline Adapter for the GE STU-TI/LCT 2400 ...c.ccuvuniinimennnnnananceen 8689417-501 ........ 149
Combination Second Telephone Line/Autovon Adapter for Modet 9600......10038066-501 ........ o
Universal Power Supply for GE STU-OI/LCT 9600......c.ccieimianinnannns 10038064-1.......... 149
Universal Power Supply for GE STU-II/LCT 2400.....cccceeiniinnnnnnnnan. 85723542 .ccuuunenne. 70
Uninterrupdble Power Suppiy for GE STU-II/LCT 9600 ........cvueennenees 10038603-501 ....... 365
Uninterruptible Power Supply Battery Pack......cooiiminiiiiiiieiicecenee. 10038601-1......... TBA
Standard Handset with Coiled Cord for the GE STU-II/LCT 9600........... 85720752 cceavnnnnnn. 35
Push-to-Talk Handset with Coiied Cord for the GE STU-II/LCT 9600......8166795-2............ 50
Standard Handset with Coiled Cord for the GE STU-OILCT 2400........... 85720751 ccunennnnn. 30
Push-to-Taik Handset with Coiled Cord for the GE STU-III/LCT 2400......8166795-1 ............ 42
Bartteries for GE STU-TI/LCT 9600 (6-paCK) .cuveuvemrentantonterciincanncnnns 10038599-2....cuuuee 40
Batteries for GE STU-II/LCT 2400 (6-pack) ..ceveueeneneecsiecencnccnnannannnns 85723181 .ccenennnn. 40
DC/DC Adapter for GE STU-II/LCT 9600 ....cccoeiieeemeemnennnienncennnannn 10038065-1........- . 115
Blank Crypto-Ignidon Key (KSD-64)........ Call Datakey (612-890-6850) or CTS (612-336-3624)
SERVICES
12 MONth WAITANTY EXIENSION e\ eunerientiruenraernaarasresetasetaseasimsaatarsaasesseostectssaasenns 120
48 month warranty extension (5 year CONVErSION) ... c.veeeuciurimemetmemmanriinenetaaeeectasians 480
12 month service contract ........ ©eeeeeesestestsseseentesssntenscnseessetotrtesaaranattanratensatentirtere 150
Post Warranty Repair & Rerwrn Service
(Please cail 1-800-521-9689 for Remurn AuthOrzation).....ovueieeeeeeieaiieeiiiiiiiiiiinenenes o 585
For additional information or to place an order:
Cull Generai Electric’s STU-{II Hotline or write 1o
1-800-255-STU3 (7883) General Electric Company
1-609-338-6277 Government Communicatons Systems Deparrme'xt
1-609-338-2741 (Fax) Front & Cooper Streets, Bldg. 2-4
Camden. NJ 08102
NOTES

Terminais subject 10 export control and COMSEC account verification.

Each STU-NI Terminal includes a Universal Power Supply, Standard Handset with Coiled Cord, Blank Crypto-
lgnition Key, and User's Manuai. Each Muliiline Terminal Package also includes a Multiline Adapter.

All prices FOB origin.

Prices subject to change without nouce.

TBA = To be Announced.

Subject 0 Availability

==  (Call for Pricing [nformauon
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